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I R-Wipe & Clean Overview

e . R-Wipe & Clean is a complete solution to remove useless files and keep your computer privacy.
: «E Irretrievably deletes private records of your on- and off-line activities, and free up your disk space.
Q:w Removes files and unused disk space using either fast or secure erase agorithms. All files and
folders may be combined in wipe lists to erase themin a single procedure. Supports both the FAT
and NTFS file systerms. All separate wipe and clean tasks can be combined in one or more erasing

procedures launched immediately or at predefined times or events as a background task.

R-Wipe & Clean Classic
R-Wipe & Clean Touch

1.1 System Requirements and Registration

System Requirements:

¢ An Intel-compatible platform with a CPU at least 1.5 GHz;

e Windows 7/8.1/ 10/ 11 (32/64 bit) or Windows Server 2008 R2 / 2012 R1/R2 / 2019 / 2022 (64 bit);
e RAM: 1 GB or more;

e HDD space: 50 MB

e Screen resolution: 800x600

Registration:
When R-Wipe & Clean is started by a standard user or Administrator without elevated privileges, it will be
registered only for the current user.

Use an Administrator account with elevated privileges to register R-Wipe & Clean for al users on the
computer.

1.2 Contact Information and Technical Support

To obtain the latest version of R-Wipe & Clean, go to:

Product Site: http://www.r-wipe.com
Sales Department: sales@r-tt.com

The R-Wipe & Clean Support Teamis available 24 hours a day, seven days a week, and has an average e-mall
response time less than 4 hours.

Tech. Support: support@r-tt.com
Send your support request to: http://www.r-tt.comy/Support_request.htm

Data Security & Privacy FAQ: http//www.r-tt.comy/Data_Security Privacy FAQ.shtml
R-tt Forum: http://forum.r-tt.com

1.3 File Erasure on SSD and HDD devices

Delete vs Wipe
There are two distinguishably different ways of how computer systens erase files:
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Deletion: The system marks the file as "not needed" anymore, quite often it keeps information about thet file,
including its name, time stamps, and other file attributes may. And almost always the file data remains untouched,
which makes file recovery quite possible by applicable file recovery software, usually inexpensive and easily
available.

Wiping: a wiping utility overwrites file information and data with a special data pattern and thus makes file
recovery impossible. No file recovery utility can do that when a correct file wiping procedure is applied.

Wiping files on modern computers

Most modern computers have SSD devices rather than HDD ones as their prime data storages. HDD and SSD
devices work completely differently, but the most important difference for us now is whether files can be
irrecoverably wiped out on those devices.

HDD devices:

An HDD device keeps file data aways on the same physical and logical place which is known to the OS and,
through it, to any software. Only the OS can move files across the device, and it's aware where and when it
moved their data. Wiping makes sense for an HDD device, as the new data can be written exactly to the same
place where the old data was stored. It becomes completely and irrecoverably destroyed, and its recovery is
impossible. See more about file wiping algorithms on the Wiping Algorithms page.

SSD devices:

An SSD device constantly shuffles the file data across its cells to level their wear, and only the device itself knows
where the file data is stored at a certain time. The OS has no control over this process, and moreover, it has no
means to know the actual physical location of the data. Using the TRIM command it regularly informs the SSD
device that some blocks of data are not needed anymore. The SSD device marked the cells occupied by those
blocks as "free" to internally wipe them later.

Therefore, file wiping by the OS or third-party software makes no sense for SSD devices, as the new data
cannot be written to the same cells where the old data was stored. Most likely it will be written to other cells and
the old data will remain untouched.

Eventually, the file data will be wiped out by the SSD device itself. But the main problem is when that will
happen. Depending on many circumstances, it may take from several seconds to several hours to several days.
Within this time, the file data will remain stored on the SSD device, and can be obtained by those how know how
to do that. The good thing though is that practically only the SSD manufacturer has such knowledge, and they
keep it as the top-most secret. They are very reluctant to reveal that information even to law enforcement
agencies, but they can extract such data themselves, for example, under a court order.

There's also the bad thing though: there are some chances that advanced computer hackers can obtain such
information through reverse engineering, although it's highly unlikely that they will do that for an ordinary computer
USer.

And the last. Do not confuse erasing of particular files on an SSD device with the Erase procedure that
irrecoverably destroys ALL DATA onthe SSD device making it fully blank.

R-Wipe & Clean disables wiping files and free disk space on such devices by default. You may enable it, but
you should understand what you are doing.

1.4  Wiping Algorithms

File wiping is necessary only for files stored on conventional hard drives. Files stored on new SSD storage
devices cannot be effectively wiped out due to the principles of operation of these devices. Read the File Erasure
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on SSD and HDD devices page for more details. R-Wipe & Clean disables wiping files and free disk space on
such devices by default. Y ou may enable it, but you should understand whet you are doing.
Currently R-Wipe & Clean supports 5 wiping algorithns:

Zeroes (000) The unused space or file is filled with zeroes through 1 pass. The fastest but the
least secure algorithm. Also it does not conceal the fact that the disk or file has
been wiped.

Pseudo-random The unused space or file is filled with pseudo-random numbers through 1 pass. A
numbers (1010) dower but little bit more secure algorithm than the Zeroes agorithm and it also
conceals to some degree the fact that the disk or file has been wiped.

DoD 5220.22- | The unused space or file is wiped using Department of Defense standard 5220.22-
M (3) M (3). Provides high-grade data wiping filling the unused space or file with a special
digital pattern through 3 passes This algorithm is very secure, but slow.

DaoD 5200.28- | The unused space or file is wiped using Department of Defense standard 5200.28-

STD(7) STD(7). Provides high-grade data wiping filling the unused space or file with a
gpecia digital pattern through 7 passes. This algorithm is very secure, but very
dow.

Peter ~ Gutmann | The unused space or file is wiped using the Peter Gutmann's algorithm. Provides

(35 high-grade data wiping filling the unused space or file with a special digital pattern

through 35 passes. This algorithm is military-level secure, but horribly slow.

What algorithm is to choose, depends on your specific needs. All of these wiping algorithms make recovery of
wiped data with any software-based data recover utility impossible. So if you warnt to protect your information
from a casual snooper, you may safely choose either the zeroes or Pseudo-random numbers algorithm. The
latter also conceals the fact that you wiped the data.

If you want more security, you need to know the following:

There are some forensic techniques for recovery of wiped data. These techniques are based on the fact that
magnetic medium on the hard drive's platters "store" some information about previously written data. Such
informetion cannot be completely removed. Wiped data may be recovered even from mechanically damaged
platters. So the only safe way to completely remove data froma hard drive is to mechanically grind the magnetic
medium off the drive platters or dissolve themin special chemical solverts.

But in order to recover the wiped data using one of these techniques, a hard drive must be disassenbled, its
platters placed in a precise magnetic field measurement system, and the results of such measurement statistically
processed. All that is very expensive and requires a very qualified and experienced personnel and a specially
developed equipment. Only a very advanced organization such as a law enforcement or intelligence agency of a
developed nation, or a special high-tech firm can afford this. Moreover, each successive wiping pass makes such
data recovery much and much harder. So, the DoD 5220.22-M(3) clearing and sanitizing standard overwriting the
data with a special pattern through 3 passes is a rather reliable and safe choice for this case.

If you need the ultimate security, use the DoD 5220.22-M(7) clearing and sanitizing standard, or even the Peter
Gutmann (35) wiping algorithm. They render data almost unrecoverable, but they are extremely slow.

Il Classic Interface:; Main Panel

Note: Some operations, such as wiping a file, wiping and deleting the contents of the Recycle Bin, or wiping free
space on a single disk, can be performed directly from the shortcut menu without starting R-Wipe & Clean.
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When R-Wipe & Clean starts, its main panel appears. You may customize R-Wipe & Clean to view only
necessary items.
R-Wipe & Clean's main panel

* | ] & = | R-Wipe& Clean Classic o x
Main | View  Settings  Tools L2
@ f £, B L‘Q
i o v
& i //\ N
Touch View Customize ~Traces Selection  Save as
Log Helper Task
Tasks
Task 1 M Task 2
B I @ z
4 Clean this PC (WINDOWS10)
-
R-Wipe & Clean allows you to free up a various ameunt of disk space, as well as remove many traces that may compromise your privacy. For
®E Google Chrome convenience, al traces that can be removed are divided into the following sections:
[®] & Internet Explorer
[E@ Microsoft Edge Top Internet Programs
@ Mozills Firefox Web browsers and chat applications can store a lot of various traces. Currently R-Wipe & Clean has detected the following such programs in this
PPl ly R-\Wip g prog
= Opera system:
Skype Google = Internet Microsoft Mozilla
S a g J ) O Opera B Skype
~ [M] R Tester1's Traces Chrome =7 Explorer Edge Firefox
) Recent Activity
(W] Storing Traces
Tester 1 System
Associativity Traces
v aller Traces Here you can view and remove various traces The system can leave a huge amount of various
ittt aten /?_ created under "Tester 1" account (currently §= traces. Administrative rights with elevated
= — Iogged-in user). privileges are required to remove and often even
[ Stored Installer Component Pat s S e e
[¥I7 Stored Installer Packages S ysiem's
e : Traces Own Traces
& Stored Installer Registry Keys
[m] i Caches
Miscellaneous Traces P Dri
rograms rives
Cl stem's Own Traces 9
MG Program Traces P R-Wipe & Clean can show and remove various You can wipe free space on hard drives in this
v @ Free Drive Space iR traces of many applications. Some applications = ] section. This procedure makes it impossible to
= e can have critical traces that can be removed only h recover the content of deleted files but doesnt
[ system (C3) o from the individual page of the application in the give you more free space on disks. Storage
= o Program  program Traces” section _Free devices like SSD or eMMC with enabled TRIM
i > Traces Drive Space  command do not require this procedure.
ﬂ Wipe&Clean Now If you want to remove some specific files, folders or Registry keys and values from time to time then you can create a wipe list under "Wipe Lists”
node on the Navigation pane.

More information on the menu items...

Main Touch: Switches to the Touch interface (suitable for touch screen device).
View Log: Shows and saves the Log file

Customize: Customizes R-Wipe & Clean

Traces Selection Helper: Helps to select traces to clean

Save as Task: Saves the selected items in the Tree as a large single wipe & clean task
View Shows/hides various program controls

Settings Gives access to various program settings

Tools Boss Key: Sets the Boss K ey for various Internet applications.

R-Wipe & Clean Smart: Starts an advanced tool to manage Wipe Lists.

File Streams Cleaner: Cleans file Alternative Data Streams.

Task Transfer: Starts task exchange from one computer to another.

Postponed Cleaning: Edits the list of items to clear on the next computer startup
Startup renaming: Edits the list of items to rename the next computer startup

Y ou may turn on and off the toolbar. Select/deselect Minimized Ribbon onthe View menu.

Wipe and Clean Tasks
Howto:

Clean your private information from your computer: Cleaning a Computer
Remove a single file directly from Windows Explorer: Wiping a File.
Remove the contents of the Recycle Bin: Wiping the Recycle Bin.
Remove several files in a single task: Wipe Lists.

Wipe unused space on one disk: Wiping Free Disk Space.

© 2024 R-Tools Technology Inc.
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Wipe several disks at once Wiping Free Disk Space.
Clean your computer, remove several files and folders, and wipe unused disk space simultaneously: Setting a
Large Wipe and Clean Task.

2.1 Customization

Y ou may set on the Customize panel which items that R-Wipe & Clean removes or cleans will be visible on the
Main view and Tasks, and accessible to you.

Y ou may clear the items you will never want to clean. They will disappear from Tree both onthe Main view and
Tasks. If youwant to gain access to them again, select them once again.

Y ou may reach the Customize panel on the Main menu.

Customize panel

"7 Customize

[¥€ Google Chrome? | List of items R-Wipe & Clea
=

£ wive 8 cle
stalled on yo
nstal

2 Evelyn Moore's Traces

~ [ % System's Own Traces
W Logs
Storing Traces ! Guug\e Chrome
g Associativity Traces supported Chro
[ Installer Traces M il Firafas
[V setup and Update Traces suppor sty iy
[¥] 1] Program Data
2. Services Accounts Traces
VIl Agaregate Traces N

also applied to all

2 Opera customization is also applied to Opera GX.

E(El:t (Dre
ela by the

1. Google Chrome customization is also applied to al supported Chromium:based browsers.
2. Mozlla Firefox customization is also applied to all supported Firefox fork browsers.
3. Opera customization is also applied to Opera GX.

R-Wipe & Clean autometically detects programs installed on your computer. Items not installed are dimmed.
Y ou may hide then by selecting the Hide undetected applications option in the Customize panel.
Absent applications

B Customize
B Customize

v V@ ®

Adobe Acrobat Reader DC
Adobe Flash Flayer

et He
[ Groove Music
2 1@ HTML Help v

nce
5 Advanced
[ Hide undetected applications in the Customize A

D EtE gl Exclude dtl:th tnr
that were un t H 5 bvth nt us B o pmarionitio’ bvth

Undetected appllcatlons are shown Undetected appllcatlons are hidden
Y ou may also exclude games and applications from M S Store that have been uninstalled by the current user but
still remain in the system

© 2024 R-Tools Technology Inc.
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2.2  Settings

Y ou may reach the Settings panel(s) from the Settings menu. There are two ways to show the settings: either as
a single panel with muitiple tabs or as several panels.

Settings panel

Advanced Filng with zeroes through one pass. Fast.

Free Drive Space Wiping Settings x
P Free Drive Space 5D with TRIM on
& Wiping Algorithm
Files Wiping Zeroes bt
Filing with zeroes through one pass. Fast.
& Warrings
What to wipe on NTFS drives
'E i @7 Fes M records ol
Q) free space and free MFT records
¢ Tess O only free space
— Allother drives
Trees and Windows Wiping Algorithm
Zeroes ~
A
A
-

Reet Seltge What to wipe on NTFS drives

@® free space and free MFT records
© only free space
Q) free MFT records only

o [

You may reset all or individual settings on the Reset Settings panel.
Reset Settings panel

Reset Settings X

ce o choose particular settings you want to

(@) Reset Al Settings
O Reset Particuler Settings Select Sebings mreset.

Separate Panels and Settings

Free Drive Space Settings
Y ou may set default wiping setting for free drive space on this panel/tab.

Note: There are two separate free space wiping settings for regular hard drives and SSD devices. Read the File
Erasure on SSD and HDD devices page for more detalls.

Free Drive Space Wiping Settings panel
B

Free Drive Space Wiping Settings

55D with TRIM on

Wiping Algorithm

All other drives

What to wipe on NTFS drives
(@ Fee space and Fee VT records
QO only free space
O free MFT records only

© 2024 R-Tools Technology Inc.
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Free Drive Space Wiping Settings

Wiping algorithm

You may select a default algorithm for wiping disks. To learn more about wiping
algorithms, go to Wiping Algorithms.

What to wipe on
NTFS drives

e free MFT records only: If this option is selected, R-Wipe & Clean deletes records of
small files which are stored directly inthe NTFS Master File Table. It also removes the
names of deleted files and folders that may be stored in the disk's MFT. Thisis
important even for SSD devices.

o free space and free MFT records: If this option is selected, R-Wipe & Clean wipes
drive's free space and deletes records of small files which are stored directly in the
NTFS Master File Table. It also removes the names of deleted files and folders that
may be stored in the disk's MFT.

e only free space: If this option is selected, R-Wipe & Clean only wipes drive's free
space.

Files Wiping Settings

Y ou may set defauit wiping setting for separate files on this panel/tab.

Fles Wiping Settings

panel

Files Wiping Settings

Files on 55D with TRIM on
what to wipe
O no

thing
Only Filenames

oo0®
g

Files Wiping Settings

Files on SSD with TRIM on

You may select what will be wiped on SSD devices with the enabled TRIM
command.

Note: Content wiping is not recommended for TRIM-enabled SSD devices.
Read the File Erasure on SSD and HDD devices page for more details.

Files on other Drives

You may select what will be wiped on conventional HDDs and SSDs with the
disabled TRIM command.

What to wipe

Y ou may specify how files will be wiped.

Wiping algorithm

You may select a default algorithm for wiping file content. To learn more about
wiping algorithms, go to Wiping Algorithms.

Wipe alternate data streams:

(Effective to the NTFS file system only). If this option is selected, R-Wipe &
Clean wipes all streams associated with the file.

Wipe cluster tips

If this option is selected, R-Wipe & Clean also wipes free parts of file clusters.

Warnings Settings

Y ou may specify setting for displaying various warnings on this panel/tab.

© 2024 R-Tools Technology Inc.



https://www.r-studio.com/What-are-alternate-data-streams.html
https://www.r-studio.com/What-are-cluster-tips-slack-space.html

8 R-Wipe&Clean Manual

Warnings Setings panel

Warning Settings be

& Web Traces
Warn when selecting to clean Cookies
Warn when selecting to clean Web Passwords
2 UserTraces
Warn when selecting to clean Web Credentials
Warn when selecting to clean Windows Credentials
W System's Own Traces

Warn when selecting to clean Stored Wi-Fi Profiles
Warn when selecting to clean Defragmentation List
Warn when selecting fo clean Prefetch Traces

= Free Diive Space

Warn when there is an SSD with enabled TRIM command
Warn when System Protection state is undeterminable
Warn when System Protection is on

Warn when there is a removable drive

Cancel |

Integration Settings

Y ou may set options controlling the integration of R-Wipe & Clean into your system on this panel/tab.

Integration panel

Integration Settings 7 X

Wwipe files and folders directly from the shortaut menu

Add files and folders into a wipe list
® inmain application

(O inR-Wipe &Clean Smart

Recyde Bin shortcut menu
Wipe Recyde Bin from the shortout menu

Drives shortut menu

Integration Settings

Shortcut menu of File Explorer

Wipe files and folders directly from
the shortcut menu

If this option is selected, the Delete and Wipe item will be added to
the shortcut menu in File Explorer. Using this item, you may delete and
wipe files and folders directly from File Explorer.

Add files and folders into a wipe list

If this option is selected, the Add to the Wipe List item will be added
to the shortcut menu in File Explorer. Using this item, you may add files
and folders to a wipe list directly from File Explorer to R-Wipe &
Clean or R-Wipe & Clean Smart.

Recycle Bin shortcut menu

Wipe Recycle Bin from the shortcut
menu

If this option is selected, the wipe and Empty item will be added to
the shortcut menu in the Recycle Bin. Using this item, you may wipe
files and folders directly fromthe Recycle Bin.

Drives shortcut menu

Wipe free space directly from the
shortcut menu

If this option is selected, the Wipe Free Space with R-Wipe & Clean
command will be added to the shortcut menu of every logical disk.
Using this item, you may wipe free disk space from the shortcut menu.

© 2024 R-Tools Technology Inc.
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Tasks Settings
Y ou may set options controlling the execution of large wipe and clean tasks.
Tasks panel

were locked during task execution:

such files at the next system startup

Custom Task Starting Programs

Task can be scheduled to be launched at dosing most popular web browsers, If you want
be launched at dosing any program then this program must be in the Custom Task

Manage Custom Task Starting Progr

Tasks Settings

Items Tree
automatically save changes in the If this option is selected, the R-Wipe & Clean will immediately save
tree of the task items changes you may make in the task tree.

If some files included into a wipe and clean task were locked during task execution
automatically clean/wipe such files at | If this option is selected, R-Wipe & Clean will clean/ wipe these files

the next system startup at the next system startup.

do nothing with such files If this option is selected, the R-Wipe & Clean will not do anything
and these files will not be cleaned / wiped.

Manage Custom Task Starting You may add up to 5 programs which closing will run a scheduled task

Programs... if this is specified on Scheduler.

Trees and Windows Settings
Y ou may specify setting for how R-Wipe & Clean keeps the postions and states of various program windows
and Tree states on the Main panel.

Trees and Windows Setings panel

Trees and Windows Settings X

Tree Views

[AiRemember collapsing state of nodes in the Navigation Pane tree =
Remember for each task

Remember colapsing state of nodes in the tree of the Customize dialog *

Windows
Remember size and screen position of the main window *
Remember state of the Ribbon *
Remember size and screen position of the Customize dialog window *

Remember size and screen position of the Log window

* applies only to Classic interface !

oK Cancel

Advanced Settings
Y ou may set some advanced options on the Advanced tab of the Settings panel.

© 2024 R-Tools Technology Inc.
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Advanced panel

Advanced Settings

Enable Logging

[ stealth mode

[ setPassword

password.

If this option s selected, R-Wip
tray, no messages pop up, ete.

e & Clean hides its activity (the icon does not appear in the system
).

[ pisable computer standbyhibernation when a long task is running

If this option is selected, the computer will not go into the standby/hibernation mode while long tasks
are runring to alow them to complete.

You can protect the program against unauthorized use.
‘A password will be required to start the program. Al automatic actions wil start without asking the

Cancel

Advanced Settings

Enable Logging

If this option is selected, R-Wipe & Clean starts logging its activity.

Stealth mode

If this option is selected, R-Wipe & Clean conceals its activity. Its icon does not
appear in the system tray, no messages pop up, €tc.

running

Disable computer
standby/hibernation
when a long task is

If this option is selected, your computer will not go into the standby/hibernation mode
while long tasks are running allowing them to complete.

Set Password

You may protect the program against unauthorized use. If this option is selected, a
password will be required to start R-Wipe & Clean. All autometic actions will start
without asking the password.

2.3 Logging

Y ou may specify log setting and view the log on the Log panel. Y ou may reach this panel by selecting View Log
on the Main menu.
The Note column shows the current wiping settings for the SSD disks with TRIM enabled and other disks.

Log panel

# R-Wipe & Clean Leg - a X
Save As ... Log is enabled. Click to disable Clear Log
Date  Time Section tem What's cleaned Status Cleaned Size Notes ~
12/5/2019 11:46:10 AM STARTING CLEANING FROM CLASSIC [Non-55D file wiping: contents & filename, Pseudo-random, ADS - on, CT - on]

155D file wiping: only filename, Pseudo-random]
12/5/2019 11:46:10AM  Google Chrome  Cache Files Cache Files oK 33,154,591 bytes
12/5/2019 11:46:41 AM  Google Chrome  Cookies Cookies oK 167,936 bytes.
12/5/2019 11:46:41 AM  Google Chrome  Browsing History Browsing History oK Obytes
12/5/2019 11:46:41 AM  Geogle Chrome  Download Histery Download History oK 0 bytes
12/5/2019 11:46:42 AM  Google Chrome  Address Bar History Address Bar History OK 20,480 bytes
12/5/2019 11:46:42AM  Google Chrome  Stored Text in Forms Stored Text in Forms oK Obytes
12/5/2019 11:46:42 AM  Google Chrome  Stored Passwords in Forms. Stored Passwords in Forms oK 32,768 bytes
12/5/2019 11:46:42 AM  Geogle Chrome  Browser Metrics Files Browser Metrics Files oK 9,437,184 bytes
12/5/2019 11:46:43AM  Google Chrome  Budget Database Budget Database oK 199 bytes
12/5/2019 11:46:44 AM  Google Chrome  Cached Jump Lists Icons Cached Jump Lists lcons oK 0 bytes
12/5/2019 11:46:44 AM  Geogle Chrome  Cached Script Code Cached Script Code oK 72 bytes
12/5/2019 11:46:44 AM  Google Chrome  Current Session Commands  List of Current Session Commands oK 327,276 bytes
12/5/2019 11:46:45AM  Google Chrome  Current Tabs Commands List of Current Tabs Commands oK 8 bytes
12/5/2019 11:46:45AM  Geogle Chrome  DNS Prefetching Data DNS Prefetching Data oK 0 bytes
12/5/2019 11:46:45AM  Google Chrome  Extensions Cookies Extensions Cookies OK 7.168 bytes
12/5/2019 11:46:45AM  Geogle Chrome  Extensions Databases Extensions Databases oK 0 bytes
12/5/2019 11:46:45AM  Geogle Chrome  Extensions State Extensions State oK 32,218 bytes
12/5/2019 11:46:46 AM  Google Chrome  Flash Player Cache Flash Player Cache OK 507 bytes v

ADS: wiping of Alternative Data Streams.
CT: wiping of Cluster Tips.

Y ou may enable/disable log, save and clear it.
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2.4  Wiping and Cleaning

It isincredible how much your personal informetion may be found in your computer. Actually, your PC is the best
Spy on you. It is constantly logging, quietly and accurately, each program you started, document you opened,
music or movie you played, each web site you visited, even each printer or other peripheral device you attached.
Moreover, it also constantly makes "temporary” copies of any opened file, and not always it erases them when
you are through with that file. Contents of deleted files remain on hard drives and can be easlly brought back
using inexpensive and easily available data recovery utilities. Anyone who can snoop into your computer could
make quite an exact profile of you. Such snooping can be made even remotely when you are on the Internet.
Note: Files deleted on SSD devices usudly cannot be recovered even if they've not been wiped. Read File
Erasure on SSD and HDD devices page for detalils.

To make the things worse, there is no built-in system routines that might clean all those records and links. On the
contrary, Windows does everything possible to keep al that data as long as possible. That is why you need to
use R-Wipe & Clean to protect yourself from such snooping.

e File Erasure on SSD and HDD devices
¢ Wiping Algorithms

e Wiping

¢ Cleaning a Computer

24.1  Wiping

Attention! Wiping files or free disk space on SSD devices is not possible in most cases. Read
the File Erasure on SSD and HDD devices page for details.

R-Wipe & Clean disables wiping files and free disk space on such devices by default. You may enable it, but
you should understand what you are doing.
Wiping files
Simply deleting a file does not mean that the data of this file are gone for good. When you delete a file, even
when the Recycle Bin is disabled, Windows writes some information on the disk that this particular file should be
treated as unneeded, and its space may be alocated for other file. Until data from the next file are written over
the deleted one, the deleted data may be easily recovered using inexpensive and easlly available data recovery
utilities. To completely destroy the data, it must be overwritten, sometimes not once. Such process is called
wiping. R-Wipe & Clean wipes files, making their recovery virtually impossible. It also wipes stored names of
deleted files, file's alternate data streams, cluster tips, and records of small files stored directly into NTFS Master
Table.
You may wipe a single file selecting Delete and wipe on the File Explorer shortcut menu, or several files and
folders on the Wipe Lists panel.

The defaullt file wiping settings may be set on the Files Wiping Settings tab of the Settings panel.

Wiping free disk space

Even if you have removed all deleted files, that does not mean that no data from them remain on your hard drive.
If you have rewritten your files many times, for example, while editing, some previous copies of the files may il
remain on the disk without a dightest notice of their existence. Also, Windows constantly writes and deletes its
own temporary files on disks. Such files are not visible to users, but may contain some data from your own files
and programs. Such pieces of your data still remain even after you formet the disk. There are special data
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recover Utilities that analyze unused space on disks and can restore many files that you believe to be conmpletely
wiped and deleted. R-Wipe & Clean wipes unused disk space, making such analysis of disk space useless.

Y ou may wipe unused disk space on a single disk using the Wipe Free Space with R-Wipe & Clean command
on the disk's shortcut menu, or on several disks at once on the Free Drive Space panel.

The default free disk space wiping settings may be set on the Free Drive Space Settings tab of the Settings

panel.
2.4.1.1 Wiping Files

Attention! Wiping files on SSD devices is not possible in most cases. Read the File Erasure on
SSD and HDD devices page for details.
Once wiped, afile cannot be restored! No Windows or third-party data recovery utility can do
this!
R-Wipe & Clean deletes rather than wipes files if the what to wipe option on the Settings panel is set to
Nothing. Wiping files is disabled on SSD devices by default. Y ou may enable it, but you should understand what
you are doing.

Wiping a Single File

Y ou do not have to start R-Wipe & Clean to wipe and delete a single file or several files. You may do this from
File Explorer. Make sure that you have the Wipe files and folders directly from the shortcut menu option
selected on the Integration tab of the Settings panel.

To wipe afile or several files,
e Select and right-click the file(s) in File Explorer and select Wipe and Delete with R-Wipe & Clean on the
shortcut menu.
The Wipe File Explorer dialog box will appear.
Wipe Fle Explorer dialog box

 R-Wipe & Clean - Wipe Files and Folders X

You have selected to wipe and delete the folowing fles and folders:

Type  Size,bytes Content
VTest_Files'Documents\2020-subaru-forester manual.pdf Fie 11,012,363
rester-Quick.pdf  Fie 15,421,949
Fle 2,289,073

2 i

|_Early2009_UG.pdf Fle 3,198,525
n _mini_Intel_User_Guide.pdf  File 2,266,008

PELEE §

st o wpe

What to Wipe
O only Flenames
Q) Only Contents
®) Contents & Filenames

Wipe Alternate Data Streams Wipe Cluster Tips

A simple View About R-Atipe & Clean

e Click the Start to wipe button, and R-Wipe & Clean will wipe the file(s) with defavit wiping settings.
If you want to change the wiping settings for this file, click the Advanced View button

Wiping Several Files and Folders at Once
If you wart to delete and wipe several files at once, go to the Wipe Lists section for details.

Wiping the Recycle Bin

You do not have to start R-Wipe & Clean to wipe the contents of the Recycle Bin. You may do this from its
shortcut menu. Make sure that the Wipe the Recycle Bin from the shortcut menu option on the Integration
tab of the Settings pandl is selected.
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To wipe the contents of the Recycle Bin,

¢ Right-click the Recycle Bin and select Wipe with R-Wipe & Clean on the shortcut menu.
The Wipe Recycle Bin contents dialog box will appear.
Wipe Recycle Bin contents dialog box

¥ Wipe Recycle Bin contents X

You have selected to wipe the Recyde Bin that currently contains the foliowing items:

File (Folder) Name File (Folder) Size, bytes Date ™
1,012,368 414
16,421,449 414
2,289,073 414
3,198,525 414
| User_Guide. pdf 2,266,008 414
I-based_Mid2007_UserGuide pdf 893646 414
>

Sorc e

Wiiping Algorithm What to Wipe
Pseudo-random ~ O orly Filenames
(O Orly Contents
@® Contents & Fienames

Wipe Alternate Data Streams Wipe Cluster Tips.

A simple View About R-Wipe & Clean

e Click thestart to wipe button, and R-Wipe & Clean will wipe the Recycle Bin with default wiping settings.
If you want to change the wiping settings for thisfile, click the Advanced View button

Default file wiping settings may be specifically set on the Files Wiping Settings tab of the Settings panel.

Wiping File Alternative Data Streams

File Alternative Data Stream (ADS) is a set of metadata used to store some additional info for a file. For
example, Internet Explorer uses it to store the zone idertifier the file was downloaded from. . (My Computer,
Local Intranet Zone, Trusted sites Zone, Internet Zone, Restricted Sites Zone).

To wipe file alternative data streams,

e Click the File Streams Cleaner onthe Tools menu.
The Fle Streams Cleaner dialog box will appear.
Fle Streams Cleaner dialog box

File Streams Cleaner X

Some files, for example, those that were
downloaded from Internet can have some
meta data not visible in the File Properties
because such data are stored in 50 called

‘- Alternate Data Streams (ADS) of files.
With help of this tool you can find such
files, view information stored in ADS, if
exists, and remove ADS in these files
without deleting fle itself.

e Select the required Scan Options and click the Scan Now button and when the scan is conpleted, R-Wipe &
Clean will show the results of the scan.
Fle Streams Cleaner dialog box
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File Streams Cleaner u] X
Scan again
Scan completed @ "Downloads” folder
e 4 ® 19 items were scanned Clean Now S
O custom
15 items with ADS detected
Scan Now
[] Local File Path SteamMame  StreamSize,bytes Zone  HostURL Referrer URL
[ C:\usersiTester 1\Test_Files\Apache_OpenOffice_4.1.2_Win_x86_install_en-US.exe Zone.Identifier 2 S =
Ci\sers'Tester 1\Test_Fies\easychair.docx Zone.Identifier 122 Internet  https:/feasychair.orgfpublicationsfeasychair.docx https: /faww. google com/
[ CrusersiTester 1iTest_Files\MediaCreationTool.exe Zone.Identifier -l - - -
[ CilserstTester 1\Test_FiesRDrivelmage6.exe Zone Identifier % Internet -
C:\UsersTester 1{Test_Files\RPhoto Lexe Zone.Identifier % Internet -
[] c:\users\Tester 1\Test_Fies\RStucios (1).exe Zone. Identifier % Internet -
C:\Users|Tester 1{Test_Fles\RStudod.exe Zone. Identifier ) - -
[ CrWsersiTester 1\Test Files\RstudioEmgs,iso Zone. Identifier % Intemet -
[ Ci\usersiTester 11Test_Fies\RiipeAndCleani Lexe Zone.Identifier % Internet - -
Ci\Users\Tester 1\Test_Fles\TestwordDoc.doc Zone Identifier 124 Internet f.ed.ac, ocdoc m
[ c:WserstTester 11Test_Files\buntu-16.04-desktop-amd6#.iso Zone.Identifier % Internet - -
C:\UsersTester 1{Test_Files\ubunt-mate-18.04. 3-desktop-amds-.iso Zone. Identifier 134 Internet  http:/Jcdi bunt. b 1
C:\Users|Tester 1{Test_Fles\Windows 10Upgrade23035.exe Zone. Identifier ) - -
C:\Users\Tester 1{Test_Files\Windows 10Upgrade9252 (1).exe Zone. Identifier ) -
C:\usersiTester 1\Test_Files\Windows 10Upgrade252.exe Zone.Identifier % Internet -
< >

o Select the required files and click the Clean Now button.
Y ou may use the Ctrl+A shortcut to select all the lines and then copy them to the clipboard using the Ctrl+C
shortcut.
The File Streams Cleaner Will start cleaning alternative data streams of the selected files. When cleaning
finishes, R-Wipe & Clean will show the resuits.
Fle Streams Cleaner dialog box

File Streams Cleaner u} x
Scan again
Cleaning completed @ i i
- Cleaned 8 of 8 selected items Clean Now i
O custom
Scan Now
[ tocal File Path SteamMName  SteamSize, bytes Zone  HostURL Referrer URL
[ CilusersiTester 1\Test_Fies\Apache_OpenOffice_4.1.2_Win_x86_install_en-Us.exe Zone.Identifier ] - - -
[ CrusersiTester 1Test_Files\MediaCreationTool.exe Zone. Identifier -l - -
[ C:\usersiTester 11Test_Fies\RDrivelmages.exe Zone. Identifier % Internet -
[ c:\users\Tester 1\Test_Files\RStucios (1).exe Zone. Identifier % Internet -
[ c:\users!Tester 1\Test_Fies\RStudoEmga. o Zone. Identifier % Internet -
[ c:WsersiTester 1{Test_FilesRwipeAndCleantl.exe Zone.Identifier % Intemet -
[ ciWsersiTester 1\Test_Files\buntu-16.04-desktop-amds<.ise Zone Identifier % Internet -
< >

2.4.1.2 Wipe Lists

Y ou may specify files and folders, and registry keys or key values that will be wiped and deleted through a single
wipe and delete task on the Wipe Lists panel. Moreover, you may store such wipe lists to retrieve them and
wipe later. You may also include wipe lists into a large wipe and clean task. Go to the Setting a Large Wipe
and Clean Task section for details.

Some prograns have their own temporary or scratch folders. It is wise to have themincluded in such wipe lists if
you warnt to completely erase all temporary data from such programs.
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Attention! Once wiped, afile cannot be restored! No Windows or third-party data recovery utility
can do this!

Wiping wipe lists
To wipe asingle wipe list,
e Select the required wipe list on the tree

The contents of the selected wipe list will appear in the right pane.
Wipe Lists section

s A = | R-Wipe & Clean Classic

4 - o X
Main View  Settings  Tools ﬁ
o I,
bl Main L'd Edge Closure
— S
A = |
- = . .
i i Test Wipe_List_1 & Ciean Now
[J€ Google Chrome 3 —
AR’ = &
[J@ Internet Explorer 3 “h \\ X -I| .9;
)@ Microsoft Edge Add  Add  Add  Import Remove Save  Rename Remove Add View in
File  Folder Registry Changes  List  List  New  RWipe & Clean
[Cl@ Mozilla Firefox 5 = it
O Opera
I skype Hide Buttons ~
[ & Evelyn Moore's Traces
]9 System's Own Traces File Path or Folder Path ‘ ‘ x x x x Files / Values Files/Values  Subfolders / Subkeys Subfolders / Subkeys
o or Registry Key w| | 1 P to clean to keep to clean o keep
Files
"ID:\Files to wipe\test2arc
Folders
Di\Files to wipe *png *.bmp Files to wipe_1 Filesto wipe_2
Registry Keys
& ] HKEY_LOCAL_MACHINE\SOFTWARE\OpenVPN log_dir
O Test_Wipe_List_3
I WipelList1

=

Item Cleaning Icons

% | Registry key: The value will be cleaned.

{] Clean subfolders: All child subfolders will be cleaned recursively.

x] Delete empty subfolders: All empty subfolders will be deleted.

Delete folder: A folder or key will be deleted if it becomes empty.

s Delete read-only files

Delete hidden files

e Click the Clean Now button on the right pane.
R-Wipe & Clean will start cleaning the contents of the wipe list.
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To wipe several wipe list at once,
o Select the required wipe lists on the tree

Wipe Lists section

= % = | R-Wipe & Clean Classic - o x
Main View Settings Tools (2]
= M [ Task 1 [ Task 2
lain Ld as| Ld asl Q’J
A = | r—
L wipe Lists T Clean tiow

[J€ Google Chrome
[J& Internet Explorer
[J@ Microsoft Edge
[J@ Mozilla Firefox
0O Opera

‘You may specify files. folders. and Registry keys that will be wiped. deleted. and cleaned through a single wipe and
delete task. Moreover, you may store such Wipe Lists to retrieve them and wipe later. You may also include Wipe Lists

into a large wiping and cleaning Task.

You may also create a customized Wipe Lists for any particular application. Such customized Wipe Lists may include

application-specific working and temporary folders and files, and Registry keys

Attention!

08 skype
& Tester 1's Traces
[]® System's Own Traces

xE
Delete
Wipe Lists

p—
L
Create new
Wipe List

[ NTF_Test (E [SSD]
v [mWT Wipe Lists
F Test_Wipe_List_1
[J[E Test Wipe List 2
[T Test_Wipe_List 3

Test_Wipe_List_1

O E3) 1 File, 1Folder, 1 Registry Key

Test_Wipe_List_2

T Details ., 1Folder

Test_Wipe_List_3
Eg

m} 1File

B2 Wipe&Clean Now

SelectAll DeselectAll

Once wiped, a file cannot be restored! No Windows or third-party data recovery utility can do this!

Details ..

Details

Details v

e Click the Clean Now button.
R-Wipe & Clean will start wiping the wipe list.

Managing wipe lists

Y ou may also manage wipe lists form the tab of a single wipe list using the wipe list management buttons.

+ More information...

To create a new wipe list,
¢ Inthe Tree, go to the wipe Lists section
e Click the Create new Wipe List button.
A new wipe list will appear in the right pane.

To remove a wipe list,
e Inthe Tree, go to the Wipe Lists section
e Click the Remove List button.
R-Wipe & Clean will remove the wipe list.

To save a new wipe list,
« Inthe Tree, go to the required Wipe List
¢ Click the save Changes button on the wipe list
management buttons.

To rename a wipe list,
« Inthe Tree, go to the required wipe List
e Click the Rename List button on the wipe list
management buttons and enter a new name..

Managing files/folders in wipe lists

You may add a file or/and folder to the current wipe list directly from File Explorer. Right-click the file and
select the Add to the Wipe List item from the shortcut menu. Make sure that the Add files and folders to a
wipe list from the shortcut menu option is enabled on the Integration tab of the Settings panel.

Y ou may add a single file by dragging and dropping it to the Wipe List.

You may add/remove files and folders to/from the list using the file management buttons. When you add a folder to

the wipe list, the Add folder... dialog box will appear. You may set a file mask for files in the folder and specify files
that are not to be cleaned if they even match the file masks.

© 2024 R-Tools Technology Inc.



Classic Interface: Main Panel 17

Add folder... dialog box

Add Folder

% [ LOCALAPRDATAS)

Files

A simple View

)
|+ cean Fies in subfolders

- Files to clean “%  Subfolders to clean
Any At
Files to exclude Subfolders to exclude
@
"~ Notset Nt set
x x
Clean Read-only Fies | Remove empty subfoiders upon desring Fies
x % i
Delete the Folder ifit becomes empty after
Clean Hidden Files clearing Fies

Subfolders

3 Cancel

+ Add folder options

%

Adds an environment variable.

Files to clean

Specifies file masks to clean files in this folder.

Files to exclude

Specifies file masks to exclude files from cleaning in this folder

Subfolders to clean

Specifies subfolders to clean in this folder.

Subfolders to exclude

Specifies subfolders to exclude from cleaning in this folder.

Clean files in subfolders

If this option is selected, files in subfolders will be cleaned.

Remove empty subfolders
upon cleaning files

If this option is selected, the folders will be deleted when its content is cleaned.

Delete the folder if it becomes
empty after cleaning files

If this option is selected, the folder will be deleted if it becomes empty after
Cleaning filesinit.

Clean Read-only Files

If this option is selected, read-only files will be cleaned, too.

Clean Hidden Files

If this option is selected, hidden files will be cleaned, too.

Managing Registry keys in wipe lists
You may also add a key or specific value in a key from Registry that will be deleted.

Add Registry Keys/Values dialog box

Add Registry Key

Registry Key Path

HKEY_LOCAL_MACHINE \SOFTWARE\Open'PN

| [Eomsen

values

Any Al

A simple View

‘] Delete Values in Subkeys
=g Values to clean % Subkeys to clean

@ Values to exclude @ Subkeys to exclude
Not set Not set

x
%) Only dear Value(s) data | pelete empty subkeys upon deletng valves
|

x
Delete the Key if it becomes empty after deleting
Values and Subkeys

Subkeys

oK Cancel

=l More information...

To add a registry key or key valuesto a wipe list, To remove a registry key or key values
e Inthe Tree, select the required wipe list from a wipe list,
e Click the Add Registry Key button on the file management| © INnthe Tree, select and click the required
buttons and select the required Registry key or separate key]  Wipe list
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value on the Add Registry Key dialog box to add them to the
wipe list.
You may add either all values in the selected key, or only
specific valuesinit.
The added Registry keys or values will appear in the wipe list.
You may also add arbitrary custom values. Click the Add
Custom Value button and specify the required values.

Add Custom Value dialog box

" Add Custom Value [m] X

e Select a registry key or key vaues yol
wart to remove and click the Remove
from List button on the file
management buttons.

The selected registry key or key values will

be removed fromthe list.

Y ou may also import items from other wipe lists using the Import button on the file management buttons
Defaullt file wiping settings may be specifically set on the Files Wiping Settings tab of the Settings panel.

2.4.1.2.1 R-Wipe & Clean Smart overview

R-Wipe & Clean Smart is a standalone tool that allows you to create very versatile Wipe Lists and clean their
content. Y ou may specify files, folders, and Regisiry keys for cleaning.
The wipe lists may be exported and imported for deployment among several computers.

Please note that you should completely understand what are you doing when using R-Wipe & Clean Smart. It
gives you absolute freedom in removing various Registry keys and files, but its incorrect usage may cause severe

damage to your system, so a great caltion is required.
2.4.1.2.1.1 R-Wipe & Clean Smart Main Panel

Note: Some operations, such as wiping a file, wiping and deleting the contents of the Recycle Bin on a single
disk, can be performed directly from the shortcut menu without starting R-Wipe & Clean.

When R-Wipe & Clean Smart dtarts, its main panel appears.
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R-Wipe & Clean Smart main panel
@ | = | Test.Wipe_List_1- R-Wipe & Clean Smart ontrol Ribbon - - A

T roetotiadl
button

5ts Remove Add File Exclude Add Excude Add Excude Add Import Rel e a\
Wipe List Path  File Path  File File  Fold older  Key s g
isf Wipe {d
= = y File Path ot Folder Path | wa %L, % Files / val Tubfolers / Subkeys Subfolders  Subkery
] Section 1 e or Registry Key LI 1 tokeep to clean to keep
—/ m ; g Files
() L Section 2 Eg =
= D:\Files to wipe\test2.arc
r ES| = Foldei
| | £ section3
= Di\Files to wipe “png “bmp Files to wipe_1 Files to wipe_2
— . ;
l o Registry Keys
| 1 Test wipetist1 | , ¥ diledss
- 5| HKEY_LOCAL_MACHINE\SOFTWARI log_dir /
‘ J E3)

: Test Wipe List 2 ;
= -
| | A Test Wipe_ List3 - wipe list

m 3l Wipe List 1 5 /

Item Cleaning Icons

% | Registry key: The value will be cleaned.

{] Clean subfolders: All child subfolders will be cleaned recursively.

x] Delete empty subfolders: All empty subfolders will be deleted.

Delete folder: A folder or key will be deleted if it becomes empty.

5 Delete read- only files

Delete hidden files

2.4.1.2.1.2 Settings

Y ou may reach the Settings panel(s) fromthe File menu onthe Main panel or on the Settings tab.
Files Wiping Settings
Y ou may set default wiping setting for separate files on this panel.
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Wiping Settings panel

Wiping Settings

Flles on 55D with TRIM on
What to wipe
Q Mothing
@ Only Filenames
() Only Contents
O Contents &Filenames

Wiping Algerithm

Pseudo-random v

udo-random numbers through
. Conceals the fact that the

Extra Wiping
Wipe Alternate Data Streams

comman

Fies on other Drives
What to wipe

O Mothing

O Only Filenames

() Only Contents

@ Contents & Filenames

Wiping Algorithm
Pseudo-random v

Filing with ido-random numbers through
Conceals the fact that the

one pass.
data is wiped,

Wipe Cluster Tips
Currently, drive F: was recognized as located on the SSD with enabled TRIM

Wiping files on such drives is not required and STRONGLY NOT RECOMMENDED!

Cancel

Wiping Settings

Files on SSD with TRIM on

You may select what will be wiped on SSD devices with the enabled TRIM
command.

Note: Content wiping is not recommended for TRIM-enabled SSD devices.
Read the File Erasure on SSD and HDD devices page for more detalils.

Files on other Drives

You may select what will be wiped on conventional HDDs and SSDs with the
disabled TRIM command.

What to wipe

Y ou may specify how filest will be wiped.

Wiping algorithm

Y ou may select a defavit algorithm for wiping disks. To learn more about wiping
algorithms, go to Wiping Algorithms.

Wipe alternate data streams:

(Effective to the NTFS file system only). If this option is selected, R-Wipe &
Clean wipes all streams associated with the file.

Wipe cluster tips

If this option is selected, R-Wipe & Clean also wipes free parts of file clusters.

Integration Settings

Y ou may set options controlling the integration of R-Wipe & Clean Smart into your system on this panel.

Integration panel

Integration Settings

These optiens allow you to contral the integration of R-Wipe & Clean into your system
Shorteutmenu of Files and Folders
Wipe files and folders directly from the shortcut menu
Add files and folders into a wipe list
@ inmain application

O inR-ipe & Clean Smart

Recyde Bin shortcut menu
Vilipe Recydle Bin from the shortcut menu:

Drives shortcut menu
Wipe free space diectly from the shertcut menu

3 Cancel

Integration Settings

Shortcut menu of Files and Folders

the shortcut menu

Wipe files and folders directly from

If this option is selected, the Delete and Wipe item will be added to
the shortcut menu in Files and Folders. Using this item, you may delete
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and wipe files and folders directly from Files and Folders.

Add files and folders into a wipe list | If this option is selected, the Add to the Wipe List item will be added
to the shortcut menu in Files and Folders. Using this item, you may add
files and folders to a wipe list directly from Files and Folders to R-
Wipe & Clean or R-Wipe & Clean Smart.

Recycle Bin shortcut menu

Wipe Recycle Bin from the shortcut If this option is selected, the Wipe and Empty item will be added to
menu the shortcut menu in the Recycle Bin. Using this item, you may wipe
files and folders directly fromthe Recycle Bin.

Drives shortcut menu

Wipe free space directly from the If this option is selected, the Wipe Free Space with R-Wipe & Clean
shortcut menu command will be added to the shortcut menu of every logical disk.
Using this item, you may wipe free disk space from the shortcut menu.

INI Import Settings
Y ou may specify some parameters necessary to create wipe lists fromimported INI files.
Go to the Using INI File Format for Import page for more information.

Windows Settings
You may specify setting for how R-Wipe & Clean Smart keeps the positions and states of various program
windows.

Trees and Windows Setings panel

Windows Settings x

Remember size and screen position of the main window

Remember state of the Ribbon

[liRemember size and screen position of the Log window:

Coree

Resetting to Defaults
You may reset all or individual settings on the Reset Settings panel.
Reset Settings panel

Reset Settings x

You can reset either all settings at once or choose particular settings you want to
reset to ther defauit values

O Reset Al Settings
® Reset Partiuar Settings Eelect ceting: o fese:

2.4.1.2.1.3 Logging

Y ou may specify log setting and view the log on the Log panel. Y ou may reach this panel either by selecting view
Log onthe Main menu.
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Logs panel

1 R-Wipe & Clean Log - o x

Save As ... Log is enabled. Click to disable Clear Log

Date Time Section  ltem What's cleaned  Status Cleaned Size Notes

12/6/2019 12:53:13PM  Wipe Lists Wipelist 1 Wipe List Content ~ OK  31,714995,584 bytes

2.4.1.2.2 Managing Wipe Lists

Y ou can manage wipe lists using the Manage Wipe List buttons on the Main menu.
Manage Wipe List buttons

FJ.'..I &

Creating a New Wipe List

To create a new wipe list,
e Click the New Wipe List button onthe Main menu.

A new empty wipe list will appear in the list of wipe lists. Go to the Managing Items in a Wipe List page for
more information on how to add various items to clean.

Modifying an Existing Wipe List
¢ Select the required wipe list, make necessary dlteration, and click the Save Changes button on the Main
menu.

Deleting an Existing Wipe List
o Select the required wipe list and click the Remove Wipe List button onthe Main menu.

Copying an Existing Wipe List
o Select the required wipe list and click the Copy Wipe List button on the Main menu.

Cleaning a Wipe List

o Select the required wipe list and click the Clean Wipe List Items button on the Main menu.
2.4.1.2.2.1 Managing ltems in a Wipe List

Managing Files and Folders

You may add a file or/and folder to the current wipe list directly from File Explorer. Right-click the file and
select the Add to the Wipe List item from the shortcut menu. Make sure that the Add files and folders to a
wipe list from the shortcut menu option is enabled on the Integration panel of Settings.

Y ou can manage items to clean in a wipe list using the Wipe List Content buttons on the Main menu.

Y ou may also convert absolute paths to environment variables and vise verse using the Convert to Envvars and
Convert from EnvVars buttons onthe Advanced menu

Wipe List Content buttons
& & ¥ o]+l ol 2 W X

AddFile Exclude Add Exdude Add Excude Add Imp
Path FilePath File  File Folder Folder Key ltems
Wipe List Content

Y ou may add/exclude ether already existing files/folders or arbitrary paths (even currently non-existen).
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Arbitrary paths:
To add/exclude an arbitrary path to a wipe list,
e Click the Add/Exclude File Path button

Add Fle Path dialog box

Add File Path

Enter a path to the fie you want to add to the Wipe List:

Y% [ #ePUBLICH\NEw_User

oK cancel

And enter the path. Use the % button to add an environment variable.

Existing files/folders.

When you add a folder to the wipe list, the Add folder... dialog box will appear. You may set a file mask for files in
the folder and specify files that are not to be cleaned if they even match the file masks.

Add folder... dialog box

Add Folder

% [ C:\sersTester 1\Pictures\MyPhotos

Files

Any

Files to exclude a
Not set

x
Clean Read-only Fles |

Clean Hidden Files

A simple View

=g Filesto clean -

Subfolders

" CleanFiles in subfolders

Subfolders to clean
All

Subfolders to exclude
Not set

Remove empty subfolders upon deaning Files

Delete the Folder ifit becomes empty after
dlearing Files

3 Cancel

+/ Add folder options

Files to remove/exclude

Specifies file and file mask to clear/exclude files in the folder.

Clean files in subfolders

If this box is checked, all sub-folders will also be cleaned.

Remove empty subfolders
upon cleaning files

If this box is checked, the folders will be deleted when its content is cleaned.

Delete the folder if it
becomes empty after
cleaning files

If this option is selected, the folder will be deleted if it becomes empty after

cleaning filesinit.

You may specify folders and files that will be excluded from removal. Click the Exclude Folder... button and specify a
folder path and a file mask for files in the folder that are not to be cleaned.

Add excluded folder... dialog box

Add Excluded Folder

% [ wPuBLICH|

Bronse ...

Excluded File M

IF you nant to keep specifc Fie(s) exduded, enter the File Nar
File Mask(s) for some folder in the Folders section of the

andjor File Name(s)
belon. They willnot be removed even when they match specified

A simple View

oK Cancel
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Managing Registry keys in wipe lists
You may also add a key or specific value in a key from Registry that will be deleted.

Add

Registry Keys/Values dialog box

Edit Registry Key Deleting Parameters

Registry Key Path

HKEY_LOCAL_MACHINE \SOFTWARE\OpenVPN

A Simple

Values Subkeys

Delete Values in Subkeys

< Values to clean Subkeys to clean

Al

Values to exclude

Subkeys to exclude
Not set i set

Not set
Only dear Value(s) data "~ Delete empty Subkeys upon deleting Values

Delete the Key if it becomes
Values and subkeys

empty afier deleting

View oK

=l More information...

Wi

To add a registry key or key values to a wipe list,

The added Regstry keys or values will appear in the

You may also add arbitrary custom values. Click the
Add Custom Vaue button and specify the required
values.

Add Custom Value dialog box

Inthe wipe Lists List, select the required wipe list
Click the Add Registry Key button on the Main menu
and select the required Registry key or separate key
value on the Add Registry Key dialog box to add
themto the wipe list.

You may add either all values in the selected key, or]
only specific valuesiniit.

ipe list.

HKEY_L

Q00O®

" Add Custom Value

Value Nam

a x

Registry Key Path
OCAL_MACHINE \SOFTWARE\OpenVPN

e: [ config_dir

Value Name Type

O [¢§] qworp
O (] Multi-string
O "] Expandable String

Cancel

To remove a registry key or key values from a
wipe list,
e [n the Wipe Lists List, select and click thg
required wipe list
e Select aregistry key or key values you want to
remove and click the Remove from List button
ONthe Main menu.
The selected registry key or key values will bg
removed fromthe list.

Y ou may aso import items from other wipe lists using the Import button on the Main menu.
Defaullt file wiping settings may be specifically set on the Files Wiping Settings panel.

Previewing contents of wipe lists
You may also view the content of a folder in a wipe list. Use the Cleaning Preview button for that.
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Preview is off
b Fl o] *] ol 2 %

Excude Add Exdude Add Exclude Add Import Remove e
FilePath File  File  Folder Folder Key t h
Wipe List Content

File Path or Folder Patf

o = Files / Values
or Registry Key

s
| P to clean

Folders

DA\Files to wipe 1

Preview is on

ha)

i ~> |
View lean Wipe
Log \_Preview JList items

Wipe List Content Praview is on_ Jra<es Cleaning

Items to clean:
B 12 1
s folders
Estimated disk space to be freed: 2.42 MB
Files & Folders

D\Filestowipe 1 [IFEMPTY]
D:\Files to wipe T\RWELC Features.doc
D:\Files to wipe T\RWELC Panel 1.bmp
ED:\Files to wipe \RWEC Panel 2bmp
HED:\Files to wipe 1\RWEC Panel 3.bmp
HED:\Files to wipe 1\RWELC Panel 2bmp
BJD:\Files to wipe 1\RW&C Product Description.doc
B0 \Files to wipe 1\Wipe Test 1.doc
B0 \Files to wipe 1'\Wipe Test 2.dec
B0 \Files to wipe 1'\Wipe Test 3.dec
B0 \Files to wipe 1'\Wipe Test 4.doc
BD:\Files to wipe 1\Wipe Test 5.doc

BEID:\Files to wipe 1\Wipe Test 6.doc

2.4.1.2.3 Exporting and Importing Wipe Lists

You can export and import wipe lists using the Export/Import buttons on the Advanced menu. That is useful
when you wart to deploy those wipe lists on many computers. It used its own proprietary format with the r wewi
file extension.
Export/Import buttons

EAQ a A~ % W

Export Import Import Import  Convertto Convertfrom  Save
Wipe List Wipe List Wipe Lists from INI  Enwars  EnvVar. Changes
Export/import Formst Paths

Import from .INI files
Y ou may aso import wipe lists in the .IN1 file formet. This formet is described in detail on the Using INI Files for
I mport page.

2.4.1.2.4 Using INI File Format for Import

Y ou may import wipe lists specified inthe . i ni file format using the Import from .INI button.

Export/Import buttons
FALE » % W

Export Import Import Import  Convertto Convertfrom  Save
Wipe List Wipe List Wipe Lists from INI  Enwars  Enwvars  Changes

Export/Import Format Paths

Y ou may use this file formet to create wipe lists manually.

INIfile format for wipe lists

An NI file has the following structure:

[ Section 1]
Keyll=Val uell

Key1N=Val uelN
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[ Section N]
KeyNl1=Val ueN1

KeyNN=Val ueNN

Each key name in the section must have a unique name, otherwise the entire section will be skipped.

Key values
Key Name Key Vaue K ey Effect
A full path to afile. The file will be removed.
File... A full path to a folder followed by a vertical bar Thefiles in that particular folder
and .and a list of file names and/or file masks matching to the file lists and file
separated by semicolons. masks will be removed.
The folder and its contert will be
Fol der. .. A full path to a folder removed, but its sub-folders will
remain.
A full path to the Registry key The Registry key will be deleted.
RegKey. . . A full path to the Registry key followed the a That particular value of the Registry
vertical bar and value name(s). key will be deleted.
A full path to afile. The file will be excluded from
removal.
Excl ude. .. A full path to afolder followed by avertical bar | /¢ s in thet particular folder
: . . metching to the file lists and file
and .and a list of file names and/or file masks :
. masks will be excluded from
separated by semicolons. rermoval

Simple Key Examples:
[ Section 1]

Fil el=D:\ My Docs\Wbrking. | og

Fi | e2=%_.ocal AppDat a%

\ ConpanyNane\ Pr oduct Name\ Logs\ Activity.Il og
Fil e3=D:\My Docs\Errors|*.log;*.cache

Fol der 1=% ocal AppDat a%
\ ConpanyNane\ AppNane\ Logs

[ Section 2]

Thewbr ki ng. | og fileinthe D: \ My Docs\ folder will
be removed

The %4.ocal AppDat a%environment variable is used to
specify the pathto the Acti vi ty. | og file.

Files with the | og and cache extensions in the D: \ My
Docs\ Err or s folder will be removed.

The content of the %.ocal AppDat a%
\ ConpanyNarme\ AppNane\ Logs folder will be
removed, but its sub-folders will remain. The path to
the folder contains the %.ocal AppDat a% environment
variable.
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RegKey 1=HKCU\ Sof t war e\ ConpanyNane\ AppName\ The entire

Recent Fi |l es

RegKey2=HKCW Sof t war e\ Conpany\ App|

Last SaveDir

[ Section 3]
Excl udel=%.ocal AppDat a%

\ Conpany\ Product\ Logs\ Error. | og

Excl ude2=D: \ My Docs\ Manage|

* . receipt;*.report

More Complex Key Examples:

HKCW\ Sof t war e\ ConpanyNane\ AppNane\ Recent F
i | es Registry key will be deleted.

The Last SaveDi r value will be removed from the
HKCU\ Sof t war e\ Conpany\ App Registry key.

The Error.log file in the %ocal AppDat a%
\ Conpany\ Product\Logs folder will not be
removed. The path to the folder contains the
Local AppDat a%ervironment variable.

Files with the r ecei pt and report extensions in the
D:\ My Docs\ Manage folder will not be removed.

Some import actions require more complex settings. Those settings are specified on the INI Import Settings
dialog box on the Settings menu. Those settings can be saved and loaded later.

INI file import settings

INI Import Settings 70X

Traces Source Detection

Key Name for Registry Key Detection: | Requiredkey
Key Name for File [Folder Detection: | RequiredFile

Folder Clearing Parameters

Parameter for Recursive Subfolder Clearing: Cleanchildren
Parameter for Removing Folder after Cleaning: | Cleanliself

Export Settings Import Settings

Show Report After Importing Wipe Lists

ok Cancel

Cleaning subfolders

By defauit, when you specify a folder to clean, all its subfolders will remain. To clean the subfolders the following

should be done:

e Specify a parameter in the Parameter for Recursive Subfolder Cleaning field on the INI Import Settings

dialog box. In our example, it is Cleanitself.

e Add this parameter to the Fol der or Fi | e key:
Filel=D:\My Docs|*.|og|Cl eanChil dren

Fol der 1=%.ocal AppDat a%

\ ConpanyNane\ AppNane\ Logs| Cl eanChi | dren

Removing the folder after cleaning

All files with the | og extension in the D: \ My Docs\
folder will be removed, and all its subfolders will be
removed, too.

The content of the %.ocal AppDat a%
\ ConpanyNare\ AppNane\ Logs folder will be
removed, together with all subfolders.

o Specify a parameter in the Parameter for Removing Folder after Cleaning field on the INI Import Settings

dialog box. In our example, it is Cleanltself.

¢ Add this parameter to the Fol der or Fi | e key:
Filel=D:\My Docs|*.log|Cl eanltself

All files with the | og extension in the D:\ My Docs\
folder will be removed, and all its subfolders will be
removed, too.
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Fol der 1=%_ocal AppDat a% The

\ ConmpanyNane\ AppNane\ Logs| Cl eanl t sel f \ ConpanyNane\ AppNare\ Logs

removed, with all its content.

Importing a section only if it contains a specific Registry key or file/folder

%.ocal AppDat a%
folder  will

It can be done by specifying Key Name for Registry Key Detection and Key Name for File/Folder Detection
parameters onthe INI Import Settings dialog box. Inour case, they are RequiredKey and RequiredFile.

If you wart to import only those sections that contain HK CU\Softwaré\Compamy\App\8.0 and %L ocalAppData

%\CompanyName folder, the sections should contain the following:
[ Section 1]

Requi r edKey 1=HKCW Sof t war e\ Conpany\ App\ 8. 0

Key 1=HKCW Sof t war e\ Conpany\ App\ 8. 0

[ Section 2]
Requi r edKey 1=HKCW Sof t war e\ Conpany\ App\ 8. 0
Key 1=HKCW Sof t war e\ Conpany 1\

Section 1 will be imported, while Section 2 will not.

[ Section 3]
Requi r edFi | e1=%r ogr anFi | es% Conpany\ Pr oduct
Fi | e1=%r ogr anti | es% Conpany\ Pr oduct

[ Section 4]
Requi r edFi | e1=%°r ogr anti | es% Conpany\ Pr oduct
Fi | e1=%r ogr anti | es% Conpany\ Product 28

Section 3 will be imported, while Section 4 will not.

INIfile format for wipe lists
e Click the Import from INI file button and select the required file.

Export/Import buttons

— pa
& 7 N % I
A A & %,

Eino o oo W ot Mlime s || comeat 1o camest rom N2
Wipe Lt Wipe Lst Wipe Lists from NI | Emwars  Enwars | Changes

gt Format patns

Import INI files dialog box

Import INI file be

Selected INI file contains 3 sections.
You can either create separate Wipe List for each of sections or you
can merge all sections in one Wipe List.

@ Create separate Wipe Lists

O create single Wipe Lists

o

The resuiting wipe list(s) will appear on the list of wipe lists.

Y ou may import the ertire IN| file as a single wipe list or each section as a separate wipe list.
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Import result

@ | = | R-Wipe & Clean Smart - o X
Main  Advanced  Settings 2]

FA A QA A~ %

EBport Import  Import Import  Convertto Convert from
Wipe List Wipe List Wipe Lists from NI EmVars  EnvVars

Export/import Format Paths

T P File Path er Folder Path Files / Values Files / Values
Section 1 2 or Registry Key 45 K x to remove to keep

2
Eg B Registry Keys
2

| HKCU\Software Company\App No  No Mo  No LastSaveDir

Section 2

] HKCU\Software\CompanyName\AppName\Recentfiles  No  No  No  No

|

Section 3

Test Wipe... | |

] | (]

Test Wipe...

]

Test Wipe... 5

2.4.1.3 Wiping Free Disk Space

Attention! Wiping free disk space for SSD devices is not required in most cases. Read the File
Erasure on SSD and HDD devices page for details.
R-Wipe & Clean disables wiping free disk space on such devices by default. Y ou may enable it, but you should
understand what you are doing. The only important part that should be cleaned even on an SSD device is MFT
on NTFS disks. The best wiping algorithms for that are zeros or pseudo-random numbers.
Disk data you can wipe depends on your user account type and Windows version.

=I Data that can be wiped:

System Disk Non-System Disk
Free space MFT Free space MFT
Administrator Yes Yes Yes Yes
Windows 10 User (Standard Yes No Yes Yes
Account)
Guest No No No No
Administrator Yes Yes Yes Yes
Windows 8/8.1 User (Standard Yes No Yes Yes
Account)
Guest No No No No
Administrator Yes Yes Yes Yes
Windows 7 User (Standard Yes No Yes Yes
User)
Guest No No No No
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Attention! When a disk is wiped, all previously deleted files cannot be restored! No Windows or
third-party data recovery utility can do this!

Wiping free disk space on a single disk

You do not have to start R-Wipe & Clean to wipe unused space on a single disk. You may do this from File
Explorer. Make sure that the wipe free space directly from the shortcut menu option is selected on the
Integration tab of the Settings panel.

To wipe unused disk space on a single disk,

¢ Right-click the disk inFile Explorer, and select Wipe free space with R-Wipe & Clean onthe menu.
The R-Wipe & Clean tab will appear.

R-Wipe & Clean tab

¥ R-Wipe & Clean - Wipe Drive Free Space X

You have selected to wipe free space on drive D

Drive Information

Ttem Value
Label Data
Type Local
Fi System NTFS
Total Size 63868
\ Free Space 170M8 (0 %)

System Protection Unknown

Wiping Algorithm What to wipe
Pseudo-random bt ®) Free Space and Free MFT Records.
Filing with pseuda-~random numbers O Only Free Space
e e G te O oo
Attention

| System Protection status for this drive is undeterminable! More Info

About R-Wipe &Clean Start to wipe Cancel

o Select the wiping settings for this disk and click the wipe now button.
R-Wipe & Clean will start wiping the disk, and the Wiping dialog box will appear showing the wiping
progress. When R-Wipe & Clean finishes wiping, the Report dialog box will appear.

Wiping free disk space on several disks

To wipe unused disk space on several disks,
o Select Free Drive Space
The Free Drive Space tab will appear in the right pane.

© 2024 R-Tools Technology Inc.



Classic Interface: Main Panel 31

Free Drive Space panel

® | 1] & = | R-Wipe & Clean Classic - o x
Main  View  Settings  Tools @
= Main [ﬂ Task 1
v [W]EH This PC (WINDOWS10)
1@ Google Chrome €. Free Drive Space @ Wipe Now
[]& Intemet Explorer =
(I8 Microsoft Edge You may wipe free space on drives of this computer. In the list below you can see all writable drives detected in the system.
[J@ Mozilla Firefox
80 0pen Current Settings Edit
08 Skype
TIR Tester 1's Traces SSD with TRIM on All other disks
] System's Own Traces Algorithm: Pseudo-random Pseudo-random
P Free Space and
What's wiped: Only Free MFT Records IR
[l wma Data (D)
NTF_Test (E:) [SSD! . : . E
[l ATETes () 5501 Disk File System Total Size Free Space Restore Points Notes
v [IF WipeLists
il
LI WipeList1 0 @ . System (C1) NTFS 291 GB 53.5GB (18 %) Yes @
= Data (D:) NTFS 638 GB 169 MB (0 %) No
O . NTF_Test (E:) NTFS 238 GB 221 GB (92 %) No SSD with Enabled TRIM
- NEW VOLUME (F:) FAT32 149GB 14.7 GB (98 %) Not Available Removable Drive [
ﬁ Wipe&Clean Now

o Select the disks you want to wipe.

e |f necessary, change the wiping settings, and click the wipe Now button. Defauit disk wiping settings may be
set on the Free Drive Space Wiping Settings tab of the Settings panel. To learn more about wiping
algorithms, go to the Wiping Algorithms page.

R-Wipe & Clean will start wiping the disk, and the Wiping dialog box will appear showing the wiping

progress. When R-Wipe & Clean finishes wiping, the Report dialog box will appear.

Y ou may interrupt wiping. Click the Stop button. Wiping will be stoped, and the Report dialog box will appear,
showing how much of unused space has been wiped.

You may also select the disks to wipe on the left tree and click the Wipe& Clean Now button. Disks selected for
wiping in the tree may be included into a large wipe and clean task. Go to the Setting a Large Wipe and Clean
Task section for details.

Note! Removable storage devices appears in the right tab only. This is done to prevent including such devices
into a large wipe and clean task.

2.4.2 Cleaning a Computer

Your computer stores very many traces of your activity like links to visited web sites or recently opened
documernts. It also keeps conterts, such as pictures, texts, flash movies, audio files from visited web pages. Any
snooper who has access to this information can easily tell where and when you have been, or how long you have
been on a certain web site. Deleting caches and histories will not help, as WiIndows stores such information in
many, and not easily accessible, places. R-Wipe & Clean unrecoverably deletes such information and files.
All traces are divided into the following parts:

e On-line Activity:

e Persona data

e System's Own traces:

e Program Traces
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Default cleaning settings may be specifically set on the Files Wiping Settings tab of the Settings panel.
Youmay use Traces Selection Helper to quickly select some most common traces to clean. You may reach it
by selecting Traces Selection Helper onthe Main menu.
Traces Selection Helper panel

Traces Selection Helper x
SQ SIMPLEDISKCLEANUP “§ SIMPLE DISK CLEANUP
Removing al races stored as various files (cache files, logs, temporary fles,
[J#&  Less Important Internet Activity Traces memory dumps, etc).
R Less Important User's Activity Traces
" When To Do
DD Less Important System's Activity Traces Select this kind of the traces if would Iike to just free up disk space.
5
[m] Diagnostics Traces
, Notes
%  Setup and Update Traces
Alltraces stored in the Registry or in configuration fies of various format wil be:
- leftintact!
[T System Traces of Applications
@ Check items n the currently viewed Tree on the Navigation Pane
O Create anew Task to remove selected traces
V' Show Help Cancel

Traces Selection Helper Items

If you want to just free up disk space thenit's enough to check this item.

R-Wipe & Clean will remove all traces stored as various files (cache files, logs,
SIMPLE DISK ,
CLEANUP temporary files, memory dumps, etc).
However, al traces stored in the Registry or in corfiguration files of various
format will be left intact!

Select these traces if you worked online with some web browser or Skype.

Y our personalized settings for webpages (cookies, saved passwords, etc) will be
left intact!

You can remove such traces by selecting root item of the corresponding web
browser or Skype on the Navigation tree.

In addition to web browsers and Skype, there are various applications that use
Internet and keep web traces but such traces aren't to be removed here.

By selecting these traces, you can remove commonly created traces for the

current user even if you do nothing on this PC.
Less Important User's| This will also remove the traces created by system components used in the

Less Important Internet
Activity Traces

Activity Traces applications.
For example, traces left after usng Open and/or Save dialogs in some
applications.
Here you can remove the traces created by the system even if you do nothing on

Less Important System's

Activity Traces this PC.

Administrative rights are required for removing these traces!

Here you can remove traces created after errors in applications or system (error
reports, dump files, etc).

Diagnostics Traces Many applications can create such traces without notifying you.

Removing these traces will free some space on the drive but can make it difficuit
to troubleshoot error issues.

Here you can remove traces created after installation your system, as well as

Setup and  Update | after each of its updates.
Traces
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Removing these traces can free large amount of disk space but can make it
difficult to troubleshoot installation issues.
It's recommended to remove such traces after a Windows Update installation.

Here you can remove the traces that can be left in the system after removing
System  Traces  of | various applications.

Applications It's recommended to remove such traces after removing large applications that
were installed via installer.

2.4.2.1 Cleaning Internet Activity

Y ou may clean your computer from many traces and links from your Internet activity that your computer stores in

many places. You may include Internet activity cleaning into a large wipe and clean task. Go to the Setting a

Large Wipe and Clean Task section for details.

R-Wipe & Clean automatically detects most popular web browsers and shows them in its Tree. The list of

items visible on each browser's panel can be edited on the Customize panel.

=I Items that can be cleaned in various browsers and communication programs
Browser Items that can be cleaned

Internet Explorer e Temporary Internet Files
e Cookies

e Higtory

¢ Download History

e Typed URLs

e FormData

e DOM files

¢ Extensions Statigtics

e Stored Favorites Order

M icrosoft Edge e Cache Files
(Windows 10+) ¢ Browsing Data
e Typed URLs

o Application Cache

e Cached Certificates

e DOM Storage

e Internal Databases

¢ Stored Website Favicons

e Stored Recovery Information
e Tenporary Files

M icrosoft Edge (New) e Cachefiles

e Cookies

e Browsing History

e Download History

e Address Bar History

e Stored Text in Forms

e Stored Passwords in Foruns
e Browser Metrics Files
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¢ Budget Database

e Cached Junmp Lists Icons

e Cached Script Code

o Cached WebAssenbly Code
¢ Crash Reports

¢ Data Reduction Statistics

e Extension Databases

e Extensions State

e GPU Cache

¢ Heavy Ad Intervention Statistics
e |nvalid Certificates

o Language Statistics

o Media Engagement Statistics
¢ Media Playback History

¢ Microphone Usage Statistics
e Most Visted Sites Data

e Network Persistence Statistics
¢ Permission Notification History
¢ Prerendering Data

¢ Quota Manager Data

¢ Rollback Journals

e Search Engines Data

e Search History

e Server Worker Cache

e Session Databases

o Setup Metrics Files

¢ Site Engagement Statistics

¢ Stored Banner Information

e Stored Favicons

¢ Stored Help Session Time

e Stored Local FS Access Info
¢ Stored Location Permissions
e Stored NEL Data

¢ Stored Push Notifications

e Stored Services Network Traffic
¢ Stored Session Commands

¢ Stored Tabs Command

¢ Stored Trandation Parameters
¢ Stored Website Permissions

e Stored Zoom Data

e Sync Logs

o Tracking Preventions Data
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¢ Tracking Relationship Data

e Update Files

e Update Logs

e Web Application Daily Metrics
o Web Apps File System's Files
o Webcam Usage Statistics

e WebRTC Logs

¢ Website Loading Statistics

¢ Browsing Data

e Cached Files

e Typed URLs

¢ Application Cache

¢ Cashed Certificates

e DOM Storage

e |nternal Databases

¢ Stored Website Favicons

¢ Stored Recovery Information
e Temporary Files

e Session Event Log

o Stored Usage Statistics

¢ \Website Redirecting Statistics
o Installer Files

o Site Characteristics Database
e Stored Printing Information

¢ \Web Engine Navigation History
e Stored Profiles in Forms

o Allowed Web Launch Apps Data
¢ Website Databases

¢ Stored Form Filling Metadata
¢ Developer Tools Recent Files
o Stored Web App Commands
e Stored Client Hints

e Manager Diagnostics Log

¢ Stored Assistance Data

¢ LevelDB Databases

¢ Stored PDF View Info

e SmartScreen Download Data
e SmartScreen URI Data

¢ Stored Bounce Tracking Data
e CRX Package Cache

e MAM Log

¢ Stored Media Devices Salts
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¢ Databases Old Logs

M ozlla Firefox
Lunascape
Waterfox

Basilisk

Comodo IceDragon
Pale Moon

e Cached Files

o Cookies

e Browsing History

e Download History

e Stored Text in Forms

o Stored Passwords

e Cached Jump Lists Icons

e Crash Minidump Files

o Crash Reports

e DOM Storage

¢ FHR Performance Measures
¢ Indexed Databases

¢ Stored Favicons

e Stored HSTS Cookies

o Stored Installation Timestamps
o Stored Session Information

o Stored Timestamps

¢ Stored Webpage Thumbnails
o Telemetry Reports

e Update Logs

o Overridden Certificates

¢ Stored Push Notifications

¢ Moazlla Maintenance Service Logs
o Storage Usage Statistics

o Enhanced Tracking Protection Statistics
¢ Registered Service Workers
o Stored Frecency

¢ Stored Website Permissions
o Stored Website Preferences
e Sync Event Log

o Stored Usage Statistics

e Used Devices

o WebRenderer Shader Cache
o Stored Alternative Services Data
o Stored App Handling

¢ Unfinished Downloads

e Settings Sync History

e Update Trash

o Stored Glean Metrics

o Top Frecent Websites

¢ Stored Recovery Data
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o Stored BgTasks HSTS Cookies

Opera
Opera GX

e Cached Files

e Cookies

e Browsing History

e Download History

e Stored Text in Forms

e Stored Passwords

e Cached Jump Lists Icons

e Cached Script Code

o Extensions Databases

o Media Engagement Statistics
o Network Persstence Statistics
¢ Prerendering Data

¢ Quota Manager Data

¢ Rollback Journals

o Service Worker Cache

¢ Site Engagement Statistics

¢ Stored Favicons

¢ Stored Website Permissions
e AutoUpdate Log

¢ Stored Zoom Data

e Backup Files

e Bookmearks Trash

e Cached WebAssembly Code
e Debug Logs

e GPU Cache

o Media Playback History

¢ Microphone Usage Statistics
¢ Permission Notification History
¢ Previous Versions Backup

¢ Sidebar Elements Usage Data
¢ Stored Location Permissions
e Stored NEL Data

¢ Stored Push Notifications

e Stored Sesson Commands
¢ Stored Tabs Commands

e Stored Usage Statistics

o Recent Tabs

e Removed Suggestions

o Stored Printing | nformation
e Termporary Files

¢ Web cam Usage Statistics
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¢ Website Databases

¢ Stored Client Hints

o Allowed Web Launch Apps Data
o Assistant Statistics

o Developer Tools Recernt Files

o Assistant Logs

¢ Stored Suggestion Data

e Search History

e Session Event Log

¢ Crash Reports

e Stored Banner Informetion

¢ Browser Metrics Files

o Browser Metrics Files (Opera GX)
o Web Applications Daily Metrics
¢ Stored Bounce Tracking Data

o CRX Package Cache

¢ Stored Media Devices Salts

e HTTP Allowed Sites Info

Google Chrome
Brave

Comodo Dragon
SRWare Iron
Vivaldi
OperaNeon
Torch

Slimet

e Cache Files

e Cookies

¢ Browsing History

¢ Download History

¢ Address Bar History

e Stored Text in Forms

e Stored Passwords in Forms
e Cached Jump Lists Icons
e DNS Prefetching Data

e Extensions Databases

e Extensions State

¢ Flash Player Cache

e GPU Cache

e MediaCache

¢ Media Engagement Statistics
e Most Visted Sites Data

¢ Prerendering Data

e Quota Manager Data

¢ Rollback Journals

e Search Engines Data

e Search History

e Session Databases

¢ Site Engagement Statistics

e Stored Favicons
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e Sync Data

e TLS Cetificates

o \Web Apps File System's Files
¢ \Web Databases

¢ Budget Database

¢ Service Worker Cache

¢ Site Characteristics Database
¢ Software Reporter Tool Logs
¢ Network Persistence Statistics
¢ Extensions Cookies

e Language Statistics

e Setup Metrics Files

¢ Stored Website Permissions

e Update Files

e Invalid Certificates

¢ Stored Push Notifications

o Webcam Usage Statistics

¢ Microphone Usage Statistics

¢ Stored Zoom Data

e Browser Metrics Files

e Cached Script Code

¢ Stored Banner Information

e Cached WebAssembly Code
¢ Data Reduction Statistics

e Debug Log

e Heavy Ad Intervention Statistics
e Media Playback History

¢ Permission Notification History
e Stored Local FS Access Info
¢ Stored Location Permissions

e Stored NEL Data

e Stored Services Network Traffic
¢ Stored Sesson Commands

¢ Stored Sound Playback Settings
¢ Stored Tabs Commands

e Stored Trandation Parameters
e Temporary Files

e Web Applications Daily Metrics
e Session Event Log

o Stored Usage Statigtics

e Recent Tabs

¢ Removed Suggestions
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e Stored Printing Information

e Temporary Files

o Webcam Usage Statistics

¢ Stored Client Hints

e Databases

¢ Allowed Web Launch Apps Data
¢ Stored Form Filling Metadata

o Developer Tools Recent Files

¢ Safe Browsing Event Timestamps
o Safe Browsing Cookies

o Stored Trust Tokens

¢ LevelDB Databases

¢ Update Usage Statistics

o Stored Idle Detection Data

o Optimization Guide Service Files
¢ Crash Reports

¢ Stored Bounce Tracking Data

e Browsing History Journeys Data
e Permission Auto- Revocation Data
e Backup Files

e CRX Package Cache

¢ Stored FedCM IdP Data

o Stored Interest Groups Data

¢ Stored Media Devices Salts

o Stored Cookie Controls M etadata
o Stored Segmentation UKM

e HTTP Allowed Sites Info

¢ Stored Topics API Data

¢ Stored Popups Data

¢ Allowed Automatic Downloads

¢ 3PCD Heurigtics Grants

Skype

o Chat History

o Call History

o Stored Chat Properties

¢ Stored Emoticons I nformetion

e Stored File Transfer Information

¢ Stored Media Documents I nformation
o Stored Media Transfer Information
e Stored Video Devices Information
¢ Voice Mail Records

e Cache Files

e Emoticons Cache
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Media Transfer Cache
Cookies

Sent SM'S messages
Unauthorized Contacts
Auxiliary Traces

Business Intelligence Statistics
Internal Database

Cached Certificates

Rollback Journals

Logs

41

To clean traces of Internet activity,
o Select the required browser.

The browser's panel appears in the right pane. Depending on the browser, the content of its panel may vary.

Microsoft Edge panel

® | 1] K = | R-Wipe& Clean Classic
Main View Settings Tools

® 1 X BN W

Traces

ction Helper

v [ This PC (WINDOWS10)
[J€ Google Chrome
[J@ Internet Explorer

~ W8 Microsoft Edge

1%, Browsing Data

V1) Cached Files

[ Typed URLs

Application Cache

Cached Certificates

DOM Storage

Intemal Databases

Stored Favicons
Stored Recovery Information
Temporary Files
1@ Mozilla Firefox
O Opers
8 skype
[J& Tester 1's Traces
(1% System's Own Traces
@ Program Traces
~ [J@ Free Drive Space
[ System (C)

s Data (D)
[ NTF_Test (E) [55D]
OF Wipe Lists

Touch View Customize  Traces Selection  Save as
Tasks
"R man M Task 1 EI Task 2
S I
RIS =R TS

e Microsoft Edge

The Microsoft Edge can store various traces of its activity on your computer. You may see the
contents of any particular traces on the corresponding page.

8 Clean Now

Browsing Data

m] %) Cookies, History, and some other data of your activity. Details
Cached Files
Various web content, such as webpages, pictures, texts,
//' flash movies, audio files, etc cached locally on this Details
computer.
Typed URLs
= stored recently typed web addresses Details

Application Cache

—__/' A cache of the web applications. Details

Cached Certificates

)'; Stored cache of certificates used for authentication and to

= Details
1”8} secure information on open netwarks.

DOM Storage

Some stored data of websites that use DOM (Document

DeselectAll

B Wipe&Clean Now SHEa

e Select the required items and click the Clean Now button.

The browser section may contain some critical items that may affect browser performance. R-Wipe &

Clean will throw a warning about those items if you select the entire browser section.

Critical Item warning

Clean Critical Traces

Ameng the items to be selected for cleaning there are ones containing critical or important traces.
In the list below you should check items the traces of which you would like to clean

Ttem Section View Detaiis Dor'twarn again
e e Microsoft
O = Cookies Edge a O
oK
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Select these items only if you completely understand what you are doing.
When R-Wipe & Clean finishes cleaning, the Report dialog box will appear showing cleaning resuits.

More information on the items in Microsoft Edge

Depending on your browser, contents may vary. Below are the items for Microsoft Edge

.  Cached Files 3 Clean Now

The Microsoft Edge web browser used to keep content, such as webpages, pictures, texts. flash
movies, audio files, etc locally on your computer.

Cache Files

| ] container.dat
| container.dat
7 container.dat

| container.dat

% Browsing Data & Clean Now

These data contain Cookies, History, and some other data of your activity in the Microsoft Edge.

2] V01.chk
. =|V0l.leg
Browsing Data
=] V0100389109

|=] v0100384.log

] V01res00001 jrs

] VO1res00002.jrs

= V0ltmp.log

_| WebCacheV01.dat
| WebCacheV01 jfm

&=  Typed URLs = Clean Now

The Microsoft Edge web browser stores URL addresses of most recently viewed Webpages. You
can view them in the drop-down list of the Microsoft Edge web browser Address bar.

Date and Time of Last Use  Number of Using  Typed URL
1 hitp://go.microsoft.com/fwlink/p/TLinkld=255141

Typed URLS 9/22/2015 8:22:18PM 1 hitp://192.168.1.1/
10/30/2015 7:14:36 PM 1 hitps//www.microsoft.com/
10/30/2015 71519 PM 1 hitp:/ o time.com/
10/30/2015 7:15:52 PM 1 hitps//fwww.cnet.com/
10/30/2015 7:16:28 PM 1 hitp:/fusw. google.com/
5/4/2016 8:14:28 PM 1 hitp://ubuntu.com/
8/5/2016 3:02:46 PM 1 hitp://codegoagle.com/p/cromfarplugs/
71272018 10:35:38 PM H hitp:/frtt.com/
7/2/2018_10:38:50 PM 1 hitps:/fuvwcanada.ca/
./  Application Cache 3 Clean Now

The Application Cache makes it possible for the system to access a web application without a
network connection and to work with it faster.

[Bloasdaszarijs =

Application Cache P

] 424296501 ].cs5
2| 46d185¢9[1].css
5] 51d3d48[1].css
[El579e1ac5114s

Cached Certificates F Clean Now

Your system may store a cache of certificates (digitally signed statements commonly used for
authentication and to secure information on open networks).

. . L= http://certificates.godaddy.com/repesitory/gdig2.crt ~
Cached Certification G5l bitp/ecrtficates godaddy.comviepostory/gdig.ctt
R [£] http://crl.globalsign.net/primobject.crl

Files B rep N , .
B http://ctldl fupdatesv3/stati /i ab
B httpi//ctid fupdatefd/ /i b
B htp/rctidl, fup ab
B http://ctidl fup ab
B tpy//ctidl fup .cab
B http://ctidl fup ab
BB http://ctid fup .cab

i DOM Storage [ Clean Now

Some webpages can be implemented with use of DOM (Document Object Model). In this list you
can see web addresses of such webpages cached in this system
| a5763640713.cdn.optimizely[1]xenl ~

. assets.bounceexchangel1]xml

Cached DOM Files st
docsvmware]1]xml

ilehippol1]xml

microsoftedgewelcome.microsoft[1]xml

platform.twitter{ 1].xml

sourceforge[1]xml

support.micresoft(1]xml

ime[1]xml

video foxnews[1]xml
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Internal Databases B clean Now

The Microsoft Edge web browser can create various databases for its own use (diagnostics,
updates, eftc.).

Internal Databases S

=] edbllog

I edbllog

=] edb00DO1 log

| edb00D04.10g
7] edbres00001 jrs
] edbres00001 jrs

Stored Favicons ¢ Clean Now
The Microsoft Edge web browser can store favicons of visited websites or webpages.

Stored Favicons T

¥ https:/fwww.bing.com/sa/simg/bing_p_rr_teal_min.ico
¥ htps://www.canada.ca/etc/designs/canada/wet-boew/ assets/favicon.ico
M https:/fwww.r-tt.com/images/itico

¥ hitps//uww thoughtco.com/static/2.50.0/icons/favicons/favicon.ico

4 Stored Recovery Information ©  Clean Now

The Microsoft Edge web browser can store some information about the current session that can
be used for recovery in case of an application crash.

//ads.rubiconproject.com/adf13226 js ~

Stored Recovery
Information

] hitp://canada.co/

| http://fast foxnews.demdex.net/dest3.html?d_nsid=0

] hitp demdex net/destS. htmi?d_y p%3A%2F%: mi2F
] http://global.fnestatic,com/static/ orion/scripts/core/templates/app/iframe.htmi?v=20180629121026
i/l 2 stion. /pagead/js/i /i /show_ads_impljs

] hitp://video.foxnews.com/static/orion/htmi/videoi fvod htmi?v=20180629121026

Temporary Files Clean Now

List of temporary files created by Microsoft Edge.

Temporary Files

+ More information on the items in Internet Explorer

Depending on your browser, contents may vary. Below are the items for Internet Explorer

_J  Temporary Internet Files (O Clean Now

The Internet Explorer web browser used to keep content, such as webpages, pictures, texts, flash
movies, audio files, etc locally on your computer.

Tem pora ry Inte rnet #] Cookiettester 1@d.castplatiorm.com/
2] Cookiestester 1@iconline.microsaft.com/

F| Ies €] Cookietester 1@live.com/
[¢] Cookietester 1@microsoft.com/

€] Cookietester 1@n214adserv.com/

#] Cookicitester 1@rarlab.com/

(%] Cookietester 1@secure.r-tt.com/

[£] Cookie:tester 1@www.1-Tads.com/

5] Cookietester 1@www.r-studio.com/

] Cookietester 1@uwww.r-tt.com/

%5, Cookies % Clean Now

Some information used by websites for own purposes (user identification, webpage customization,
settings, efc)

- - apibing.com/
k' Favorltes = sharethrough.com/
Cookies E N ——
| rttcom/ = tester 1 @icenline microsoft.com/
| tester 1 @microsoft.com/ - tester 1@live.com/
S tester 1@secure.-tt.com/ = tester 1@n214adserv.com/
- tester 1 @uwww.r-studio.com/ ~ tester @rarlsb.com/
| tester 1 @wwwr-tt.com/ ] tester 1@www.I-Tads.com/
] ths-counter.nu/
= yshoo.com/
9  History S Clean Now
The Internet Explm’er ‘web browser used to kEED a mS‘OW of visited websites and viewed
webpages
) Date and Time Web Address Page Title '«
HIStO ry 6/22/2018 5:2342PM  CifUsers/Tester%201/AppData/Local/Temp...  indexhtml

6/22/2018 8:43:09PM  D:/R-Studio/Previewer

6/22/2018 843:08PM  D:/R-Studio

6/22/2018 8:43:27PM  Dy/R-Studio/Previewer/Previewer-Video

6/22/2018 8:52:15PM  D:/R-Studio/Previewer/Previewer-pdf

6/22/2018 2:35:16PM  Dy/R-Studio/Previewer/Previewer-Picture

6/22/2018 9:11:38PM  D:/Word_Docs_For_Recovery/Test_doc.doc

6/22/2018 215:20PM  C:/Users/Tester2:201/AppData/Local/Temp...  C:\Users\Tester 1\AppData\Lecal\Temp'\R-
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» Download History & Clean Now

List of downioaded files. When cleaning this list you do not remove the files. only their records.

Download History

B Typed URLs B Clean Now

The Intemet Explorer web browser stores URL addresses of most recently viewed Webpages. You
can view them in the drop-down list of the Internet Explorer web browser Address bar.

Typed URLS Date and Time Typed URL

1/18/2018 11:50:13 PM _ hittp:/finkscape.org/
1/18/2018 11:50:55 PM _hitp:/fgoogle.com/
7/3/2018 63&17PM  httpi/fcanada.ca/
7/3/2018 640:11PM  hitp:/ffoxnews.com/
/472018 123013 AM  https://www.r-tt.com/

E5 Form Data E Clean Now

Stored entries you have entered in forms on webpages.

Form Data

DOM Storage E Clean Now

Some webpages can be implemented with use of DOM (Document Object Model). In this list you
can see web addresses of such webpages cached in this system

DOM Storage Eeiwioiion 5

=/ 43698060313 .cdn.optimizely[ 1]xmi

] 25763640713 cdn.optimizely[1]xml
= ads,pubmatic{1]xmi
=] c5x@iTeT.ssl.hwedn(1 Lxml

2] cdn.castplatform{1]xml
=] cdn.districtm[1]xm|

- Extensions Statistics % Clean Now

Internet Explorer can store information about using its add-ons such as ActiveX controls, browser
extensions, browser helper objects, or toolbars.

Extension Name Last Access Time Number of Using  Number of Blocking  Ave
{34E60EF0-8825-4ADB-ABED-ADC2F358F2C9} 7/27/2016 3:11:05 PM 1 1
. .. HTML Document /2172018 10:13:24 PM 3

EXtenSIOI'lS Stat| st|cs Microsoft Shell Ul Helper 1 1

Microsoft Web Browser 1

Scripting Dictionary 1 1

Shockwave Flash Object 68 40

Tabular Data Control /2772016 3:10:41 PM 1 1

VLC ActiveX Plugin and IE Web Plugin v2

‘Windows Media Player /2172018 10:14:21 PM 3 1

XML DOM Document /42018 12:30:31 AM 1 1

XML DOM Document 7/3/2018 §:42:03PM

XML HTTR 2772016 3:10:41 PM 1 1

Stored Favorites

Order
2.4.2.2 Cleaning Personal Traces

Y ou may clean various logs, caches, temporary files, and very many traces of your activity in the system

Y ou may include personal traces cleaning into a large wipe and clean task. Go to the Setting a Large Wipe
and Clean Task section for details.

The list of items visible onthe Personal Traces panel can be edited on the Customize panel. These items
are user-specific, their contents are individual for each user.

To clean your personal traces ,

¢ Select the tab with your login name.
The Personal traces panel appears in the right pane.
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Personal traces panel

® | 1] A = | R-Wipe & Clean Classic
“ Main View Settings Tools
= Main M Task 1

M Task 2

v [E)E This PC (WINDOWS10)
€ Google Chrome
[ Internet Explorer
@ Microsoft Edge
i@ Mozilla Firefox
O Opera
[T skype

~ @R Tester I's Traces
) Recent Activity
[E]|_ Storing Traces
5] Associativity Traces

& Installer Traces
[V @ Caches
[m] gy Miscellaneous Traces
) Systemy's Own Traces
[ Program Traces
I @ Free Drive Space
~ [OF WipeLists
[ section1
[ section2
[ Section3
[ Test_Wipe_List_1
I Test_wipe_List 2
[ Test_Wipe_List 3
I WipelList 1

ﬁ Wipe&Clean Now

2 Clean Tester 1's Traces

Within this section you can view and remove various traces created under Tester 1° account. Due to a wide variety these

fraces are divided inta the following groups:

= Recent
Activity
Here you can view and remeve information about
applications you recently used, about files you recently
worked with andlor recently openedisaved via
Openisave As dialogs, about websites you recently
visited, etc. Such traces are very often fo be created but
its usedto be contained in the Registy.

i Assodaidy
Sa Traces

The system can store some associations, for example,
default programs forfile types and protocols, information
about modules containing components for other
programs, etc. There might be information from software
already removed from the system. Al these traces are in
the Registry

- Caches

Here you can view and remove various caches the
system or applications can create

Some caches can keep various privacy.

Some caches will be recreated afler remaving

Storing
Traces

The system can store various information used for faster
functionality of the system andlor applications. Also can
be stored the information used by applications already
removed from the system. The most ofthese traces are
in the Regisiry

2 Installer
. Traces

Here you can remove traces left after uninstalling
applications.
Most of these traces are in the Registry.

Miscellaneous
o aces

Here you can view and remove various unique traces
that can be grouped together.

Sometimes by removing all these traces you can gain
sufficient drive space

¢ Go to the required section(s) and select the required items.

The section may contain some critical items that may affect system performance. R-Wipe & Clean will

throw a warning about these items if you select the entire section.

Critical Item warning

Clean Critical Traces

Ameng the items to be selected for cleaning there are ones containing critical or important traces.
In the list below you should check items the traces of which you would like to clean.

Item

O ﬁ: ‘Web Content Databases ?
@b (IE Cookies) @
»

g G!'é \f\:g[)egredenlwa\s ’31

o ¥ Stored
@) windows Credentials Y

Section View Details Don't warn again
s o
r o
B o

o | [E=]

Select these items only if you completely understand what you are doing.

e Click the Clean Now button.

R-Wipe & Clean will start cleaning the computer, and the Deleting and wiping dialog box will appear

showing the progress of cleaning.
Personal traces are divided into six parts:

Recent Activity: More Information...

This part allows you to inspect and clean your various recert traces like recently run applications, recent
documents, recertly visited web sites, etc. Most of these traces are stored in the Registry.
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Recent Applications

LY Recent Applications & Clean Now

Your system can keep a list of programs you recently used.

File Path Nurmber of Using  Date and Time of Last Use
3 C:\Program Files (x86)\Restorer Ultimate\Restorerd. exe 1
[CdC:\Program Files (x86)\Restorer Ultimate\rpv.exe 0
(& C:\Program Files (x86)\R-Linudr-linux.exe 0
(& c:\Program Files (x36)\R-Linu\RLinux.exe 7
(& ci\Program Files (26)\R-Linux\RLinux4.exe 1
0
0
3

9/29/2016 10:38:36 PM
3/28/2018 8:37:46 PM

TP C:\Program Files (x36)\R-Photo\R-Photo.exe 2/21/2018 10:07:08 PM
| {3 C:\Program Files (x86)\R-Photo\R-Viewer.exe

TP C:\Program Files (x86)\R-Photo\x64\RPhotobd.exe

| Bl C:\Program Files (x86)\R-STUDIO Network Technician... 1 11/28/2017 10:40:38 PM
| @ C:Program Files (x86)\R-STUDIO Network Technician.. 120 7/4/2018 102815 PM

Attention! When cleaning this list, you do not remove the files, only their
links.

Recent Documents

Recent Documents Clean Now

b

List of links to recently opened documents (registered file types). This list appears in Documents
in the Start menu and includes all documents opened in the system, directly from programs, File
Explorer, by clicking desktop icons, etc.

File Path Last Use Time ~
[EEIAN Tasks 6/21/2018 8:10:24 PM
] APFs_Calor 4/2/2018 11:11:38 PM
| APFS formatted_as_exFAT_170937_2 6/5/2018 10:45:15 PM
(] APFs_formatted_as_exFAT_170937_2_After_Scan 6/5/2018 10:45:15 PM
APFS_IMicron 474/2018 9:39:38 PM
) APFS_IMicron_Generic_8101 4/8/2018 6:42:09 PM
| &) APFS_WDC_W_1600BEVT-80A23T0 4/9/2018 12:17:42 PM
| <2 Backup Il (V) 2) 6/5/2018 10:45:15 PM

Attention! When cleaning this list, you do not remove the files, only their
links.

Jump Lists

&» Jump Lists Documents 5 Clean Now

The Jump Lists contain shortcuts to both pinned and recently opened files, folders. or websites.
These Lists appear either on the Taskbar or on the Start menu.

] =\\BCKNETWORK\BCK-UBUNTU
]+ BCKNETWORK\\BCK-UBUNTU

] =\\BCKNETWORK\\BCK-UBUNTU

] \\BCKNETWORK\\BCK- UBUNTU

] #\BCKNETWORK\\BCK-UBUNTU

&) CACentainers\Apple_Core_Storage rdr

| &) CAContainers\LVM2_Mirror_2_4G.rdr
&) CACentainers\ TMP\LYM2\LYM2_Mirror_2_4G.rdr

Attention! When cleaning this list, you do not remove the files, only their
links.

File Explorer Jump List

=»  File Explorer Jump List L Clean Now
The Jump List of the File Explorer contains shortcuts to the files, Tolders, or websites recently
opened via File Explorer or its GUI components. for example, Open and/or Save File dialogs.
Attention! All folders pinned fo Quick access will be unpinned!

] M\ BCKNETWORK\BCK-UBUNTU

| CAContainers
Chdmde

[ caprsd
C:\Program Files («36)\R-Drive Image
C:\Program Files (<26)\R-Drive Image\en
C:\Program Files (x86)\Restorer Ultimate
C:\Program Files (x86)\Restorer Ultimate\en
CAProgram Files (<B6)\R-Linux

Attention! When cleaning this list, you do not remove the files, only their
links.

Jump Lists Program History

Jump Lists Program History & Clean Now

The system can remember some applications launched from the Search Results displayed as Jump
Lists.

File Path Date and Time

[ windows.immersivecontrolpanel_cwSn1h2byewy!microsoft. windows.immersivecontrolpanel 5/27/2019 6:40:56 PM

Open File History

v Open File History 4 Clean Now

List of links to files recently opened directly from programs via "Open File" dialog box. These files
do not include those opened from File Explorer, by clicking desktop icons, efc.

| CAdmde\fullscanlog
) Chdmdeblicense key
| CAProgram Files (x36)\Restorer Ultimate\ maskpresets.xml
| C:A\Users\Tester 1\Documents\R-TT\R-StudicALVM_Im_Newfss
] CAUserstTester T\Documents\R-TT\R-Studic\LVM_Re_New.fss
] Ci\UserstTester 1\Documents\R-TT\R-Studio\MacRAID_Im_Newfss
] C:AUsers\ Tester T\Documents\R-TT\R-Studio\MacRAID_Re Newfss
{3 DABackups\AppleCoreStorage,_Locked.rdr
&) DABackups\HDDZ-image.rdr
YDAGT.arc
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Attention! When cleaning this list, you do not remove the files, only their
links.

Shell File History

€ Clean Now

<«  Shell File History

The system used to keep a history of files opened using various Windows Shell components.

Date and Time File Path [23
6/22/2018 %:23:42PM (2] Ci/Users/Tester?201/AppData/Local/Temp/R-Viewer/doc1529677421 index. html
6/22/2018 8:43:06PM [ DY/R-Studio/Previewer

6/22/2018 8:4309PM [ D/R-Studio
6222013 8:4327PM [ D/R-Studio/Previewer/Previewer-Video

6/22/2018 8:5215PM | D/R-Studio/Previewer/Previewer-pdf

6/22/2018 8:5516PM ] D:/R-Studio/Previewer/Previewer-Picture

6/22/2018 8:11:38PM  =)D:/Word_Docs_For_Recovery/Test_doc.doc

6/22/2018 8:1520PM  [€] G/Users/Tester%201/AppData/Local/ Temp/R-Viewer/docx] 52969131 findex html
6/22/2013 &:17:53PM [ D/R-Studio/Previewer/Previewer-Doc

Attention! When deleting and wiping the cache, you do not remove the
extensions, only their cached copies.

Activity History
(Windows 10+)

'#5  Clean Now

<«  Activity History

Activity history helps keep track of the things you do on your device, such as the apps and
services you use, the files you open, and the websites you browse:

Dialog Box Traces

Date and Time Item A
2/13/2020 1412AM  HMAVPN
2/13/2020 11:3608AM Software Packages management

Clean Now

Dialog Box Traces

Many applications use common dialog boxes, for example. in that to open and/or save a file. Your
system can store various information after usage of these dialog boxes in the applications.

) flash.exe
5 mmcexe

= notepad.exe

) operaexe

5 R-Drivelmage.exe

"] regedit.exe

SmartScreen File Information

'\-:," SmartScreen File Information & Clean Now

The Windows SmartScreen can store some information about files downloaded from the Internet.

File Name Date and Time ‘

Storing Traces: More Information...

This part allows you to inspect and clean some data (mostly insignificant) of your recent activity. Most of
these traces are stored in the Registry.

Recent Network folders

Clean Now

Recent Network Folders ]

List of links to recently opened network folders.

Folder Name  Last Use Time

Stored addresses of unread
mail

B2 Clean Now

4] Stored Addresses of Unread Mail

Your system can store addresses and other information for unread messages received in e-mail
clients.

Email Address  Application  Number of Messages Date and Time

Stored Application Descriptions

Clean Now

Stored Application Descriptions ]

Your system stores a list of application descriptions and their paths for applications that have
started at least once.

Path
[/ C:\Program Files (x6)\Comman Files\AVSMedia\BurnerService\AVSVideoBurner.exe. ApplicationCompany
[E=/ C\Program Files (x86)\Comman FileshAV: e ppl

C:AProgram Files (x86)\Commen Files\AV' Jploader\AVSMobileUpload pplicationCompany

C\Program Files (x86)\Commuon FileshAV: Jploader\AVSMaobilelipload ppl
Program Files (x86)\Commen Files Jploader\ AYSVideoUpload pplicationCompany

C:A\Program Files (x86)\Commaon Files Jploader\AVSVideoUpload: pp!

Program Files (@E)\IrfanView\i_view32.exe ApplicationCompany

C:\Program Files view32 exe ppl
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Stored Applications
Compatibility Settings

* Stored Application Compatibility & Clean Now
) Settings

Your system can store various compatibility settings of applications already removed from the
system.

Path
[ C:\Program Files\ TRENDnet\ TEW-424UB\WlanCU.exe
C:\Program Files\TrueCrypt\TrueCrypt Setup.exe

[ C:\Program Files\ TrueCrypt TrueCrypt.exe

Stored Browser Plugins
Information

...  Stored Browser Plugins Information Clean Now

The system can keep some information about web browser plugins already removed from the
system.

‘Name Description Company Version  Path

Stored Control Panel Extensions

[  Sstored Control Panel Extensions B Clean Now

Your system can store some information about Control Panel Extensions.
Attention! When cleaning this cache, you do not remove the extensions, only their cached copies.

Neme Comments
A Flash Player Manage Flash Player Settings
R-Crypto Manage the R-Crypto Settings.

<] Realtek HD Audio Manager Realtek HD Audio Control Panel

Stored Custom GPU Settings
(Windows 10+)

==  Stored Custom GPU Settings B Clean Now

The system lets applications to customize graphics performance in that to provide better app
performance or save battery life. After removing those apps, these seftings can still remain in
the system

Mame Comments

Stored Desktop Shortcut Paths

B  Stored Desktop Shortcut Paths B Clean Now

The system can store Desktop shortcut and target paths to applications already removed from the:
system.

Shortcut Path  Target Path ‘

Stored Explorer View Settings

Stored Explorer View Settings Clean Now

Your system stores a list of folders for which you changed settings in the View menu in File
Explorer

VirtualMachines
M
Win10

{679F85CE-0220-4080-B29B-5540CCO5AABG}

Computers and Devices

Control Panel

Stored File Virtualization

Stored File Virtualization % Clean Now

The System can virtualize some files that require Administrative privileges for changes. if
some application running without such privileges tries to make changes in those files.

%] BOOTNXT
v || Program Files
TRENDnet
v || ProgramData
Mezilla
v [ | Windows
=] comsetuplog
debug

| Diclnstalllog

(] flash.fpr

Stored FTP Accounts

/¢  Stored FTP Accounts  Clean Now

‘Your system stores information used for connecting to FTP sites.

FTP Address  User Name

Stored FTP Folders

/¢ Stored FTP Folders # Clean Now

Your system stores links to FTP folders you visited in File Explorer itself or programs using it as an
FTP client.

Folder Path Time of Last Use
com/fulink/Tlinkid=841248 10/21/2017 12:48:27 AM

Stored Microphone Usage Info
(Windows 10+)

\1 Stored Microphone Usage Info L Clean Now

The system may store some information about microphone usage in applications.

Application  Permission  Start Time  Finish Time
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== Stored Mounted Volumes < Clean Now

‘Your system can store some information about volumes that were located on external media.

\\SCSI#CdRom ailen_Msft8Prod_Virtual DYD-ROMS28!1fadff e8] &0000D1#{53f5630d-bbf-11d0-9472-00aD A
\I7\USBSTOR#CdRomiVen_nubiaéiProd_Android&iRev_0318288:31536b7a808:3d bodcle7 0{53f5630d-bbf-
S tO red M ou nted VO I umes \P\USBSTOR#CdRom&Ven_SONYS:Prod_DVD_RW_DRX-570U&Rev_1.D42DRXSTOUWMBP20000052ER0{ 5315631
_77_USBSTOR#DiskBtVen_&iProd_Flash_Disk&(Rev_4.000751635785148402{3356307-bbf-11d0-942-00a0c0efb
_¥7_USBSTOR#Disk&tVen_C-ONE&Prod_01GB_i-DiskBiRev_2.0042C CAS440AID3AR0BO#{53H56307-bibf-11d0-8
_77_USBSTOR#Disk8Ven_C _Flash_| Al 10#{53156307-b6bf-11d0-
_77_USBSTOR#DiskBtVen_Generic&iProd_STORAGE_DEVICEERev_9451#00000000345 1810%1{53156307-b6bf-11d0-¢
_77_USBSTOR#DiskAtVen,_letFlash&Prod_TSBGIFVID&Rev_0.00%chal Tdcdz5e599 8045356307 bbbf-11d0-0472-(
_77_USBSTOR#Disk8Ven_Kingston&Prod_DataTraveler_2.0&Rev_#4B494E4753544FAE4BITID CE9BL0{ 53756307

Stored Notification Display Info & ciean now

Stored Notiﬁcation Display Info T‘he s{;fslem can store some settings for displaying notifications of applications
. already removed from the system
(Windows 8+)

Application  Natification Image Path

Stored Notification Settings B Clean Now

The system can store some information about nofifications.

Application Last Motification Time

Stored NOtlﬁcatIOn Settl ngs Micrassft.CommsPhone Swekyb3debbwelApp b

Microsoft.Explorer.Notification.[AABF353F-2D88-B2CE-FA43-0120B5...  7/28/2021 4:37:31 PM
(WindOWS 10+) Microsaft.Explorer.Notification.(B2E2D052-B051-D751- 3674-F8D4290...  10/12/2021 3:50:33PM
Microsoft.Expl DB5397B4-02E3-BCTE-563A-DE149B6... 9/9/2021 457:13 PM
Microsoft.Explorer.Notification.(F3021280-8B71-AES1-TBF9-DAAGO23... 8/26/2021 1:3%:45 PM
MicrosoftMessaging_Bwekyb3dsbbwelApp E
Microseft Messaging_Swekyb3d8bbwelSkypelide -
MicrosoftMessaging_8wekyb3dShbweb2Te26f40ye31y43abyb130yd... -
Microseft MessagingSkype_Bwekyb3dsbbwelApp =

Stored Programs DOM Data £ clean Now

The interface of some applications can be implemented using system's Web Browser control,

Stored Progra ms DOM Data which can use the DOM (Document Object Model).

Web Address  Number of Subdomains  Total

Stored Quick Launch Shortcuts L Clean Now

The Quick Launch bar is not used in Windows since Windows 7, but some applications still can
Stored Quick Launch S hortcuts create their Quick Launch shortcuts in any Windows.

Application  Path

Stored Registry Virtualization %  Clean Now

The System can virtualize some Registry keys that require Administrative privileges for
changes in values and subkeys, if some application running without such privileges tries to
make changes within those keys.

v MACHINE
~ SOFTWARE
- Wowb432Node
Stored Registry Virtualization * 1B o
AudioCempressionManager
Direct3D
DirectDraw
v R-TT
~ || R-Wipe&Clean
00000513
v The Silicon Realms Teolworks

Armadillo

[2Z]  Stored Shell Activity 5 Clean Now

The system can store some information about programs launched via System shell.

Stored Shell Activity =

explorer.exe x
explorer.exe This PC

EBrarece Far

ElFarexe {C:\} - Far 3.0.4040 x64 Administrator
@y Stored Sound Properties i Clean Now

The system can store separately the sound properties of some applications.

Stored Sound Properties pep— »

£ C:\Program Files (35)\AVS4YOUNAYSAudioEditor\ AVSAudioditor.exe - Realtek HD Audio output mixer
{6 C:\Program Files (:86)\AVS4YOUNAVSMediaPlayerAVSMediaPlayer....  Realtek HD Audie output mixer
[ C:\Program Files (86)\AVS4YOUNASScreenCapturehAVSSereenCapt... Realtek HD Audio output mixer
1 @ C:\Program Files (:86)\AVSAYOUNAVSVideoEditor\ AVSVideoEditor.exe  Realtek HD Audio output mixer
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Stored Sound Schemes

()  Stored Sound Schemes { Clean Now

Asound scheme is a set of sounds applied to various events in applications. Your system can
keep the sound schemes of applications already removed from the system

Application  Program Event  Sound Scheme  Sound

Stored Start Menu Items

Ll Stored Start Menu Items 2. Clean Now

In the All Programs section of the Start Menu your system can store some items (such as shortcuts
and folders) linked to applications already removed from the system

Stored Startup Applications Info

Application  Description  Location in the Start Menu Path
R-Studic Help All Programs -> R-STUDIO Network Technician ~ C:\Program Files (x35)\R-STUDIO Nﬂwmi
=» Stored Startup Applications Info = Clean Now

Your system can store some information about applications launched during logon and already
removed from the system.

Application  Description  Path ‘

Stored UWP Programs Window
Sizes

. Stored UWP Programs Window @ Clean Now
Sizes

The system can store main window screen position of the UWP (Universal Windows Platform)
programs and games already removed from the system

Stored Webcam Usage Info
(Windows 10+)

92  Stored Webcam Usage Info @ Clean Now

The system may store some information about webcam usage in applications.

Application  Permission  Start Time  Finish Time ‘

Stored Web Credentials

€ Stored Web Credentials & Glean Now

The Credential Manager allows you to store credentials, such as user names and passwords that
you use to log on to websites.

‘ Web Address ~ User Name

Stored Windows Credentials

L> Stored Windows Credentials %y Clean Now

Zi

Credential Manager allows you to store credentials, such as user names and passwords that you
use to log on to other computers on a network.

Server User Neme  Persistence Type  Last Modification Date and Time

Microsoft_PaidConnectivity_WiFi_AccessToken Local Machine  11/20/2017 10:05:52 PM

Taskbar Badges Update
Statistics

.. Taskbar Badges Update Statistics . Ciean Now

The system can remember the number of the badge updates of each program on the Taskbar.

Application  Number of Updates

éﬂ Taskbar Button Click Statistics L Clean how

The system can remember the number of times the Taskbar buttons are clicked.

Taskbar Favorites Statistics

Taskbar Button Click Statistics
Clock 1
NotificationCenter 1
Start 82
%ﬂ Taskbar Favorites Statistics L Clean Now

The system can store various data about the Taskbar Favorites usage.

Parameter Value

Number of Favorites Changes 72

Taskbar Jump View Statistics

.Jﬂ Taskbar Jump View Statistics L Clean Now

The system can remember the number of displays of Jump Views for each program on the
Taskbar.

| Application  Number of Displays

Taskbar Program Launch
Statics

%ﬂ Taskbar Program Launch Statistics L Clean Now

The system can remember the number of launching programs pinned to the Taskbar.

Application Number of Launches
B8 C:\Program Files\Far Manager\Far.exe 14
{1 C:\Program Files\HTML Help Workshop'flash.exe 3
CAWINDOWS\system32\services. msc 15
[EJETCFI76E110C2118 2
[ Microsoft AutoGenerated {2ABDO4FB-E7D6-84A6-A007- CO12EDDEDAES] 2
Microsoft. Windows.ControlPanel 2
[ Microsoft Windows. Explorer 3
[ OperaSoftware.OperaWebBrowser 1411410310 1
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. . _Jn Taskbar Program Switching Statistics i ciean tow
Taskbar Program Switching

Statistics

The system can remember the number of switching of each program on the Taskbar.

‘ Application Number of Switchings ‘

Associativity Traces: More Information...
This part allows you to inspect and clean information of file type association (file types, protocols, etc.) for
already removed applications. Most of these traces are stored in the Registry.

,g}. Stored COM Class Identifiers of Tester 1 % Clean Now

Your system can keep the Class Identifiers of COM (Component Object Model) objects contained in applications already
removed from the system

Stored COM Class Identifiers

Name Path Program 1D Application
ErrorOverlayHandler2 Class C:\Users\ Tester 1'AppData\Local\Microsoft\OneDrive\17.3.6816.0313\FileSyncShell.dIl
SyncingOverlayHandler? Class C:\Users\Tester 1\AppData\Local\Microsoft\OneDrive! 17.3.6816.0313\FileSyncShell.dil
UpToDateOverlayHandler2 Class  C:\Users\Tester 1\AppData\Local\Microsoft\OneDrive\17.3.6816.0313\FileSyncshell.dil

= Storeq Qustom File Type 7] Clean Now
Associations
The system can store custom associations of file types with applications already removed

from the system
Pay attention! Only extensions with "Yes" in the "Will be Deleted" column will be unregistered

. . g (removed).
Stored Custom Fl |e Type Assoc|atl0ns For others only links to applications already removed from the system will be deleted.
File Name Extension  Will be Deleted  File Type ProgramID Application &
264 Ne ab
264 Ne abe
264 Ne abed
264 Ne a
-;:? Stored File Types of Tester 1 #  Clean Now
Your system can keep the filename extensions recognized by applications already removed from
the system.
Pay attention! Only extensions with "Yes" in the "Will be Deleted" column will be unregistered
(removed).

For others only links to applications already removed from the system will be deleted

Stored File Types

File Name Extension Wil be Deleted  File Type  Program 1D Application

3ds Ves

€55 Yes

.dae Ves

o Ves

.pano Yes

tga Ves

¢l  Stored MIME Types of Tester 1 {8 Clean Now

Your system can keep the MIME (Multipurpose Internet Mail Extensions) types registered by
applications already removed from the system.

Stored MIME Types

MIME Type  File Name Extension

Ay, Stored Program Identifiers of Tester 1 % Clean Now

Your system can keep the program identifiers of removed applications.

Stored Program Identifiers

Pragram ID File Type Path
OneDriveWebAction URL: OneDrive Client Protocol

Installer Traces: More Information...
This part alows you to inspect and clean informetion from various installers and clean trances left after
uninstalling applications. Most of these traces are stored in the Registry.

App Installer Traces Clean Now

Microsoft App Installer makes sideloading Microsoft Store apps easy.

App Installer Traces

Activity Logs |
Diagnostics Logs

@ Stored Installation Information of Tester & ciean tow
1

Stored Insta”ation Information Your system can store some information from the distribution kits of applications already removed

from the system

‘ Application  Application lcon Path  Package Path  Source Paths

@ Stored Installer Component Paths of B Clean Now
Tester 1

Stored Insta I Ie r Com ponents Pa ths Windows Installer can store paths used during the instaliation of some component(s) of some:

program(s) or service(s)
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Stored Installer Packages

@ Stored Installer Packages of Tester 1 & Clean Now

Your system can store Windows Installer package files of applications already removed from the
system

|Pa:kagaPath Mame Version Publisher Date of Installation Source Path  Installation Path

Stored Installer Registry Keys

@ Stored Installer Registry Keys of Tester & cieannow
1

Windows Installer can store the Regisiry key names which were used during the installation of
some program(s) or service(s).

Stored UWP Programs Uninstall Time

Stored UWP Programs Uninstall & Ciean Now
Time

The system can remember the time of the UWP (Universal Windows Platform) programs and
games uninstall

Package Name Uninstall Time

1:07:08 AM
T 107:08AM
1:07:12 AM

CortanalistenUlpp_cwSnihZoyewy
DesktopLeaming_cwSnlh2byewy
DesktopView_cwSn1h2byewy

Store Policy Check Cache

EnvironmentsApp_cw3nTh2tyewy 7 10713 AM
HoloCamera_cw3n1hZboyewy 10/21/2017 1:07:16 AM
Store Policy Check Cache @ Clean Now

Each UWP (Universal Windows Platform) program is checked for compliance with Microsoft
Store policies during installation.

Microsoft AsyncTextService_8wekyb3d8bbwe
Microsoft HEIFimageExtension_8wekyb3dSbbwe
Microsoft Mi ToolsClient

Mi Portal_

Microsoft ScreenSketch_Bwekyb3dgbbwe

Suggested UWP Programs € Clean Now

The Microsoft Store can suggest to install various UWP (Universal Windows Platform) programs

WWEP Traces
(Windows 10 and higher)

and games.
Suggested UWP Programs Packoge Nome Pr——
OE2FB8E3. Twitter_wgeqdklo372wm 1
Facebook.317180B0BB486_Sw@nvfywannt A
Facebook Facebook_8oBndywSnnt 1
Facebook.InstagramBeta_Sx8rvfywsnnt 1
microsoft.microsoftskydrive_8wekyb3d8bbwe 1
Wy WWEP Traces @ Clean Now

Windows Web Experience Pack (WWEP) is responsible for updating core web
components used by Store applications.

Cached Web Files
Cache Files
Cookies

Metrics Files
Rollback Journals

Session Event Log

Site Engagement Statistics
Stored Bounce Tracking Data
Token Broker Cache

Tracking Prevention Data

Tacking Relationship Data

Caches: More Information...

This part allows you to inspect and clean some data caches. Some caches will be created again.

Cached Certificates % Clean Now

Your system may store a cache of cerfificates (digitally signed statements commonly used for
authentication and to secure information on open networks).

Cached GDI+ Fonts

. [£] https/crl. globalsign.net/primobject.crl -
Cached Certificates [E] hitpet/crt globalsign.net/Root.cr
[£] http://crl.globalsign.net/raot-r2.crl
[£] http:#/crl.globalsign.net/root-r3.crl
[£] http:/crl.scalb.amazontrust.com/scalb.crl
[E] htps/ crlverisign.com/ pead.crl
[£] http:#/crlverisign.com/tss-ca.crl
B httpr/etial updatesvy/ / ab
B bt/ cldllwi fupdaterv/stati i .cab
A Cached GDI+ Fonts A Clean Now

Your system stores a cache of GDI+ fonts installed in the system.
Attention! When deleting and wiping this cache, you do not remove the GDI+ fonts, only their
cached copies.
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s Cached Icons & clean Now

Your system stores a cache of icons of applications that have started at least once to show them
faster in Taskbar, Desktop, Start menu, and Program icons.

Attention! When deleting and wiping this cache, you do not remove the files, only their cached
copies.

Cached Icons

S c\program files (x86)\openeffice S\programisoffice.exe ~
O c\program files (x26)\ opera\launcher.exe

O c\program files (x86)\operatlauncher.exe

rogram files (x86\r-drive image\r-driveimage.exe

3 c\program files (86)\r-drive image\r-driveimage.exe

Cached Shell Extensions

./ Cached Web Content @ ciean Now

Here's a cache of various web content (web pages, images, sounds, video, animations, efc)
viewed in applications that use system components for viewing web content

Cached Web Content

& Cookietester 1@ d.castplatform.com/
#| Cookiestester 1@iconline.microsoft.com/
€| Cookietester 1®live.com/

€] Cookietester {@microsoft.com/

Direct3D Shader Cache Clean Now

DI rect3D S hader Cache The DirectaD Shader Caching Library of the System can create a cache of its files.

File Name  Last Medification Time ‘

El Feeds Cache £ Clean Now

Some applications that use web content may create a cache of the web feeds.

Feeds Cache

FileName  Last Modification Time
containerdat 9/23/2014 6:13:36 AM

GPU Shader Cache Clean Now

Ashader is a program that runs on the GPU (Graphics Processing Unit)

GPU Shader Cache performing specific rendering tasks.

File Name  Last Modification Time

&1 Notifications Cache 1 Clean Now

Your system can create a cache of the notifications of the applications pinned to the Start Screen.

Notification Cache =
# 107f6e3a,jpg 8/16/2016 11:15:32 PM
*10570\72d‘gng 10/30/2016 10:53:22 PM
#100539.pg 16 9:04:24 AM
¥ 10bf2ctejpg 11/23/2016 8:27:28 PM

Security Token Service Cache Clean Now

The Security Token Service provides brokered authentication by security tokens for Web services.

Security Token Service Cache

ile Name Last Modification Time

8d68c2e3263ce2dadefcfc5foalc85c16c38aed tbres 11/16/2015 %:33:37 PM

Thumbnails Cache i Clean Now

Your system uses file-specific thumbnail images in all views, in dialogs. and for any file type that
provides them. For faster access, the thumbnail images are cached and stored in sefs of discrefe

sizes
File Name Last Modificatien Time ()
%] iconcache_1280.db 10/21/2017 1:07:35 AM
% iconcache_16.db 10/21/2017 1:07:35 AM
%] iconcache_1920.db 10/21/2017 1:07:35 AM
| iconcache_256.db 5/10/2018 9:58:50 PM
) Windows Search Cache Files S Clean Now

Indexing can cache files with detailed information about files used by Windows to perform very fast

Wi ndows Sea rch Data bases searches of the most common files on your computer.

| FileName Last Modification Time ‘

Miscellaneous Traces: More Information...
This part alows you to inspect and clean some miscellaneous traces from various sources. Cleaning these
traces may give you some sufficient drive space.

Temporary Files and Folders of Tester 1 Clean Now

List of temporary files and folders created by your programs.

Temporary Files and Folders 3
OB09C2F4-3905-47E3-8F 1 A-1AZB13C2A901 7/10/2018 7:15:32 PM
|| amc3670.tmp.LOGT 11/29/2017 9:24:27 PM
| amc367D.tmp.LOG2 11/29/2017 9:24:27 PM
_| amcC6D2.tmp.LOG1 2/8/2018 10:20:06 PM
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AAD Broker Plugin Traces
(Windows 10+)

@  AAD Broker Plugin Traces Glean tiow

The Azure Active Directory (AAD) Broker Plugin is heeded for Windows Store Sign
in and/or App Instalis in that to free apps can be installed without signing in

Cached Web Files
Cached Certificates
Cached DOM Files

Clipboard content

A Clipboard Content % Clean Now

Content of the Clipboard. Current format of the Clipboard content is Bitmap

v [JEH ThisPC (WINDOWS10)

1@ Google Chrome

[142 Intemet Explorer

12 Microsoft Edge

[1@ Mozilla Firefox

1O Opera

I Skype

v [IR Tester 1's Traces

[16%) Recent Activity
[JL_ Storing Traces
[ Associativity Traces
& installer Traces
[] 8 Caches

v [y Miscellaneous Traces

[J# Temporary Files and Folders

Common Language Runtime
Logs

ms  Common Language Runtime Logs ~r Clean Now

The Common Language Runtime (CLR) component of the \NET Framework can create various log files
that assist in froubleshooting.

File Name Log Type CLR Version
- mmc.exelog Usagelog 40

~ ngen.log Commonlog 4032

- ngen.log Commonlog 40

=|NGenTaskexelog  Usagelog 4032
“|NGenTaskexelog  Usagelog 40
5] sdiagnhosteselog Usagelog 40

Crash Dumps

@ Crash Dumps 3 Clean Now

To determine the causes of an application crash, the system can save an application's
memory dump during a crash

File or Folder Name Creation Time

| flash.exe(1).15344.dmp 11/8/2018 12:22:17 AM
|| flash.exe(1).9662.dmp 12/9/2018 12:12:33 AM
| flash.exe.15344.dmp 11/8/2018 12:22:15 AM

_| flash.exe.9668.dmp 2018 12:12:29 AM
|| RweRun.exe(1) 9096.dmp ~ 5/25/2018 10:19:40PM
| RwcRun.exe({1)919%6.dmp  5/25/2018 10:19:22 PM
|| RweRun.exe.9096.dmp 5/25/2018 10:19:32 PM
L] WINWORD.EXE.14324.dmp 9/25/2018 8:19:57 PM
| WINWORD.EXE.1452.dmp  9/25/2018 7:11:48 PM
L] WINWORD.EXE7732.dmp  9/25/2018 7:10:35 PM

Explorer Diagnostics Logs

- Explorer Diagnostic Logs W Clean Now

The Windows Explorer can create diagnostic logs for further troubleshooting

File Name Last Modification Time
| ExplorerStartupLog.etl 2/6/2022 10:33:34 AM
[ ExplorerstartupLog_RunOnce.etl 2/7/2022 10:05:54 AM

HAM Commit History
(Windows 10+)

HAM Commit History [ Clean Now

The Host Activity Manager (HAM) manages the state of a packaged application.

Invalid Desktop shortcuts

@ Invalid Desktop Shortcuts B Clean Now

Shorteuts that are on your Desktop but not linked to any existing files. Check shortcuts you wish to
delete.

Display Neme  File Path  Last Modification Time

Network Diagnostic Logs

5 Network Diagnostic Logs & Clean Now

During network troubleshooting, the system can create various diagnostic logs.

| FileName ~ Last Modification Time

Problem Reports

lg Problem Reports of Tester 1 B Ciean Now

Windows uses Problem Reports to identify which problems with your programs have occurred on your
computer and to notify you if solutions are available.

Product Name ProductPath Problem Dateand Time  Status
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Recycle Bin

s Recycle Bin @ Clean Now

List of files and folders contained in the Recycle Bin.

File (Folder) Name  File (Folder) Size, bytes Date and Time of Deleting

System Registry Traces

1 1415178350  8/6/2016 9:21:40 PM
Lle 1415178350  8/6/2016 9:12:02 PM
_IH 183,636,488  8/15/2016 6:46:16 PM
IH 182,174,808 8/8/2016 7:45:58 PM
> :
Wy  Registry Traces of Tester 1 B Clean Now

Registry records of items used by system (mapped network drives, attached devices. etc).

] Attached Printers List

] File Explorer's Typed Paths
& Last Opened Registry Key
] Computer\HKEY_CURRENT_USER\Software\R-TT\R-Wipe&Clean
~ [ Mapped Network Drives List
] \\BCK-UBUNTU\Public
] \Windows10\e
& ba

SSO Authentication Traces

SSO Authentication Traces Clean Now

The Single Sign-On (580) web service allows to use single authentication to gain access fo
any of Windows devices and Microsoft services.

Cached Web Files

Cached Certificates.
Cached DOM Files

Startup Menu Experience
Host Traces

=l Start Menu Experience Host L Clean Now
== Traces
The Start Menu EXDEHEHEE Host NE‘\DS the Start menu in Windows compulers 1]

run smoothly and independently. thus removing any chances of errors or crashes
associated with the Start menu.

™ Cache Files
[} StartUnifiedTileModelCache dat
Cached Certificates
Token Broker Cache

Stored Environment Variables

2| Stored Environment Variables of Tester 1 @ ciean now

Your system can keep the Environment Variables created by applications already removed from the

Store Locations of Type
Libraries

system
| Name Path
2 Stored Locations of Type Libraries of B Clean Now

Tester 1

Type Libraries contain an information about COM (Component Object Model) objects and are used
by various applications for retrieval of this information. Your system can keep locations of the Type
Libraries contained in applications already removed from the system.

| Name  Path

Sync Traces

@ Sync Traces ® Clean Now

Many applications and services rely on a Microsoft account to sync content and settings across
devices. Your system can store some traces of this sync

Store Local Logs
Store Remote Logs.

Visual Studio App Center Log

Visual Studio App Center Log A Clean Now

The Visual Studio App Center provides integrated developer services for building, testing,
releasing. and monitaring mobile and deskiop apps.

Dateand Time  Compenent ~ Action

Web Content Databases

Web Content Databases B Clean Now

The system components for viewing web content can create the databases of such content.
ATTENTION: It's recommended to remove these databases together with Temporary Internet Files,
Cookies, and Histoty of Internet Explorer!

5 V01.chic
| Voldog

] V0100248 leg
=] VD10034C log
= V010034D.log
] VO1res000D.jrs

WebView Traces

&  WebView Traces @ Clean Now

The Microsoft Edge-based WebView control can be used in modern Windows applications to
display web content instead of the old IE-based control

Cached Web Files
Cached Certificates
Cached DOM Files
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2.4.2.3 Cleaning System's Own Traces

Your may clear system traces such as registry traces, temp files, system history, caches, and various log files.

Windows Update Log

=% Windows Update Log of Tester 1

Log file of updates the system has downloaded and installed (automatically).

@ Clean Now

Dateand Time PID TID Component Texdt

Y ou may see the contents of any particular item on its respective panel.

Y ou may aso include systerm's own traces cleaning into a large wipe and clean task. Go to the Setting a Large

Wipe and Clean Task section for details.

The list of items visible on the System panel can be edited on the Customize

To clean traces of system activity,
e Select the System's Own Traces tab.
The System panel will appear in the right pane.
System's Own Traces panel

% | 1| & = | R-Wipe & Clean Classic
- Main View Settings Tools
= Main M Task 1

Task 2

¥

panel

v [W]EH This PC (WINDOWS10)
& Google Chrome
[J& Intemnet Explorer
1@ Microsoft Edge
[J@ Mozilla Firefox
O Opera
0O Skype
[IR Tester1's Traces

v W] System's Own Traces
Ol oo
v [ Storing Traces
[I58 Stored Apps Compatibility Settings

Stored Browser Plugins Information

Stored Environment Variables
Stored Locations of Shared Modules
3] Stored Locations of Type Libraries
Stored Network Information

) Stored Scheduled Tasks

Stored Services Information

[]4@ Stored Legacy Services Information
Stored USB Storage Information
Stored Wireless Networks Profiles

[JlEg) Associativity Traces
15 Installer Traces

[ Setup and Update Traces
2] Program Data

ﬁ Wipe&Clean Now

D

Clean Tester 1's Traces

‘Within this section you can view and remove various traces created under "Tester 1" account. Due to a wide variety these

traces are divided into the following groups:

Recent
Activity

157

Here you can view and remove information about
applications you recently used, about files you recently
worked with and/or recently openedisaved via
Open/Save As dialogs, about websites you recently
visited, etc. Such traces are very often to be created but
if's used to be contained in the Registry

(i Associaiy

9 Traces
The system can store some associations, for example,
default programs forfile types and protocols, information
about modules containing components for other
programs, etc. There might be information from software
already removed from the system. All these traces are in
the Registry

- Caches

Here you can view and remove various caches the
system or applications can create

Some caches can keep various privacy.

Some caches will be recreated after removing

storing
Traces

The system can store various information used for faster
functionality of the system andlor applications. Also can
be stored the information used by applications already
removed from the system. The most of these traces are
in the Regisiry

A Installer
- Traces

Here you can remove traces left after uninstalling
applications
Most of these traces are in the Registry.

Wiscellaneous
Traces

L)

Here you can view and remove various unique traces
that can be grouped together.

Sometimes by removing all these fraces you can gain
sufficient drive space

¢ Go to the required section(s) and select the required items.

The section may contain some critical items that may affect system performance. R-Wipe & Clean will

throw a warning about these items if you select the entire section.
Critical Item warning

Clean Critical Traces

Among the items to be selected for cleaning there are ones containing critical or important traces.
In the list below you should check items the traces of which you would like to clean.

Item

O ’a Stored Wireless
. Networks Profiles
> Defragmentation
& @ List
Prefetch
o Traces

N

N

Section View Details Don't warn again
onTaes @ =
onTaes @ o
OmTaces @ o

« | =

Select these items only if you completely understand what you are doing.
e Click the Clean Now button.
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R-Wipe & Clean will start cleaning the computer, and the Deleting and wiping dialog box will appear

showing the cleaning progress.
System traces are divided into nine parts:

Logs: More Information...

This part allows you to inspect and clean various logs created by various system components. Quite often
you may gain some free drive space upon removing these logs.

BLB Service
Events Log

L  BLB Service Events Logs [

Clean Now

The Block Level Backup (BLB) Engine Service allows uploading only the changed parts of files
instead of whole files. It can create logs of its events.

Component-
Based
Servicing Log

. ., Boot File Repair Log Clean Now
Boot File
. The Boot File Servicing Utility can create a log of the Boot File repair.
Repair Log
\
@ Component-based Servicing Log @ Clean Now

The Compenent-Based Servicing architecture is designed for installation of Windows components,
updates or driver files and can create a log of its activity that assists in froubleshooting.

Date and Time Level Action “
2018-05-1819:29:58 Info  CBS Tl --- Initializing Trusted Installer ---

2018-05-1819:2%:58 Info  CBS Ti: Last boot time: 2018-D5-18 19:25:44.321

2018-03-1819:2%:38 Info  CBS Starting TrustedInstaller initialization.

2018-05-1819:29:58 Info  CBS Lock: New lock added: CCbsPublicSessionClassFactory, level: 30, total lock:4

Delivery
Optimization
Service Events
Logs

M Delivery Optimization Service Events
- Logs

& Clean Now

The Delivery Optimization Service performs content delivery optimization tasks and can create logs
of its events that assist in troubleshooting.

Deployment
Image Service
and
Management
Log

T Deployment Image Service and
Management Log

@ Clean Now

The Deployment Image Service and Management (DISM) tool performs servicing tasks on a
Windows installation image and can create a log file of its activity that assists in froubleshooting.

Action e
DISK APl PID=10392 TID=10028 Dismpi.dil:
DISM APl PID=10392 TID=10028 Dismpi.dil: <----- Starting DismApi.dil session ----
DISM APl PID=10392 TID=10028 Dismipi.dil:
DISM APl PID=10392 TID=10028 DisméApi.dil: Version 10.0.16299.15 - Disminitializelnt

Date and Time Level
2017-10-2101:13:42 Info
2017-10-2101:13:42  Info
2017-10-2101:13:42 Info
2017-10-2101:13:42 Info

- Disminitialize

- Disminitialize

Diagnostics
Logs

B Clean Now

Bl Diagnostics Logs

Your system creates several log files that assist in troubleshooting

Active Directory Installation and Removal Log Files
Active Directory Installation Wizard Log Files

Blaster Worm Removal Tool Log Files

Domzin Contraller Promoting Log Files

Disk Recovery
Logs

Disk Recovery Logs a

. Clean Now

When a disk is being recovered, the system can create some diagnostic and event logs.

Event Logging
Diagnostic
Logs

H Clean Now

B Event Logging Diagnostic Logs

The Event Logging component of the system can create diagnostic logs that later can assist in
froubleshooting.

LSA Events
Logs

4 LSAEvents Logs

& Clean Now

The LSA (Local Security Authority) validates users for local and remote sign-ins and enforces
local security policies. It can create logs of its events that assist in troubleshooting

Measured Boot
Logs

“+, Measured Boot Logs

Clean Now

When system starts, the Measured Boot feature provides antimalware software with a trusted
log of all boot components in that to determine whether components are trustworthy versus
infected with malware.
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MS DTC
Service Trace
Logs

(s MS DTC Service Trace Logs & Clean Now

The Microsoft Distributed Transaction Coordinator (DTC) service coordinates transactions
between databases, message queues, file systems, and ofher resources and can create trace
logs for diagnostic purposes.

] dtctrace.log 2015-08-20-23-43-21-0262-00 ~
] dtctrace.log 2015-11-16-22-20-04-0341-00
[ dtctracelog.2015-11-16-23-03-14-0485-00
] dtctrace.log 2016-03-09-15-26-58-0839-00

NDF Logs

& NDF Logs B Clean Now

The Network Diagnostics Framework (NDF) provides a way for users to diagnose and repair a
network problem using a single froubleshooting tool.

‘ (] eventlog.etl

NET
Framework
Logs

ns NET Framework Logs ~ Glean Now

Some tools and services of the NET Framework can create log files that assist in troubleshooting.

File Name Platform Version
[Elngeniog  Frameworksd  v4.030319
Zngenlog  Frameworkbd v2.050727
[Elngenlog  Framework  v4030319
SIngenlog  Framework  v20.50727
[El ngen.oldlog Frameworksd  v4.030319
| ngen.oldlog Framework  vA030319

Network Setup
Service Events
Logs

Clean Now

[i]  Network Setup Service Events Logs

The Network Setup Service manages the installation of network drivers and can create logs of its
events that assist in troubleshooting

| FileName  Last Modification Time

Program Install
Logs

o Program Install Logs Clean Now

For compatibility checking. the System can create logs of the programs installation.

Program Name Installer Path Start Time Finish Time A
AVS Update Manager C:\Program Files (x8.. 10/30/2018 18:38:03  10/30/2018 1%:11:16
AVS Update Manager Ci\Program Files (x8... 02/20/2019 11:48:27  02/20/2019 12:00:04
VS Update Manager C:\Program Files (x8... 02/20/2018 11:48:27  02/20/2019 11:5¢:18
ANS Update Manager Ci\Program Files (x8... 10/30/2018 18:38:03  10/30/2018 12:10:32
VS Update Manager C:\Program Files (x8... 02/20/2016 11:48:27  02/20/2019 11:58:14
ANS Update Manager Ci\Program Files (x8... 10/30/2018 18:38:03  10/30/2018 12:08:18
AVS Update Manager C:\Program Files (x8...  02/20/2019 11:48:27  02/20/2019 11:57:10
AVS Update Manager Ci\Program Files (x8... 10/30/2018 18:38:03  10/30/2018 12:05:48
AVS Update Manager C:\Program Files (x8...  02/20/2019 11:48:27  02/20/2019 11:55:50
AVS Update Manager Ci\Program Files (x8... 10/30/2018 18:38:03  10/30/2018 12:01:53
AVS Update Manager C:\Program Files (x8..  10/30/2018 18:38:03  10/30/2018 13:01:53

SAM Events
Logs

[  SAM Events Logs S Croniiow

The Security Account Manager (SAM) is used to authenticate local and remote users in that to
prevent unauthenticated users accessing the system. It can create logs of its events that
assist in troubleshooting

Server-
initiated
Healing Events
Logs

|  Server-initiated Healing Events Logs @ Clean Now

The Server-initiated Healing is used by Windows Update and can create logs of its events that assist
in troubleshooting

L] 5IH.20180704.220411.212.1.etl
7] 5IH.20180705.203844.167.1.et|
] SIH.20180707.185329.394.1.etl
|| §1H.20180708.213903.515.1.etl
| ] SIH.20180710.185709.118.1.etl
[ 51H.20180710.200825.708.1.etl
] 5IH.20180711.182752.722.1.etl

Services Logs

9§  Services Logs %@ CleanNow

Services may create log files that assist in troubleshooting

COM+ Services Log Files
Internet Information Services Log Files

Task Scheduler (Scheduled Tasks) Service Log Files

Windows Image Acquisition (WIA) Service Log Files

Sleep Study
Events Log

&  Sleep Study Events Logs @ Clean Now

The Sleep Study tool can help you identify sources of battery drain that occurred while the
PC was in sleep mode and can create logs of its events that assist in troubleshooting.

[} abnormal-shutdown-user-not-present-trace-2018-12-04-19-58-41 etl -
] SereenOnPowerStudy TraceSession-2017-10-21-00-42-41.tl
] SereenOnPowerStudy TraceSession-2017-10-21-00-57-42.etl
] ScreenOnPowerStudy TraceSession-2017-10-21-01-15-40.etl
] SereenOnPowerStudyTraceSession-2017-10-23-18-43-43.etl
] ScreenOnPowerStudy TraceSession-2017-10-25-23-44-10.etl
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Startup File
Renaming Log

={ Startup File Renaming Log =} Clean Now

The system can create a log file of the file renaming operations made during System startup that
assists in troubleshooting.

Date and Time Actien e
5/18/2018 21:47:57  PFRO Error \F7\C:\ProgramData\Microsoft\Windows\ ClipSVCitokens,dat.000, |delete operation],
5/18/201321:47:57 11 Successful PFRO operations

53/25/2018 21:34: PFRO Error: \TT\C:\P Data\Micr findows\ClipSVC\tokens.dat.000, |delete operation|,
5/25/201321:3419 11 Successful PFRO operations

5/25/2018 21:52:25  PFRO Error: \PAC:\ProgramData\Microsoft\Windouws Defender\Definition Updates{C0005B06-58

Storage Group
Policy Log

Storage Group Policy Log = Clean Now

~

The system can create a log of the Storage management performed via Group Policy.

07/12/2022 20:39:44.00000475: RegEnumKey ExW failed with (259) "
07/12/2022 2(:39:44.00000475:GP object initialized successfully

07/12/2022 2(:39:44.00000538: Deny_All ot set for all. Will query other 6 GUIDs.

07/12/2022 20:39:44.00000338: Policy for other GUID is not enabled, status: 1008

System
Restore Event
Log

System Restore Event Logs & clean Now

The System Rstore can create a log of ifs events that assists in troubleshooting.

Tracing Logs

| Tracing Logs Clean Now

Your system can create various fracing log files that assist in troubleshooting.

Bandwidth Allocation Protocol &
Extensible Authentication Protocol over LAN
Internet Authentication Service Server Data Object

Kernel-Mode Device Driver Service Provider

WDI Diagnostic

Bl WDI Diagnostic Log = Clean Now

The Windows Diagnostic Infrastructure (WDI) helps to detect, diagnose, and resolve common
problem scenarios with minimal user intervention

Logld File Creation Time Last Modification Time  Log Group Id &
Lo {11284edf -fbab-48bd-86e1-276143809928])  7/10/2018 G:55:40PM  7/10/2018 &:35:40PM  (9f41811a-0429-42aa-;
g {1b23ceT5-cdal-4ifb-0432-25db0d2bb85e]  6/22/2018 S141TPM  6/22/2018 5:1417PM  {533a6Teh-0fb5-473d-
{20ced4ae-86ac-4659-aeec-a34722422421)  T/10/2018 B:S40TPM  7/10/2018 6:5407PM  (333a67eh-9fb5-473d-
{21bb8474-edb2-4a3e-Bdae-11{b194b2e1}  6/22/2018 S:05:17PM  6/22/2018 S:05:17PM  {86432a0b-3cTd-Addf-
{3ad2cf2a-5bb2-4222-0466-T9eddanbf2be}  6/25/2018 G:45:ATPM  6/25/2018 9:45:47PM  (333a67eh-9fb5-473d-
{4116Fel1-fd7d-d6cd-Oead-ddB3edccefec)  6/25/2018 103217 PM  6/25/2018 10:32:17 DM [533a67eh-0fb5-473d-
{48d0bb19-Oce6-496-078e-1cfb360a0ad5}  7/3/2018 6:16:24PM  7/3/2018 6:16:24PM  [533a67eh-3fb5-473d-
&  WDI Events Logs @ Clean Now
The Windows Diagnostic Infrastructure (WD) helps to detect, diagnose, and resolve common
W DI Eve nts problem scenarios with minimal user intervention and can create various logs of its events.
Log | BootPerfDiagLogger.etl
_| shutdownPerfDiagLogger.et!
| WeiContextLog.etl.001
| WdiContextLog.etl.002
] WdiContextLog.etl.003
Bl WDI Startup Log B Clean Now
The Windows Diagnostic Infrastructure (WDI) can store some information about applications
WDI Sta rtup launched during System startup that assists in troubleshooting.
Logs Start Time ProcessFile Path  ParentProcess  Parent Process Start Time  User 4]
] 2018/07/07:15:51:04.1930372 C:\Deevic explorerexe  2018/07/07:15:50:37.4973082  Tester 1
] 2018/07/07:15:51:05.1503660 C:\De explorerexe  2018/07/07:15:50:37.4973082  Tester 1
2018/ 51:05.5707437 C:\Devic explorerexe  2018/07/07:15:50:374973082  Tester 1
) 2018/07/07:15:51:07 5001053 C:\Dev runonce.exe  2018/07/07:15:51:06.6048408  Tester 1
@  Windows Events Logs @ Clean Now
W_ d Your system keeps a log of Windows events (System, Security, and Applications).
E tS L Type Group Date and Time Source  Category Event User Computer ~
ven Og @ nformation Application  Mon Apr 1620:2550 2018 ESENT  General 16 SVSTEM Windows1
@ nformation Application  Mon Apr 1620:26:49 2018 ESENT  General 916 SVSTEM Windows1
@ nformation Application  Mon Apr1620:28332018  ESENT  General 916 SYSTEM Windows1
@ nformation Application  Mon Apr 1620:2024 2018 Micros.. None 100D SVSTEM Windows1
< . "
@ Windows Firewall Logs @ Clean Now

Windows
Firewall Log

Your system may keep a log of the Windows built-in firewall. You need to restart your system to start
wiping this log. You will be prompted fo restart your system or to delay wiping until the next restart.

Date Time Action Protocel SourcelP Address Source PortNumber Destination P Address Destination Port |

WInRE Logs

€  WInRE Logs € Clean Now

The Windows Recovery Environment (WIinRE) is a recovery environment that can repair
commen causes of unbootable operating systems.

FileName Date and Time
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WIP Logs
(Windows
10+)

WIP Logs

Clean Now

Windows Information Protection (WIP) helps to protect against enterprise data leakage
through apps and services, like email. social media, and the public cloud. which are oufside
of the enterprise's control.

WMI Events
Log

S WMI Logs & Clean Now
Windows Management Instrumentation (WMI) and WM providers create several log files that assist
in [TUUD\ES"DDNHQ

AutoDiscovery/AutaPurge (ADAP) Log Files
Directory Services Provider Log Files

Event Log Provider Log Files

Managed Object Format (MOF) Compiler Log Files

AAD Events
Log
(Windows
10+)

AAD Events Log

@ clean Now

The Azure Active Directory (AAD) provides you with common identity and access
capabilities to all web services and can create a log of its events.

4/29/2021 2:24:07 PM

6/23/2021 9:40:33 AM

Date and Time Event
6/18/2020 6:11:02 PM

Operation name: GetTokenSilently

Error: 0XBAAT0DDA Upgrade default pawn task complete:

Logged at UpdateDefaultPawn.cpp, line: 43, method: UpdateDefaultPaw
Error: 0XBAASODES Enumeration status set for existing webaccounts suc
Logged ot AccountEnumerationStateMigration.cpp, line: 72, method: A«
Error: 0X80070057 The parameter is incorrect..

Exception of type ‘class WinRTException' at WebAccountProcessor.cpp,
Log: Oxcaa5001c Token broker operation failed,

AAD User
Device
Registration
Log
(Windows
10+4)

]

AAD User Device Registration

Log

Clean Now

The Azure Active Directory (AAD) is Microsoft's cloud-based identity and access
management service. which helps a company's employees sign in and access both
external and internal resources of the company.

Date and Time Event
4/25/2020 435:24PM
4/25/2020 4:35:24 PM
4/25/2020 438:34PM
4/25/2020 4:53:01 PM

AutoloinSve/WiinitializeWorkplaceloin: PC is NOT domain joined, Disab
AutoloinSuc/WinitializeWorkplaceloin: PC is NOT domain joined. Disab
AutoloinSve/WinitializeWorkplaceloin: PC is NOT domain joined, Disab
Windows Hello for Business provisioning will not be launched,

AppID Events
Log

[}  ApplD Events Log

The system can create an event log for actions with AppIDs.

[ Clean Now

Application
Experience
Events Log

Application Experience Events Log

L8 Clean Now

The Application Experience Service automatically applies software updates to programs to make sure that
they run on newly released versions of the Windows operating system. This service can create a log of its

events.

Date and Time
8/6/2018 9:23:12PM
8/6/2018 %:23:12PM
8/6/2018 9:23:12PM
8/6/2018 9:23:14PM
8/6/2018 %:23:14PM
8/6/2018 9:23:40 PM
8/6/2018 9:23:47PM
8/6/2018 %:24:21PM
8/6/2018 9:24:37 PM
8/6/2018 9:24:37 PM
8/6/2018 %:24:37 PM
8/6/2018 9:26:08 PM
8/6/2018 9:26:08 PM
8/6/2018 9:26:08 PM
8/6/2018 9:27:00 PM
8/6/2018 9:2T:09 PM
8/6/2018 %:2T:09 PM
8/6/2018 %:2T:14PM
8/6/2018 9:46:44 PM
8/6/2018 9:54:44 PM
8/6/2018 3:34:44 PM
8/6/2018 10:22:44 PM
8/6/2018 10:55:59 PM
8/6/2018 11:1%:34 PM

Program Path
CAWINDOWS\SystemApps\Microsoft MicrosoftEdge .

Fix Name
MicrosoftEdge

CAWINDO! pps\Microsoft.MicrosoftEdge B...
CAWINDOWS\SystemApps\ Microsoft MicrosoftEdge 8.
CAWINDOWS\SystemApps\Microsoft MicrosoftEdge .

MicrosoftEdg
MicrosoftEdge
MicrosoftEdge

CAWINDO! pps\Microsoft.MicrosoftEdge B...
C:\Program Files (x86)\Opera\54.0.2952 64\opera.exe

C:\Program Files (x86)\Opera\54.0.2952 64\opera.exe

C:\Program Files (x86)\Opera\54.0.2952.60\opera.exe

C:\Program Files (x26)\OpenOffice 4\programi\soffice.exe
C:\Program Files (x86)\OpenOffice 4\programisoffice.cxe
C:\Program Files (x86)\OpenGffice 4\programsoffice.bin
C:\Program Files (36)\OpenOffice 4\programisoffice.exe
C:\Program Files (x86)\OpenOffice 4\programisoffice.cxe
C:\Program Files (x86)\OpenGffice 4\programsoffice.bin
C:\Program Files (86)\OpenOffice 4\programisoffice.exe
C:\Program Files (x86)\OpenOffice 4\programisoffice.cxe
C:\Program Files (x86)\OpenGffice 4\programisoffice.bin
C:\Program Files (36)\Opera\34.0.2952.64\opera.exe

ft

C:\Program dows.Ph.

MicrosoftEdg
Opera

Opera

Opera

010 Legacy Registry Entries (User Compat F
StarOffice 6/7 and OpenOffice

Apache OpenOffice

010 Legacy Registry Entries (User Compat F
StarOffice 6/7 and OpenOffice

Apache OpenOffice

010 Legacy Registry Entries (User Compat F
StarOffice 6/7 and OpenOffice

Apache OpenOffice

Opera

Mic ft. d Photos.

C\Program Files\WindowsApps\microsoft windowsco..
CAWINDOWS\system32\backgroundTaskHost.exe
CAWINDOWS\system32\backgroundTaskHost.exe
C:\Program Files\WindowsApps\microsoft windowsco..
C:\Windows\SystemApps\Microsoft. Windows. Cortana_...

Microsoft Apps

Cortana

Microsoft WindowsStore
Microsoft Apps

Cortana

Application
Server Events
Log

8

Application Server Events Log @ Ciean Now

The Application Server provides an integrated environment for deploying and
running custom, server-based business applications and can create a log of its
events.

Dateand Time  Event

AppLocker
Executable
Events Log

AppLocker Executable Events Log

Clean Now

The AppLocker allows to control which executable files are denied or allowed to execute and
can create a log of its events.

Dateand Time  Event
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AppLocker
Script Events
Log

AppLocker Script Events Log Clean Now

The Applocker allows to control which scripts are denied or allowed fo execute and can
create a log of its events.

Dateand Time  Event

AppModel Runtime Events Log 5 Clean Now

The AppModel Runtime component of the System used by the Universal Windows Platform applications can
create a log of its events.

Date and Time

Event

1/31/2013 5:13:43PM  AppModel Runtime status for package MicrosoftWindowsCamera 2017.92110.0.x64_Swekyb3d3hbwe
1/31/2018 5:1343PM  Failed with 0X480 modifying Apphodel Runtime status for package Microsoft.WindowsCamera_2017.11
1/31/2013 5:13:44PM  Successfully updated AppContainer MicrosoftWindowsCamera_Swekyb3dabbwe,
/3172013 5:13:51PM  AppModel Runtime status for package Microsoft.Getstarted_6.5.2851.0x64_8wekyb3d3bbuwe for user W
1/31/2018 5:13:51PM  Failed with 0X490 modifying AppModel Runtime status for package Microsoft. Getstarted_6.7.3462.0_x64,
/3172018 5:13:51PM  Successfully updated AppContainer Microsoft Getstarted_Bwekyb3dabbwe.
/3172013 5:1417PM  AppModel Runtime status for package Microsoft.GetHelp_10.1706.1981.0 x64_Bwekyb3d8bbwe for user
AppMOdeI 1/31/2018 5:14:17PM  Failed with 0X490 modifying AppModel Runtime status for package Microsoft.GetHelp_10.1706.3471.0_x
. /3172013 51417PM  Successfully updated AppContainer Microsoft GetHelp_8wekyb3dgbbwe,
Runt| me 1/31/2018 5:15:21PM  AppModel Runtime status for package Microsoft.Wallet_1.0,16328.0_x64_8wekyb3d8bbwe for user WINI
/3172018 5:15:22PM  Successfully updated AppContainer MicrosoftWallet Swekyb3dabbwe,
Eve nts Log /31/2013 5:15:22PM  Successfully created AppContainer Microsoft.Wallet_Swekyb3dibbwe.,
/3172018 5:1523PM  Successfully deleted AppContainer Microsoft.Wallet_Swekyb3d8bbwe.
1/31/2013 5:16:20PM  AppModel Runtime status for package Microsoft.WindowsStore_11712.1001.11.0_x64_8wekyb3dSbbuwe-
/3172018 5:16:20PM  Failed with 0X480 modifying Apphodel Runtime status for package Microsoft.WindowsStore_11712.100°
/3172018 5:1621PM  Successfully updated AppContainer Microsoft WindowsStore_Swekyb3dabbwe.
1/31/2013 5:1G:36PM  AppModel Runtime status for package microsoftwindowscommunicationsapps_17.8730.21725.0.x64_8
1/31/2018 5:16:36PM  Failed with 0X480 modifying Apphodel Runtime status for package microsoft.windowscommunication:
1/31/2018 5:16:36PM  Successfully updated AppContainer mi z
/3172012 5:18:00PM  AppModel Runtime status for package Microsoft.SkypeApp_12.12.257.0_x64_laf8qud38zg5c for user WIN
1/31/2018 5:18:09PM  Failed with 0X490 modifying AppModel Runtime status for package Microsoft. SkypeApp_12.1803.279.0:
1/31/2013 5:18:09PM  Successfully updated AppContainer Microsoft SkypeApp_kefSquf3szgse,
1/31/2018 5:5028PM  AppContainer onecorelds\security\gina\profile\profext\appcontainer.cpp Line:1783 Usermode Font Drir
5/2018 TA002PM  AppModel Runtime status for package Microsoft.StorePurchaseApp_11712.1201.10002.0.x64_8wekyb3d
2/5/2018 TA002PM  Failed with 0X490 modifying AppModel Runtime status for package Microsoft. StorePurchasespp 11801, ,
< >
App Readiness Diagnostics Log & Clean Now
App Rea d | ness The App Readiness Service gets apps ready for use the first time a user signs in to PC or
when adding new apps and can create the diagnostics log that assists in troubleshooting
DlagnOStlcs Date and Time Event &
Log 7/10/2019 2:4012PM AP Enter for 'S-1-5-18" (Process: 4196)
7/10/2019 2:40:12PM  API Exit for 'S-1-3-12' (Process: 4196 Result: The operation completed successfully.)
7/10/2019 24154PM  '5-1-5-21-3229151206-1869599629- 3662833694-1001" has logged on.
7/10/2010 2:42:01 PM AP Enter for 'S-1-5-21-2220151806-1860500620-3662233604-1001" (Process: 6580)
App Readiness Service Log @ Clean ow
The App Readiness Service gets apps ready for use the first time a user signs in to PC or
when adding new apps and can create a log of ifs events.
App Readlness Date and Time Event A
SerV|Ce Log 10/21/2017 1:05:32AM  App Readiness service has started.
10/21/2017 1:03:32 AM  Task 'ART:AppxPreRegistration’ is added for SYSTEM\NT AUTHORITY, tasks: 1
10/21/2017 1:05:32AM  App Readiness service has completed tasks for SYSTEM\NT AUTHORITY.
10/21/2017 1:05:36AM  Pre-registration for 'Microsoft VCLibs.140.0014.0.24123.0 x86_8wekyb3d3bbwe fail
10/21/2017 1:05:36 AM  Pre-registration for "Microsoft VCLibs.140.00_14.0.24123.0_x64_Bwekyb3d8bbwe' fail
10/21/2017 1:05:37 AM _ Pre-registration for 'Microsoft.3DBuilder_13.0.10349.0_ neutral_-_8wekyb3d2bbwe fa
AppX Deployment Server Events Log & Ciean Now
The AppX Deployment Server used for updating Store applications can create a log of its events.
~

AppX
Deployment
Server Events
Log

Date and Time

9/21/2018
9/21/2018
9/21/2018
/2172018
9/21/2018
9/21/2018

9/21/2018
/2172018
9/21/2018
9/21/2018
9/21/2018
9/21/2018
9/21/2018
/2172018
9/21/2018
9/21/2018

8:23:21 PM
8:23:22 PM
8:23:23 PM
2:22:23 PM
8:23:23 PM
8:23:23 PM

8:22:23 PM
8:23:25PM
8:23:26 PM
8:22:26 PM
8:23:26 PM
8:23:26 PM
8:22:26 PM
8:23:26 PM

9/2172018 8:23:27 PM

Event

Capability parsing started for the package Microsoft Windows.AssignedAccessLockipp_1000.16299.637.0
Started bytecode generation for package Microsoft. Windows AssignedAccessLockApp_1000.16299.637.0_
Finished bytec for package Microsaft.Windows.AssignedAccessLockApp_1000.16299.637.0
Finished servicing package Microsoft. Windows. AssignedAccessLockApp_1000.16200.15.0_neutral _neutral

Finished servicing package Microsoft. Windows. AssignedAccessLockApp_1000.16299.637.0_neutral_neutre
Registration will process the User extensians in the following order:
d d ider wi rtoPlayContent wi toPlayDevice wind
windows.activatableClass.d loadUpload ds h d fileO, icker fil Pic
d aunch wind yp iation winds tocol wind
d DataAce onfigTask 4
dows intemal fileP dows.dialPretocol windows.lockScreenComponent windows. pr
d d t3DWorkflow windows.comServer windows. windo

CAWindows\SystemApps\Microsoft. Windows AssignedAccessLockApp_cwnTh2oyewy\AppxManifestx
Deployment Register operation on Package Microsoft.Windows AssignedAccessL ockApp_1000.16299.637
During-logen registration of package Microsoft.Windows.AssignedAccessLockApp_10.0.16299.637_neutr
Updating registry for package Microsoft:Windows AssignedAccessLockApp_10.0.16209.637 neutral_neutr
Started deployment RegisterByPackageFamilyName operation on  package with main parameter: Micro:
Creating Resiliency File C:\P) Data\Micr y\5d8c1947-Tded-4b63-adec-
Deployment Register operation on package Microsoft.Windows Apprep. ChicApp_1000.16299.637.0_neutra

The deplayment aperation for the user is converted to an update operation. Outdated package: Microsof
In-place package update policy result for Microsoft Windows.Apprep. Chipp_1000.16209.637.0_neutral_r

Registration will process the User extensions i the following order

d d ftoPlayContent toPlayDevice wind
windows.activatableClass.downloadUpload wind b windowsfileOpenPicker fileSavePic

d aunch wind yp iation wind tocol wind: v
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AppX Deployment Service Events Log € Clean Now

The AppX Deployment Service used for deploying Store applications can create a log of its events.

Date and Time Event &

8/31/2018 1201:05AM  Microsoft Windows.ContentDeliveryManager_cwSnTh2tgyewy is registered in good state, skip re-registe!

8/31/2018 11:2521PM i . is registered in good state, skip re-registering
8/31/2018 11:25:21PM  Microsoft.ZuneVideo_8wekyb3dBbbwe is registered in good state, skip re-registering it
8/31/2013 11:25:21PM  mi is registered in good state, skip re-registering

8/31/2018 11:25:21PM  Microsoft Windows.ContentDeliveryManager_cwSnTh2tgyewy is registered in good state, skip re-registe!
8/31/2018 : Microsoft Windows.Cortana_cwSn1h2teyewy s registered in good state, skip re-registering it

3172018 Microsoft.SkypeApp_kefia33zg5c i registered in good state, skip re-registering it

Apr 8/31/2018 11:25:22PM  MicrosoftWindows.Cortana_cwSn1h2byewy is registered in good state, skip re-registering it
8/31/2018 11:25:22PM  Microsoft Wallet_Bwekyb3d8bbuwe is registered in good state, skip re-registering it

Deployment 8/3172013 11:25:22PM  MicrosoftWindows.Cortana_cw5n1h2tyewy is registered in good state, skip re-registering it

. 8/31/2018 11:25:22PM  MicrosoftWindows ContentDeliveryManager_cwSnTh2bxyewy is registered in good state, skip re-registe!
s ervice EVe nts 8/31/2018 11:25:22PM  Microsoft. Wallet_8wekyb3d8bbuwe is registered in good state, skip re-registering it
8/31/2018 11:2522PM  MicrosoftWindowsStore Swekyb3d8bbwe is registered in good state, skip re-registering it
Log 8/31/2012 11:25:22PM  MicrosoftWindows Cortana_cwn1h3tyewy is registered in good state, skip re-registering it

8/31/2018 11:2522PM  mi . is registered in good state, skip re-registering
8/31/2018 11:2522PM  MicroseftWindows.ContentDeliveryManager_cwSnThahyewy is registered in good state, skip re-registe!
8/31/2018 11:2522PM  MicrosoftWindowsStore Swekyb3d2bbwe is registered in good state, skip re-registering it
8/31/2018 11:25:23PM  MicrosoftWindows Cortana_cwSn1h2txyewy is registered in good state, skip re-registering it
8/31/2018 11:2527PM  MicrosoftWindows.Cortana_cwSnlh2teyewy i registered in good state, skip re-registering it
8/31/2018 11:2603PM  MicrosoftWindows.ContentDeliveryManager_cwSnlh2yewy is registered in good state, skip re-registe!
8/31/2018 11:26:03PM  MicrosoftWindows ContentDeliveryManager_cwSnTh2bxyewy is registered in good state, skip re-registe!
8/31/2018 11:2603PM  MicrosoftWindows.ContentDeliveryManager_cwSnTh2byewy is registered in good state, skip re-registe
8/31/2018 11:2603PM  MicrosoftWindows.ContentDeliveryManager_cwSnTh2byewy is registered in good state, skip re-registe!
8/31/2018 11:26:03PM  MicrosoftWindows Cortana_cwSn1h2txyewy is registered in good state, skip re-registering it
8/31/2018 11:26:04PM  MicrosoftWindows.ContentDeliveryManager_cwSnTh2byewy is registered in good state, skip re-registe
8/31/2018 11:26:07PM  MicrosoftWindows.ContentDeliveryManager_cwSnTh2teyewy s registered in good state, skip re-registei v
< >

AppX Packaging Events Log € Clean Now

The system can create a log of events that occurred with Microsoft Store application packages.

Apr Date and Time Event

Packaglng 7/10/2019 3:31:19PM  App manifest validation warning: Declared namespace http://s ft. /2pp: 10/7 is it will be ignored during manifest processing.
7/10/2019 3:31:19PM  App manifest validation warning: Declared namespace hitp://schemas.microsoft.com/app: i 10/7 is it will be ignored during manifest processing,
Eve nts Lo 7/10/2019 3:31:22PM  App manifest validation warning: Declared namespace http://schemas.microsoft.com/appx/2013/xbox/manifest is inapplicable, it will be ignored during manifest processing.
g 7/10/2019 3:31:22PM  App manifest validation warning: Declared namespace hitp://schemas.microsoft.com/appx/2013/xbox/manifest is inapplicable, it will be ignored during manifest processing.

7/10/2019 3:31:25PM  App manifest validation warning: Declared namespace http://schemas.microsoft.com/ per/appx/2015/build is it will be ignored during manifest processing.
7/10/2019 3:31:25PM  App manifest validation warning: Declared namespace hitp://schemas.microsoft.com/ per/appx/2015/build is it will be ignored during manifest processing
7/10/2019 331:35PM  App manifest validation warning: Declared namespace http://schemas.microsoft.com/app: i 10/3 is it will be ignored during manifest processing.
7/10/2019 3:31:35PM  App manifest validation warning: Declared namespace http://schemas.microsoft.com/app: i 10/3 is i it will be ignored during manifest processing,

Apr AppX Restricted Deployment & ciean now

Log
ReStI‘ICted The AppX Deployment Server used for updating Store applications can create a

log of its restricted operations events.

Deployment
Log ‘ Dateand e uent

Apr fggx Undocked DEH Events & cieannow
Undoc ked DEH The Deployment Extension Handler (DEH) allows apps to access extensibility points

inthe syslem, An undocked DEH Smps outside of an OS release. It can create a \Dg
Events Log of s ovents.
(Windows
10+)

Dateand Time  Event

(2 Audio Devices Events Log i Clean Now

The system can create a log of the events in various audio devices of this PC.

Date and Time Event foF

Audlo DeV|ceS 6/18/2020 4:42:40PM  MMDevAPl: Audio device state changed

Device Name: UNKNOWN
Eve nts Log Device Id: {0:0.1.00000000} {40d67ce-ef5a-dec3-bc28-26dfbedb0c2c}
Flow: 1
New State: 4
6/18/2020 4:49:40PM  MMDevAP!: Audio device state changed
Device Name: UNKNOWN
Device Id: {0.0.1.00000000} {49d67cBe-ef5a-dec5-bc28-26dfbeDb0c2c}
Flow: 1
New State: 4

Authentication Ul Events Log Clean Now

Authe ntlca tion ;T:r%yts;am”:an keep a log of events that occurred during user authentication via user
UI Events Log

Date and Time Event
2/6/2022 10:26:03 AM  The autologen setting has been removed because user has finished setup the machine.

Clean Now

Bl  Audio Glitch Detection Log

Audio Glitch
Detection Log

The Windows Audio service can defect audio glitches in audio playback and log it.

Dateand Time  Event
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© Audio Playback Log O Cleantow

The Windows Audio service can create a log of the Audio playback.

Date and Time Parameters A
1/13/2018 10:12:01PM  Format: 3
i Sampling rate: 43000
AUdIO PlaybaCk Offloaded: false
1/18/2018 10:12:08PM  Format: 1
Log Sampling rate: 44100
Offloaded: false
1/18/2018 10:12:30PM  Format: 1
Sampling rate: 44100
Offloaded: false
1/18/2018 10:13:39PM  Format: 1
Sampling rate: 44100
Offloaded: false
Azure Settmg fzure Setting Sync Events P—
o9
Sync Events
Azure is a cloud service used for managing applications and services through
L Microsoft-managed data centers. When sync settings across devices, it can create
Og a log of the events.
(WlndOWS ‘ Dateand Time  Event
10+)
Backup and 12_; Backup and Restore Debug W Clean Now
R Deb .
eStore u9 The Backup and Restore component of the system can create a debug log that
L can assist in troubleshooting
0g
(W| ndows Dateand Time  Event
10+)
% BDP Tool Events Log & ceannor
BDP TOOI The BitLocker Drive Preparation (BDP) Tool is used to prepare the computer for BitLocker
Drive Encryption and can create a log of its events.
Events Log
Date and Time  Event
%  BitLocker Events Log B0 Clean Now
The BitLocker is designed to protect data by providing encryption for entire volumes and can
create a log of it events.
BitLocker :
6/13/2020 6:04:40PM  The following DMA (Direct Memery Access) capable devices are not declared s protect:

Events Log

I3 Bridge:
PCNVEN_8086&DEV_8C5C (Intel(R) H81 LPC Controller - 8C5C)

PCl-to-PCl Bridge:

PCNVEN_8086&DEV_8C14 (Intel(R) 8 Series/C220 Series PCl Express Root Port #3 - 8C14)
PCNVEN_8086&DEV_8C10 (Intel(R) & Series/C220 Series PC| Express Root Port 21 - 8C10)
PCNVEN_80868DEV_8C16 (Intel(R) 8 Series/C220 Series PCl Express Root Port #4 - 8C16)

BITS Events
Log

1 BITS Events Log g Clean Now

The Background Intelligent Transfer Service (BITS) transfers files in the background using idie
network bandwidth and can create a log of its events.

Date and Time Event
10/21/2017 12:46:34 AM  The BITS service shut down successfully, but it was delayed for 320,671 seconds. This
10/21/2017 12:58:40 AM  The BITS service loaded the job list from disk.
10/21/2017 12:58:43 AM  The BITS service created a new job.

Transfer job: Font Download

Job ID: {B7259060-4826-46AD-AC28- 8804 AGEE2BIE}

Ouwner: NT AUTHORITY\LOCAL SERVICE

Process Path: CA\Windows\System32\svchost.exe

Process ID: 1316
10/21/2017 12:58:45AM  High performance property for BITS job "Font Download” with ID *{B7259060-4826-4¢
10/21/2017 12:38:48 AM Theinitialization of the peer helper modules failed with the following error: 0X800700:
10/21/2017 12:58:48 AM  BITS started the Font Download transfer job that is associated with the https://fs.micr
10/21/2017 12:58:48 AM  BITS stopped transferring the Font Download transfer job that is associated with the h

BranchCache
Service Events
Log

@y BranchCache Service Events & ciean tiow
Log

The BranchCache service caches network content from peers on the local subnet
and can create a log of its events.

‘Ds(eand'ﬁme Event

BTIS Events
Log

BTIS Events Log #  Clean Now

The Background Tasks Infrastructure Service (BTIS) controls which background tasks can run on
the system and can create a log of its events.

Date and Time Event el
7/10/2019 235:24PM  Background task for package Micrasoft.Windows.Cortana_1.12.3.18362_neutral_neutral_cv,
7/16/2019 1:46:54PM  Background task for package Microsoft Windows.Cortana_1.12.3.18362_neutral_neutral_cv,
7/16/2019 2:08:44PM  Background task for package Micreseft Windows.Cortana_1.12.3.18362_neutral_neutral_cv
7/16/2019 20851PM  Background task for package Microsoft Windows.Cortana_1.12.3.18362_neutral_neutral_cv,
7/17/2019 12:42:06PM  Background task for package Microsoft Windows.Cortana_1.12.3.18362_neutral_neutral_cv
7/19/2019 %4856 AM  Background task for package Micrasoft Windows.Cortana_1.12.3.18362_neutral_neutral_cv
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CHAP Events
Log

CHAP Events Log Clean Now

The Challenge Handshake Authentication Protocol (CHAP) is a password-based
authentication protocol which is widely used as an authentication method in
PPTP(Point-to-Point Tunneling Protocol)-based networks.

Dateand Time  Event

Client License

Client License Service Events Log & Ciean Now

The Client License service provides infrastructure support for the Microsoft Store and can

[d

reate a log of its events.

Date and Time Event o
SerV|ce Events 71072019 311832 PM
7/10/2019 3:18:32PM  ClipSVC service is starting. Caller: caller=sppsvc.exe
Log 7/10/2019 3:1&:32PM  ClipSVC service is running. Version 10.0.18362.1
7/10/2019 3:18:33 PM
771072019 3:18:33PM  Application license successfully installed.
Package: NULL
User Id (if available): fe93b452-8a84-dede-3bTa-0fc9413¢c4592
License Id: fc33b452-8a84-dede-3b7a-0fc9413c4532
€5 Cloud Recovery Events Log 45 Clean Now
CIOUd The Cloud Recovery enables you to reset your PC with files downloaded from
Recove ry Microsoft rather than the installation files stored on your local PC
EVG nts Log Date and Time Event
7/10/2023 12:22:11PM A backup operation has started
(W| ndows 7/10/2023 12:22:11PM  Error: The request is not supported,
Type: 2
10+) File: pc: her kuprestor
Line: 185
7/10/2023 12:22:11PM A backup operation has completed.
& CloudStore Events Log @ Clean Now
Cloudsto re The CloudStore component of the system is used by OneDrive and can create a log of its
E ts L events.
W- d Date and Time Event i
( I n OWS 7/10/2019 2:42:01PM D dat:
10 7/10/2019 2:42:01 PM D dat data.bluel
+) 7/10/2019 2:42:01 PM Error 0X80070490 occurred. Type: 0, file: onecoreuap\shell\ cloudstore\ metadata\src\t
7/10/2019 2:42:01 PM Error 0X80070490 occurred. Type: 2, file: onecoreuap'shell\cloudstore\store\cache'\sn
7/10/2019 2:43:05PM D data.nl dat
) i
N Code Integrity Events Log % Clean Now

Code Integrity
Events Log

Code integrity is a Windows mechanism that authenticates the integrity and source of executable images

(such as applications, DLLs, or drivers) by validating a digital certificate contained within the image’s
resources.

Date and Time Event

/2019 2:1352PM  Code Integrity will disable WHOL driver enforcement for this boot session. Settings (x20000000.
0/2019 2:2328PM  Code Integrity will disable WHQL driver enforcement for this boot session. Settings (x80000000.
0/2019 2:5301PM  Code Integrity will disable WHOL driver enforcement for this boot session. Settings (x20000000.

7/16/2019 1:4450PM  Code Integrity will disable WHQL driver enforcement for this boot session. Settings (x80000000.
/16/2019 2:06:49PM  Code Integrity will disable WHOL driver enforcement for this boot session. Settings (x20000000.
7/17/2019 12:40:53PM  Code Integrity will disable WHQL driver enforcement for this boot session. Settings (x80000000.

Core
Application
Events Log

& Core Application Events Log B Clean Now

The Core Application component of the System used by the Universal Windows Platform
applications can create a log of its events.

Dateand Time  Event

Data Integrity
Recovery
Events Log

Data Integrity Recovery Events Log = Clean Now

-

The system can create an event log during fault-tolerant volumes recovery.

Date and Time Event
5/26/2022 12:51:06 PM Started checking data integrity for crash recovery.
5/26/2022 12:51:07 PM

5/26/2022 12:51:07 PM

5/26/2002 12:51:13 PM

5/26/2022 12:51:13 PM

Data Integrity
Scan Events
Log

Data Integrity Scan Events Log = Clean Now

~

The system can create an event log during scanning fault-tolerant volumes for latent
corruptions.

Dateand Time  Event

Date and Time
Control Panel
Events Log

Data Integrity Scan Events Log ~ Clean Now

-

The system can create an event Iog during scanning fault-tolerant volumes for latent
corruptions.

Dateand Time  Event
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Default
Programs
Events Log
(Windows
10+)

;] Default Programs Events Log #j Clean Now

The system can log events in the default program assignment for certain file types and protocols.

Date and Time Event

771072019 Z42:01PM  AppDefault Info: SetDefault: Association=.264, Progld=Applicatiensivic.exe
7/10/2019 24201 PM  AppDefault Info: SetDefault-Info: Association=.264, Progld=Applications\vlc exe, U=5-1-5-21-3229"

Device Install
Service Events
Log

7/10/2019 24201PM  AppDefault Info: SetDefault: Association=.3g2, Progld= S5x01qI0pvI3B4: q

7/10/2019 2:4201PM  AppDefault Info: SetDefault-Info: Association=.3g2, Progld=AppX6eg8h3sqq90py53845wmnbewyn

T/10/2019 24201PM  AppDefault Info: SetDefault: Association=.3gp, Progld=, 55xqqQ0pV3384:

7/10/2018 242:01PM  AppDefault Info: SetDefault-Info: Association=.3gp, Progld=AppX6eg8h3sxqqd0py 3384 5wmnbewy
}J Device Install Service Events & CleanNow

Log

The Device Install Service enables a computer to recognize and adapt to hardware:
changes with little or no user input and can create a log of its events.

Date and Time

4/25/2020 5:35:10PM  The Devicelnstall service has started,

4/25/2020 3:3T:33PM  The Devicelnstall service is stopping (shutdown).
4/25/2020 5:37:53PM  The Devicelnstall service has stopped.

4/25/2020 5:33:22PM  The Devicelnstall service has started,

4/25/2020 5:56:20PM  The Devicelnstall service is stopping (shutdown).
2/25/2020 5:56:20PM  The Devicelnstall service has stopped.

Event

Device Setup
Events Log

3,] Device Setup Events Log & Clean Now

The Device Setup Manager (DSM) service used for detection, download and installation of
device-related software can create a log of the events during Device Setup.

1072172017 1

Date and Time Event

10/21/2017 12:57:25 AM  The device container {66147DE3-BSDF-11E7-B88E-B06EGFEESE3) has entered the ready state
25 AM  The device container {66147ECS-BSDF-11€7-B88E-448A5BBBBE22} has entered the ready state
1072172017 12:57:25 AM  The device container {66147DE4-B5DF-11E7-B33E-306EGFEEG963Y has entered the ready state
1072172017 12:57:25 AM  The device container {{00000000-0000-0000-FFFF- FFFFFFFFFFFFY has entered the ready state
10/21/2017 1:06:00 AM  The device container '{661484D2-B3DF-11E7-B33E-448A5BBEBA22) has entered the ready state
10/21/2017 1:05:00 AM  The device container {410BDETB-4763-5787-8D52-618D5A3DF320]' has entered the ready state
10/21/2017 1:07:28 AM  Device setup for container {66147DE3-B5DF-11E7-BS8E- B0GEGFGEGI63)' has been completed.
10/21/2017 1:07:28 AM  The device container {661484CD-BSDF-11E7-B88E-448A5BBABA22} has entered the ready state

Device
Watchdog
Events Log
(Windows
10+4)

L

Device Watchdog Events Log 1 clean tow

The Watchdog is designed to control device hangs and can create a log of its
its.

even

Dateand Time  Event

@n  DHCP Client Service Events Log B Ciean Now

The DHCP Client service that registers and updates IP addresses and DNS records can
create a log of its events.

DHCP Cl|ent Date and Time Event ~
. 11/13/2017 10:41:24PM Your computer was not assigned an address from the netwark (by the DHCP Server)
Servlce EVent'S network address (DHCP) server.
11/20/2017 9:40:12PM  Your computer was not assigned an address from the netwark (by the DHCP Server)
Log network address (DHCP) server.
12/1/2017 6:25:50PM  Your computerwas not assigned an address from the netwark (by the DHCP Server)
network address (DHCP) server.
12/20/2017 7:49:39PM  Your computerwas not assigned an address from the network: (by the DHCP Server)
network address (DHCP) server.
018 5:35:55PM  Your computer was not assigned an address from the network (by the DHCP Server)
network address (DHCP) server.
DHCPv6 Events Log @ Clean Now

DHCPv6 Events
Log

The system can create a log of the events when operating in the IPV6 network

Dateand Time  Event

Diagnostic

Bl Diagnostic Policy Service Events Log = cieannow

The Diagnostic Policy Service that enables problem detection, troubleshooting and resolution
for Windows components can create a log of its events.

A ) Date and Time Event ~
P0||Cy SerV|Ce 10/21/2017 1:08:05 AM  Diagnostic module {C8544330-5BEO-4F25- 862 -435F1B1A6035] (2SystemRootHAsys
(86432408-3C7D-4DDF-ABIC- 172FAAS0485D).
Events Log 10/2172017 1:0205AM  Diagnostic module {C8544330-5BE0-4F25-862E-435F1B1A6935} (%:SystemRoot %sys
(86432408-3C7D-4DDF-ABIC- 172FAAS04B5D).
10/21/2017 10214 AM  Diagnostic module {C8544330-58E9-4F25-8626-435F 18146935} (%:SystemRoct isys
(8643240B-3C7D-4DDF-ABIC-172FAAS0485D). No resolution was set by the diagnos
10/23/2017 440:33PM  Diagnastic module {EACD2E3E-3350-4952-B76B-23BBBEISD344] (Sawindirs\system3
{9F41811A-D429-42AA-B1B7- CFDADIBAT IF}
o Disk Cleanup Diagnostics Log = Clean Now

Disk Cleanup
Diagnostic Log
(Windows
10+)

The Disk Cleanup is designed to free up disk space on a computer's hard drive and can create
a log during its diagnostics.

Date and Time.

6/29/2020 1

[

9/2020 12:

Event
6/20/2020 124T:18PM Iterating cleanup plugins.

Plugin: Active Setup Temp Folders
18PM lterating cleanup plugins.

Plugin: Active Setup Temp Folders
18PM lterating cleanup plugins.

Plugin: Active Setup Temp Folders
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DPAPI Events
Log

DPAPI Events Log Clean Now

The DPAPI (Data Protection Application Programming Interface) component of the system is used for
data encryption and can create a log of its events.

Date and Time Event

7/10/2019 2:41:50PM  DPAPI found credential key.
Credential Key Identifier:  OxFOBFSF805ABTC31D758DABET34D 14B922FA45302 TFGF6ACODE20:
User Mame:  Tester 1
User Sid: WINDOWS10\Tester 1

7/10/2019 241:50PM  DPAPIfound credential key,
Credential Key Identifier:  OxFOBFSF805ABTC31D758DABET34D14B922FAL5302 TFGF6ACODER0:
UserName:  Tester 1
User Sid: WINDOWS10\Tester 1

DSM Service
Events Log

}J DSM Service Events Log & Clean Now

The Device Setup Manager (DSM) service used for detection, download and installation of
device-related software can create a log of its events.

Date and Time Event

6/8/2018 $:5350PM  Device ‘Extreme’ ({CASOBGET-5084-5ESE-A359-71C4BSD27CFA}) has been serviced, p
6/8/2018 9:5350PM  Device 'WDC WD1600BEVT-80A23T0' ({29F79DB6-3837-11E8-801E-BBEGFEEGIE3]) he
6/8/2018 ©:5350PM  Device ‘DataTraveler 2.0 ({AC6102AD-FO3F-53D4-AACT-5816B6834F 13]) has been se
6/8/2018 9:5351PM  Device Microsoft Print to PDF' ({661484D2-BSDF-11E7-B88E-448A5BB8BE22)) has be
6/8/2018 9:33:53 PM Device 'WINDOWS10" ({00000000-0000-0000-FFFF-FFFFFFFFFFFF]) has been serviced
6/8/2018 ©:5353PM  Device ‘Generic Non-PnP Menitor' ({66147ECS-BSDF-11E7-B83E-448A5BB8B222]) ha
6/8/2018 9:34:38 PM DSM Service shutting down. Service uptime was 31 seconds, active werktime was 60
6/20/2018 5:5557PM  DSM service start, mode is Normal, last session {or boot) was 1022478 seconds ago

EAP Host
Events Log

EAP Host Events Log Clean Now

The Extensible Authentication Protocol (EAP) Hest service provides an authentication in
various networks and can create a log of its events.

‘ Dateand Time  Event

FTH Service
Events Log

Bl FTH Service Events Log ®  Clean Now

The Fault Tolerant Heap (FTH) is responsible for monitoring application crashes and autonomously
applying mitigations to prevent future crashes on a per application basis. It can create a log of its
events.

Dateand Time  Event

Group Policy

Group Policy Events Log 1/ Clean Now

The Group Policy Client service used for applying settings configured through the Group
Policy component of the system can create a log of its events.

Hyper-V Virtual
Switch Log

Date and Time Event £
EVe nts LOg 6/21/2018 Group Policy received the notification Logoff from Winlogon for session 2.
6/22/2018 Group Palicy received the natification Legon from Winlegon for session 1.
6/22/2018 Group policy session returned to winlogon.
6/22/2018 5:1418PM  Group Policy Session started.
6/22/2018 5:1418PM  Starting user logon Policy processing for WINDOWS1 0\ Tester 1.
Activity ic: (OAFCO49E-CBS6-481C-998E-93EAEICBBER2)
[§i  Hardware Thermal Events Log B Clean Now
Ha rdWa re The system can monitor overheating of hardware components and keep a log of the actions
taken
Thermal
Events Log Date and Time  Event
Hyper-V Activity Log Clean Now
Hyper-v Hyper-V lets create and run virtual machine (VM) that acts like a complete
computer.
Activity Log
Dateand Time  Event
5] Hyper-V Events Log B Clean Now
Hyper-V EVG ntS Hyper-V lets create and run virtual machine (VM) that acts like a complete computer.
Log Dateand Time  Event
Hyper-V Virtual Switch Log B clean tow

Hyper-V lets create and run virtual machine (VM) that acts like a complete computer. The
Hyper-V Virtual Switch provides ability to connect VMs to networks that are external to the
Hyper-V host.

‘Dateand'ﬁms Event
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Kernel Boot Events Log Gean Now

The system can log kemel events at boot time

Kernel Boot -
Eve nts LO 771072019 313:20PM  Measured Boot library encountered a failure and entered insecure state. InitState: 1, !
g 7/10/2018 313:20PM  Measured Boot library encountered a failure and entered insecure state. InitState: 1, !
7/10/2019 323:24PM  Measured Boot library encountered a failure and entered insecure state. InitState: 1, !
7/10/2018 323:24PM  Measured Boot library encountered a failure and entered insecure state. InitState: 1, !
7/10/2019 352:57PM  Measured Boot library encountered a failure and entered insecure state. InitState: 1, !
7/10/2018 35257PM  Measured Boot library encountered a failure and entered insecure state. InitState: 1, ¢
Kernel Event Tracing Log Clean Now
This log is used to track events occurred in the system or applications at the kernel level.
~

Tracing Log

Date and Time Event
10/2172017 12:42:14 AM  Session "SceSetup” failed to start with the following error: DXC0000035

10/21/2017 12:45:32 AM  The maximunm file size for session "Circular Kernel Context Logger” has been reache.
10/21/2017 12:45:32 AM  Session "Circular Kemel Context Logger” stopped due te the following error: OXCOOC
10/2172017 1:04:37 AM

10/21/2017 1:08:05 AM  The maximum file size for session "Circular Kernel Context Logger” has been reache

Kernel I/O
Events Log
(Windows
10+)

Kernel I/O Events Log Clean Now

The Windows kernel-mode /O manager manages communication between
applications and interfaces provided by device drivers, and can create a log of its
events.

Dateand Time  Event

Kernel Live
Dump Capture
Log

Kernel Live Dump Capture Clean Now
Log

Kemnel Live Dump gathers data fo troubleshoot an abnormal situation, but allow
the OS to continue operation

Dateand Time  Event

Kernel Shim
Engine Events
Log

s, Kernel Shim Engine Events Log Clean Now

The Kernel Shim Engine that provides Device and Driver shims can create a log of its events.
Device Shim is hardware-specific "workaround”. Driver shim is custom routine for changing
the benavior of the driver.

Date and Time Event
10/21/2017 12:41:16 AM 1 shim(s) were applied to driver [storahci.sys].
Shim(s) source: applied through registry.
Shim GUID(s): {434abafd-08fa-4c3d-a88d- d0%ag8e2ab17}.
10/21/2017 12:41:17AM  Flags [6917528027641081856] were applied to device [USBXHCLPCNVEN_8086] - clas
Flags source: applied through compatibility database.
10/21/2017 12:41:17 AM - Flags [4505955221897344] were applied to device [USBXHCI:PCI\VEN_80868DEV_8C
Flags source: applied through compatibility database.

Known Folders
Error Log

Known Folders Error Log Clean Now

The system can keep a log of errors that occurred in special folders (such as "Documents”.
"Downloads", "Pictures”, "Videos", efc) called "Known Folders".

Date and Time Event

3/22/2018 2:59:57PM  Error 0xB0070005 occurred while verifying known folder ‘Startup' with path 'C:\Users’
3/22/2018 2:59:57PM  Error 0xB0070005 occurred while verifying known folder ‘Common Startup with patt
3/22/2018 3:00:01 PM  Error 0xB0070005 occurred while verifying known folder ‘Startup’ with path ‘'C:\Users’
3/22/2018 3:00:01 PM  Error 0x80070005 occurred while verifying known folder 'Common Startup’ with pat
3/22/2018 3:1539PM  Error 0xB0070005 occurred while verifying known folder 'Startup’ with path 'C:\Users’

Language Pack
Setup Error
Log

‘A"—? Language Pack Setup Error Log & Clean Now

The system can keep a log of errors that occurred during setup of the Language Packs.

Date and Time Event
10/25/2017 11:07:42 PM LPRemove launched.
10/25/2017 11:07:42 PM LPRemove terminating.
10/21/2017 %:22:38PM  LPRemove launched.
10/31/2017 9:22:38PM  LPRemove terminating.
11/3/2017 10:29:25PM  LPRemove launched.
11/3/2017 10:2:30PM  LPRemove terminating,
11/8/2017 9:27:36PM  LPRemove launched,
11/8/2017 927:36PM  LPRemove terminating.

Local Session
Manager
Events Log

@ Local Session Manager Events Log & ciean now

The Local Session Manager service manages local user sessions and can create a log of its
events.

Date and Time Event
4/9/2018 1215:16PM  Plugin RDSAppXPlugin has been successfully initialized
4/9/2018 1215:29PM  Begin session arbitration:

User: WINDOWS 10\ Tester 1

Session ID: 1
4/9/2018 1215:29PM  End session arbitration:

User: WINDOWS10\Tester 1

Session ID: 1

LPAC Security
Events Log
(Windows
10+)

Clean Now

LPAC Security Events Log

The security system can track attempts to unauthorized access to system resources from applications running in a less privileged app
container (LPAC).

Date and Time Event
771172019 1:50:06 PM  Access to the a resource has been denied for a less privileged app container at 2019-07-11T17:50:06.731896200Z (StackHash: Ox88be4294).
-11T17:50:06.731954700Z (StackHash: Ox88bedbaf).

7/11/2018 1:50:06 PM Access to the a resource has been denied for a less privileged app container at 2018-
T/11/2018 1:50:06 PM  Access to the a resource has been denied for a less privileged app container at 2019-07-11T17:50:06,731987600Z (StackHash: Ox88bedfcd).
T/11/2018 1:50:06 PM  Access to the a resource has been denied for a less privileged app container at 2019-07-11T17:50:06.736026800Z (StackHash: 0x890decdd).
7/11/2019 1:30:06 PM  Access te the a resource has been denied for a less privileged app container at 2019-07-11T17:30:06.736077400Z (StackHash: 0x8904eff8).
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& MDM Diagnostics Events Log & Clean Now
The system can create an event log during the diagnostics of Mobile Device Management

M DM (MDM) services.
Date and Time Event =

DIagnOStICS 7102019 3:3810PM  DmWapPushService: DmWapPushService is being initialized.

EVe ntS LO 7/10/2019 3:38:10PM  DmWapPushService: Service status updated. Current state: (0x2), Exit code: (0x0), Wait hi
g 702019 3:38:10 PM o ice: ldle timeout of DmWapl s currently set to (0x78) seconc

7/10/2019 3:38:10PM  MDM PushRouter Service: Number of PushRouter clients remaining: (0x0). Operation: (In

7102019 338:10PM  DmWapPushService: Setting the timer to check if all RPC clients are handled to fire after |

7/10/2019 33810PM MDM Message Persistence: Successfully processed persisted messages. Result: (The oper

7/10/2019 3:38:12PM  DmWapPushService: Successfully registered WIF with EventAggregator for WAP messag

W

. The Mobile Device Management (MDM) component of the system is used for managing
M DM S ecu r|ty company security policies and business applications, while avoiding compromise of the users’

MDM Security Events Log & Clean Now

privacy on their personal devices.
Events Log

Date and Time Event 5
(W|ndOWS 6/12/2020 6:01:01PM  MDM PolicyManager: During Inbox found bad enrollment (22065F5A-6C65-4B7A-8075-+
successfuly.)
10 +) 6/18/2020 G:0T:01PM  MDM Declared Configuration: Unenroll Execute Lock Creation.
6/18/2020 G:0T:01PM  MDM Declared Configuration: Unenroll Execute Lock
6/18/2020 6:0T:01PM  MDM Declared Configuration: Unentoll Execute Unlock.
6/18/2020 6:0T:01PM  MDM Declared Configuration: Unenroll Execute Lock Creation.
6/18/2020 6:01:01 PM__ MDM Declared Configuration: Unenroll Execute Lock.
(®  Microsoft Account Events Log @ Clean Now
Microsoft account is a single sign-on web service that allows to log into websites, devices,
and applications using one account and can create a log of its events.
Date and Time Event ~
11/1/2018 %:2224PM &% SOAP Response: <SiEnvelope><SiHeader» <wsaiAction wsild="Action” Simust!

wsu:ld="T5"> cwsu:Created> 2018-11-01T18:22:25Z < /wsu: Created > <wsu:Expires>2(
. Algorithms= "urnliveid:SPBDD108_CTR_HMAC_SHA256 DOUBLEDERIVED"> <wsse:Se
M ICI’OSOﬁZ URI="BySW1yDUYBIyUWEe|GHT1UZ69aE=">< </wsse Tok

Algorithm="urn:liveid:5P800108_CTR_HMAC_SHA256 DOUBLEDERIVED"'> < wsse:Ser

Account Events ;i i e ‘

Algorithm"https//www.w3.0rg/2001/04/xmldsig -shs236"> < /Signatul
Log Algorithm="http:// 72001/ 256> </D Digs
Algorithms="http:// /2001 256> </D; Dige
Algorithms= "http://y f2001/1 256" > </Di Dige
Algerithm="httpe4/ 72001/ 256" </D Dige
Algorithms="http:// /2001 256> </D; Dige
URI="SignKeys < A </Keylnfos <
URI="#EncPsf"/> < feReferenceList> < AwssesSecurity> < pshEncryptedPPa <Encrypte
Algorithm="http://1 /2001, 256-cbc"></Enci
URI="#EncKey"> < <A </Keylnfos <C
1d="RSTR" Type="http:// 12001/ "> <Encryp
URI="#EncKey">< <A </Keylnfos <C
6F MUl Events Log & Clean Now

The Muttiingual User Interface (MUI) of the system can create a log of its events
that assists in troubleshooting

MUI Events Log

Date and Time Event A
6/18/2020 6:00:40PM MUl notification for Ul Language change has been invoked with flags s
6/18/2020 6:00:40PM MUl notification callback APl OnMachineUlLanguagelnit in c\windouw:
6/18/2020 6:00:41PM MUl notification callback APl OnMachineUlLanguagelnit in c\windouw:
NCrypt Events Log Clean Now
NCrypt Eve nt’s The NCrypt component of the system is used for data encryption and can create a
log of its events.

Log

Dateand Time  Event

& NCD Auto-Setup Service Log @ Cleantow

The Network Connected Devices (NCD) Auto-Setup Service monitors and installs

NCD Auto- qua”ﬂeﬂ devices that connect to a qUalmEﬂ network.
Setup SerV|Ce Date and Time Event &

1/18/2023 T:43:52 AM  Network (B.C.K. Wireless-5G) got qualified for automatic setup of netw

(
Log 1/18/2023 3259 AM  Network (HMA! Pro VPN) got disqualified for automatic setup of netw
1/18/2023 12:40:34 PM  Network (B.C.K. Wireless-5G) got qualified for automatic setup of netw
1/18/2023 12:40:34 PM  Network (HMA! Pro VPN) got disqualified for automatic setup of netw:
(
(

2/1/2023 12:50:34PM  Network (HMA! Pro VPN) got disqualified for automatic setup of netw
2/1/2023 12:30:34PM  Network (B.C.K. Wireless-3G) got qualified for autematic setup of netw

G Network Connection Status Indicator & ciean now
Events Log

Network Connection Status Indicator (NCSI) is responsible for detecting Internet connectivity
status and can create a log of its events.

NCSI Events T -

L 10/21/2017 12:42:46 AM  Capability change on {1C9D2EFS-B008-400F-A1C4-92000B82896D)} (0X60000070000C
Og 1072172017 12:42:53 AM  Capability change on {1C9D2EFS-B003-409F-A1C4-92900B82896D} (0X600000700000
10/21/2017 12:42:55AM  Capability change on {1COD2EF3-B008-409F-A1C4-02000B82896D)] (0X600000700000
10/21/2017 12:57:27 AM  Capability change on {1C9D2EF5-B003-409F-A1C4-92900B82896D)} (0X600000700000

{

{

i

{

10/21/2017 1 AM  Capability change on {1C9D2EF5-B003-409F-A1C4-92900B82896D)} (0X600000700000
10/21/2017 1:11:07AM  Capability change on {DC7B! E8-47B8-AA52-27712F CAE3EC)
10/21/2017 1:11:28AM  Capability change on {DC7B! E8-47B8-AAS2-27712FCAE3EC)
10/21/2017 1:1219AM  Capability change on {DC7B: ES-47E! 32-27712FC4E3EC)
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Network
Diagnostics
Events Log

Network Diagnostics Events Log B Clean Now

During diagnosing and troubleshooting network problems, the system can create an event log-

Date and Time Event
3/2/2022 31246 AM  Network Diagnostics Framework started because the user requested a diagnostics session.

Helper Class Name: NetwarkSnapshot
Number of parameters: 2
Attributes passed to helper class: adapterguid=

* mode="NetTroubleshooter;

3/2/2022 31247 AM  Network Diagnostics Framework stopped because it completed the user initiated diagnostics session

Result: Success, no problems found. [1]

NLA Network
Profiles Events
Log

@ NLA Network Profiles Events Log B Clean Now

The Network Location Awareness (NLA) service creates a Network Profile for any network it
connects to and can create a log of its events.

Date and Time Event
6/28/2018 &16:20PM  Entered State: [dentifying Network Interface Guid: {1COD2EF5-B008-409F -A1C4-929C
6/28/2018 6:16:20PM  Network Connected
Name: |dentifyin
Deseription: Ident

Type: Unmanaged
State: Connected
Category: Public

6/26/2018 6:16:21PM Network State Change Fired
New Internet Connection Profile: false
Connection Cost Changed: false
Domazin Connectivity Level Changed: false
Network Connectivity Level Changed: true
Host Name Changed: true
Wwan Registration State Changed: false
Tethering Operational State Changed: false
Tethering Client Count Changed: false

NLA Service
Events Log

& NLA Service Events Log @ Clean Now

The Network Location Awareness (NLA) service collects and stores configuration
information for the network and notifies programs when this information is
modified

Date and Time Event

6/22/2020 7:37:13PM  Gsteway resolution failed on interface {1c8d2ef5-b008-409f-a1c4-02000b82
1/26/2021 Gateway resolution failed on interface {1c9d2ef5-b008-409f-a1c4-92900b82
3/20/2021 Gateway resolution failed on interface {1c0d2ef5-b0D8-400f-a1c4-02000b82:
6/30/2021 11:26:05 AM Gateway resolution failed on interface {1c9d2ef5-b008-409f-a1c4-92900b82
8/20/2021 2:543TPM  Gateway resolution failed on interface {1c9d2ef5-b008-409f-a1¢c4-02000b82

Network
Location
Wizard Events
Log

o Network Location Wizard 8 Clean Now
Events Log

The Network Location identifies the type of network (ex: private or public) that a
PC is connected fo with a network adapter.

Dateand Time  Event

NTFS Disk
Events Log

NTFS Disk Events Log = Glean Now

-

The system can keep a log of events occurring in NTFS disks.

Date and Time Event

8/22/2018 11:4¢

5:57PM 10 latency summary common data for volume:
Volume Id: {3303CC57-34D-4507-872F-6ADSEF68209F }
Volume name: \\7\Volume{3303cc57-3e4d-4507-872f-6ad 5¢f68200f)
Is boot volume: false
Max Acceptable 10 Latency: 30000 ms
Read/Wiite latency buckets (ns): [5000000, 30000000, 100000000, 0, 0, 0, 0]
Trim latency buckets (ns): [10000000, 50000000, 100000000, 0, 0, 0, 0]
Flush latency buckets (ns): [10000000, 50000000, 100000000, 0, 0, 0, 0]

NTFS Disk
Monitoring Log

‘¥*  NTFS Disk Monitoring Log ¥ Clean Now

The Activity Center monitors the status of NTFS disks and can create a log of this monitoring.

Date and Time Event

10/21/2017 12:41:17 AM NTFS global corruption action state is now 0.
10/2172017 12:56:38 AM  NTFS global corruption action state is now 0.
10/31/2017 10:10:01 PM  NTFS global corruption action state is now 0.
11/1/2017 12:50:19 AM  NTFS global corruption action state is now 0.
11/1/2017 3:06:59PM  NTFS global corruption action state is now 0.

Offline Files
Events Log

|®  Offline Files Events Log # Clean Now

The Offline Files are local copies of your files stored on the network. This allows
'you to work with these files even when you are offline.

Dateand Time  Event
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Partition
Diagnostics
Events Log
(Windows
104)

Partition Diagnhostics Events Log ~ Clean Now

-

The system can keep a log of events that occurred during the diagnostics of data storage
devices connected to this PC

Date and Time Event
/102019 313:23PM  Model: TOSHIBA DTDIACAT0D

Manufacturer: NULL

Disk d: {d7bdeae8-07fe-c398-4054-cdB06d0d42c0}

Disk Number:

Capacity: 1000204836016

Bytes Per Sector: 512

Bytes Per Logical Sector: 512

Bytes Per Physical Sector; 4006

Revision: MS20A750

Storage Id: S00003FSFBC26ESF

System Critical: true

Power Protected: false

Trim Supported: false

PCW
Diagnostics
Events Log

B PCW Diagnostics Events Log B Clean Now

The PCW (Performance Counters for Windows) are used for collecting various kinds of system
data such as CPU, memory, and disk usage statistics. They can keep an event og of their
diagnostics.

‘Dateand'ﬁme Event

Performance
Diagnostics
Events Log

By Performance Diagnostics Events Log = ciean now

The Performance Diagnostics monitors problems in the system and can create a log of its
events.

Date and Time Event

10/31/2017 10

Windows has started up:
Boot Duration: 129473 ms

Is Degradation: false

Incident Time (UTC): 2017-10-31T19:10:00.434037600Z
11/1/2017 125248 AM Windows has started up:

Boot Duration: 102542 ms

Is Degradation: true

Incident Time (UTC): 2017-10-31T21:50:18.433464000Z

PnP Device
Configuration
Log

[® Clean Now

I PnP Device Configuration Log

The Plug and Play (PnP) service that enables a computer to recognize and adapt to
hardware changes with littie or no user input can create a log of the devices configuration

Date and Time Event
1072172017 124115 AM  Device ROGT\ACPI_HAL\000D was migrated.
Last Device Instance Id: ROOT\ACRI_HAL\0000
Class Guid: {4D3GE966-E325-11CE-BFC1-08002BE10318}
Migration Rank: 0x)
Present: true
10/21/2017 124115 AM  Device ROOT\ACP|_HAL\D0DD requires a system reboot to complete configuration.
Status: O

PnP Service
Events Log

PnP Service Events Log

P
1% [P clean Now

The Plug and Play (PnP) service that enables a computer to recognize and adapt to
hardware changes with little or no user input can create a log of its events.

‘DateandT\mE Event

PowerShell
Diagnostics
Log

B clean Now

¥  PowerShell Diagnostics Log

PowerShell is a task automation and configuration management framework. It can create a log of
its diagnostics.

Date and Time Event
/152020 5:5825AM  Provider *Registry" s Started

Providerhlame=Registry

NewProviderState=Started

SequenceNumber=1

HostName=Default Host

HostVersion=5.1.19041.1

Hostld=F451140a-0dd3-4018-8a95-fed8b2cl 129

HostApplication=CA\WINDO D Disable

PowerShell
Events Log

¥ PowerShell Events Log & Clean now

PowerShell is a task automation and configuration management framework. It can create a log
of its events.

Date and Time Event
7/19/2019 11:0402 AM Windows PowerShell has started an [PC listening thread on process: 11632 in AppDom
TA19/2019 11:0418 AM Creating Scriptblock text (1 of 1):

# Copyright © 2008, Micresoft Corporation. All rights reserved

#Common utility functions

Import-LocalizedData -BindingVariable localizationString -FileName CL_LocalizationDe

# Function te get user troubleshooting history

function Get-UserTSHistoryPath {

return "$(envelocalappdataj\diagnestics"

i

Print Service
Events Log

& Clean Now

=  Print Service Events Log

The system can keep a log of events related to the printing of various documents.

Date and Time Event

6/18/2020 5:43:55PM The print spooler failed to load a plug-in module PrintConfig registration ti

6/18/2020 5:44:00PM The print spooler failed to load a plug-in medule PrintConfig registration ti

6/18/2020 5:44:02 PM  Installing printer driver - failed, error code 3, HRESULT OxB0070057.

6/18/2020 5:44:04PM  Installing printer driver - failed, ermor code (x3, HRESULT 0x80070057,

6/18/2020 5:44:04 PM Failed to upgrade printer settings for printer \\WINDOWS10\Microsoft XPS D
printer are set to those cenfigured by the manufacturer,

© 2024

R-Tools Technology Inc.




Classic Interface: Main Panel 71

Privacy Auditing Events Log Clean Now

Pl’lva Cy The system can audit changes in the access rights of applications fo various system

A dt E components.

L Date and Time Event @
Og 6/13/2020 5:05:21 PM  Allow access to wifiData on this device defautt setting successfully created as Allow.
W- d 6/18/2020 5:06:23PM  During app cellularData installation setting cellularData default set for user Tester 1 as £

INndows 6/18/2020 5:06:23PM  Allow access to wifiData on this device default setting successfully created as Tester 1.
6/18/2020 5:06:23PM  During app wifiData installation setting wifiData default set for user Tester 1 as Allow.
10+) 6/18/2020 5:06:25PM  During app microphone installation setting microphone default set for user Tester 1 as
6/13/2020 5:06:32PM  During app contacts installation setting contacts default set for user Tester 1 as Prompt
6/18/2020 5:06:32PM  During app picturesLibrary installation setting picturesLibrary default set for user Tester

Program Compatibility Assistant B Clean Now
Events Log

Program Compatibility Assistant (PCA) helps end users to run deskiop applications designed

PCA Events for earlier Windows versions and can create a log of its events.
Log Date and Time Program Path

11/17/2017 5329 PM C:\Users\Tester 1\AppDatalLe :
11/29/2017 9:24:34PM  C:\Users\ Tester 1\AppDatsiLocal\Packages\Microsoft. MicrosoftEdge_Bwekyb3d8bbure
12/28/2017 10:1240PM  C:\Users\Tester 1\AppDatalLe
1/17/2018 8:1316PM  DAINSTALLWirtualBox\VirtualBox-5.2.6-120293-Win.exe

Provisioning }J Provisioning Diagnostics Events Log @ Clean Now

DIagnOSthS The Windows Provisioning makes it easy to configure end-user devices and can create a log of its diagnostics events.

Events Log CicmdTme  ent 5

7/10/2019 3:3813PM  Applying package ‘Power. EnergyEstimationEngine Control.ppkg! ID: {1eD5ddSd-a022-46¢5-963c-b20de341170f,

(W|ndOWs 7/10/2019 3:38:14PM  Applying package P CPU.ppkg’ ID: {c5de3753-b6eB-4057-b396-bf 13d769311c),

7/10/2019 3:38:14PM  Applying package ‘Power.EncrgyEstimationEngine Display.ppkg! ID: {eedaacd8-c174-4941-82b1-d121e403e4fb}.

10+) T/10/2019 3:3814PM  Applying package 'Power.EnergyEstimationEngine.MBB.ppkg' ID: {396005d8-5050-4320-bea?-7443¢8427bde].
T/10/2019 3:38:14PM  Applying package 'P: tandbyActivati kg' ID: {8d196d7f-3eef-48ad-Bbea-be749f12d3ad].
& RDP Client Events Log % Clean Now
RDP Cl |ent The Remote Desktop Protocol (RDP) client provides a user with a graphical interface to

connect to another computer over a network connection

Events Log

‘Dateandﬁme Event ‘

] RDP Core Events Log Clean ow
RDP Core The Remote Deskiop Protocol (RDP) provides the user with the ability to work

remotely on another computer on the network.
Events Log

Dateand Time  Event ‘

. ReadyBoost Events Log & Clean Now

ReadyBoost enables NAND memory mass storage devices (CompactFlash. SD cards. and
USB flash drives) to be used as a write cache between a hard drive and RAM in an effort fo
increase computing performance and can create a log of its events.

R d BO t Date and Time Event 2
€a y 0S 10/21/2017 12:43:14 AM The attach state for volume \DEVICE\HARDDISKVOLUMER (Unique Id: C>MKKHU._
Eve ntS LO Old ReadyBoost State: ReadyBoost caching disabled for this device.
9 New ReadyBoost State: ReadyBoost caching enabled for this device,

Old Hybrid Drive State: Hybrid Drive disabled

New Hybrid Drive State: Hybrid Drive disabled.
10/21/2017 12:43:18 AM  The attach state for volume \DEVICE\HARDDISKVOLUME4 (Unique Id: C>MKGSsVzF

Old ReadyBoost State: ReadyBoost caching disabled for this device,

New ReadyBoost State: ReadyBoost caching enabled for this device.

Old Hybrid Drive State: Hybrid Drive disabled.

New Hybrid Drive State: Hybrid Drive disabled.

E Remote Assistance Events Clean Now
Log

The Windows Remote Assistance lets someone you trust take over your PC and fix

Re m Ote a pmb\em from wherever lhay are.
Assistance A

Eve ntS LO 6/18/2020 3:22:55PM  Remote Assistance COM server has started,
g 6/18/2020 5:22:57PM  Remote Assistance COM server has ended,
9/25/2020 12:33:27 PM Remote Assistance COM server has started,
9/25/2020 12:38:27PM Remote Assistance COM server has ended.
9/25/2020 1:20:00PM  Remote Assistance COM server has started.
9/25/2020 1:20:00PM  Remote Assistance COM server has ended.

Remote Connection Manager g ciean tow
Log

The Remote Connection Manager is used to establish a connection with a remote

Connection PC. It can create a log of its events.
Manager Log
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Resource
Exhaustion
Detector Log

) Clean Now

Resource Exhaustion Detector Log

(5]

The Windows Resource Exhaustion Detector nofifies the user of the exhaustion of system
resources (free disk space, free memory, etc.) and can create a log of its events.

Date and Time
1072172017 12:52:37 AM  The Windows Resource Exhaustion Detector started
10/21/2017 1:08:11 AM  The Windows Resource Exhaustion Detector started.
10/31/2017 10:10:47 PM  The Windows Resource Exhaustion Detector started
11/1/2017 12:51:12 AM  The Windows Resource Exhaustion Detector started.
11/1/2017 3:07:34PM  The Windows Resource Exhaustion Detector started
1171/2017 11:29:34PM  The Windows Resource Exhaustion Detector started.
11/1/2017 11:45:50PM  The Windows Resource Exhaustion Detector started

Event

Resource
Exhaustion
Resolver Log

Resource Exhaustion Resolver Log

& Clean Now

The Resource Exhaustion Resolver provides details about corrective action you can take to recover system resources when the system has a
critical amount of memory committed to applications.

Date and Time

7/11/2019 2:14:36 PM
/1142019 2:14:36 PM
7/11/2019 2:14:39PM
9/11/2019 7:21:37 AM
9/11/2019 7:21:37 AM

Event
The Windows Resource Exhaustion Resolver started
The Windouws Resource Exhaustion Resolver received an event from the Windows Resource Exhaustion Detector.

The Windows Resource Exhaustion Resolver received a notification to perform memory leak diagnesis. This notification was processed and dropped.

The Windouws Resource Exhaustion Resolver started

The Windows Resource Exhaustion Resolver received an event from the Windows Resource Exhaustion Detector.

Scheduled
Diagnostics
Events Log

B Clean Now

The System can perfom a scheduled diagnostics of its components and create a log of it.

Scheduled Diagnostics Events Log

Date and Time
1073172017 16:27:01 PM_ Scheduled diagnostics have started.

10/31/2017 13:27:01 PM The scheduled diagnostic task has started initializing a diagnostic package.
10/31/2017 10:27:07 PM  The scheduled diagnostic task has completed initialization of a diagnostic package.
10/31/2017 10:27:07 PM The scheduled diagnestic task hes started troubleshooting  diagnostic package.
10/31/2017 10:28:03PM  The scheduled diagnostic task has completed troubleshooting  diagnostic package
10/31/2017 10:28:05PM  System maintenance detected issues requiring your attention, A notification was ser
10/31/2017 13:28:05PM  Scheduled diagnostics have been completed

Event

Scripted
Diagnostics
Events Log

The Scripted Diagnostics performs periodical maintenance of the System by fixing problems
automatically or reporting them through the Action Center and can create a log of its events.

Scripted Diagnostics Events Log

B Clean Now

Date and Time
10/31/2017 10:
103172017 10z
10/31/2017 10:
103172017 10:
11/10/2017 8:40:1 PM

Event

The scripted diagnostic engine started initializing a diagnostic package located ot C
The seripted diagnostic engine completed initializing a diagnostic package located
The scripted diagnostic engine started diagnosing the diagnostic package Maintenz

The scripted diagnostic engine completed diagnosing the diagnostic package Main
The scripted diagnostic engine started initializing a diagnostic package located at C

Scripted
Diagnostics
History

E Clean Now

The Scripted Diagnostics performs periodical maintenance of the System by fixing problems.
automatically or reporting them through the Action Center.

Scripted Diagnostics History

Date and Time Diagnostic Package Path

10/31/2017 10:27:07 PM  C:AWINDOWS\diagnostics\scheduled\Maintenance
1171072017 &40:22PM  CAWINDOWS\diagnosticsischeduled\Maintenance
1171072017 &52:44PM  CAWINDOWS\diagnosticsischeduled\Maintenance
11/13/2017 %:49:41PM  CAWINDOWS\diagnostics\scheduled\Maintenance
1172172017 T:03:39PM  CAWINDOWS\diagnostics'scheduled\Maintenance

Scripted
Diagnostics
Provider Log

The Scripted Diagnostics performs periodical maintenance of the System by fixing
problems automatically or reporting them through the Action Center.

Scripted Diagnostics Provider Log = clean Now

Dateand Time  Event

Security
Mitigations
Events Log
(Windows
10+)

% Clean Now

Security Mitigations Events Log

The Exploit protection of the system applies a number of exploit mitigation techniques to
operating system processes and apps and can create a log of its events.

Date and Time

9/14/2019 1:17:27PM
9/14/2019
9/14/2019
9/14/2019

Event

Process \Device\HarddiskVolumed\Program Files (x85)\Opera\63.0.3368.71\opera.ex:
Process "\Device\HarddiskVolumed\Program Files (x86)\Opera\63.0.3368 TT\opera.ex:
Process "\Device\HarddiskVolumed\Pregram Files (x26)\Opera\63.0.3368.71\opera.ex:
Process "\Device\HarddiskVolumed\Program Files (x86)\Opera\63.0.3368 71\opera.ex:

Setting
Synchronizatio
n Debug Log

Setting Synchronization
Debug Log

@ Clean Now

®

The Setting Synchronization is responsible for synchronizing the settings of your
system with other devices and can create a log of its events.

Date and Time
7/31/2021 3:07:30 PM pp(31

713172021 3:07:50 PM ppi31

7/31/2021 3:47:33PM i i dl
/3172021 3:47:35 PM dl
7/31/2021 3:47:46PM  Monitor S50 Started

T/31/2021 3A47:46PM  Monitor SSO Status Changed

Event
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Setting

@ Setting Synchronization Events Log & clean tow

The Setting Synchronization is responsible for synchronizing the settings of your system with
other devices and can create a log of its events.

Date and Time Event o~
Synchr0n|zat|o 7/10/2019 3:41:50 PM i i TFFODF
7/10/2019 3:41:50 PM DF
n Eve nt's Log 7072019 3:44:36 PM Monitor S50 Started
/102019 344:36PM  Monitor S50 Status Changed
7/10/2019 3:53:58 PM 100007FFA11
771072019 3:53:58 PM 100007FFA11
7/10/2019 3:55:17 PM Moniter S50 Started
7/10/2019 3:55:17 PM Monitor S50 Status Changed
Shell Core .. Shell Core Action Center Log Clean Now
Action Center The Action Center can log events that occur in the system's shell core.
Log Dateand Time  Event
S Shell Core Events Log Clean Now
The System can keep a log of some events occurred in the Windows Shell Core.
Shell Core -
Eve nts Log 10/20/2018 €:35:28PM  Logon task ‘LaunchPeopleExperiencePostStart’ finished with flags 131092,
10/30/2018 6:35:28PM  Logoen task 'NotifyTrayStartlsReady' started with flags 131092.
10/30/2018 ©:33:28 PM  Logen task ‘NotifyTrayStartlsReady’ finished with flags 131092,
10/30/2018 6:35:28PM  Logon task 'RoamingPayload3' started with flags 131092.
10/20/2018 6:35:28PM  Logon task ‘RoamingPayload3 finished with flags 131092.
10/30/2018 6:35:28PM  Logen task ‘CameraCheck' started with flags 131092.
| Shell Start Events Log 5 Clean Now
SI Iel Stal t The System can create a log of events that occur during Shell startup.
Events Log =
'rd 7/10/2019 3:43:14PM Data Store Cache secondary data reconciliation start.
I OWS 7/10/2019 3:43:14PM Data Store Cache secondary data reconciliation end.
7/10/2019 3:43:22 PM Data Store Cache secondary data reconciliation start.
10+) TA0/2019 343:22PM  Data Store Cache secondary data reconciliation end.
7/10/2019  3:44:34PM The collection initialization background task has started processing.
7/10/2019 3:44:34PM The automatic installation of placehclder tiles has started.
)] SMB Client Events Log B Clean Now

SMB Client

The Server Message Block (SMB) protocol is mainly used for providing shared access to files
and printers and miscellaneous communications befween nodes on a network_ In the list
below you can see client-side SMB events.

Date and Time Event ~
Events Log 10/21/2017 1:04:31 AM  Added a TDI transport interface.

Name: \Device\NetBT_Tcpip_{3312A666-200E-4A70-8880- 209450CCOF9B)

10/21/2017 1:04:31 AM  Added a TDI transport interface.
Nome: \Device\NetBT_Tcpip_{1 CID2EFS-B00B-409F -A1C4- 929008328960}

10/21/2017 1:04:31 AM  Added a TCP/IP transport interface,
Nome: Ethernet 2
Interfaceindex: Ox5

SMB Client Security Events Log B Clean Now

SMB Client
Security Events
Log

The Server Message Block (SMB) protocol is mainly used for providing shared access to files and
printers and miscellaneous communications between nodes on a network. In the list below you can see
the securuty events of the client-side SMB

Date and Time
7/20/2020 1:53:20 PM
5/11/2021 6:42:29PM

5/11/2021 6:48:57 PM

Event

The AllowinsecureGuestAuth registry value s not configured with default settings.
Default Registry Value:
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmaniWorkstation\Parameters]
"AllowlnsecureGuestAuth®= dword:0

Configured Registry Value:
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmaniWorkstation\Parameters]
“AllowlnsecureGuestAuth” = dword:1

The AllowlnsecureGuestAuth registry value is not configured with default settings.

Default Registry Value:

[HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\Services\LanmanWorkstation\Parameters]
"AllowlnsecureGuestAuth®=dword:0

Configured Registry Value:

[HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\Services\LanmanWorkstation\Parameters]
"AllowlnsecureGuestAuth”= dword:1

SMB Server
Events Log

@ SMB Server Events Log @ Ciean Now

The Server Message Block (SMB) protocol is mainly used for providing shared access o files
and printers and miscellaneous communications between nodes on a network. In the list
below you can see server-side SMB events.

Date and Time

1072172017 12:42:41 AM
10/21/2017 12:42:45 AM  The file and printer sharing firewall ports are currently closed. This is the default cor
10/21/2017 12:42:45AM  Endpoint added.

Event

Name: WINDOWS10
Domain Name: BCKNETWORK
Transport Name: \Device! NetbiosSmb
Transport Flags: x1
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SMS Router
Service Events
Log

(Windows
10+)

«» SMS Router Service Events Log e Clean Now

The Microsoft Windows SMS Router Service routes messages based on rules to appropriate
clients and can create a log of its events.

Date and Time Event

7/10/2019 3:3&:10PM  SmsRouter is started
7/10/2019 338:12PM  SmsBroker is started
7/10/2019 344:10PM  SmsBroker is stoped
7/10/2019 3:4410PM  SmsRouter is stoped

SPP UX Events
Log

SPP UX Events Log Clean Now

The SPP UX (Software Protection Platform User Experience) component of the
system handles the user experience for Windows licensing and can create a log of
its events.

Date and Time Event
6/18/2020 £:06:40 PM SLUI event written to notify Action Center of change in activation state

State
Repository
Service Events
Log

(Windows
104)

State Repository Service Events Log @ Clean tow

The State Repository Service provides required infrastructure support for applications and
can create a log of its events.

Date and Time Event =

7/10/2019 320:09PM  ANALYZE command has rum; database statistics are updated [Partition=1, Processlc
7/10/2019 320:09PM  StateRepository partition 1 upgraded [SchemaVersion=8448 -» 17664]
7/10/2010 320:12PM  ANALYZE command has rum; database statistics are updated [Partition=2, Processlc
7/10/2019 320:12PM  StateRepository partition 2 upgraded [SchemaVersion=8448 -» 17664]
7/10/2019 32013PM  Migrator Depl t.Package, ' starting

Storage
Management
Events Log
(Windows
10+)

Storage Management Events  _  ciean now
Log

The Windows Storage Management component can be used to manage a wide
range of storage configurations, from single-disk desktops to external storage
arrays.

Dateand Time  Event

Storage PnP
Events Log

Storage PnP Events Log = Clean Now

-

The system can keep a log of events that occurred during PP operations on storage devices.

Date and Time Event
2/24/2021 12:47:34PM Completing a failed upper level write request
2/24/2021 12:47:34PM Completing a failed Write SCSI SRB request
2/24/2021 12:47:34PM  Completing a failed upper level write request
2/24/2021 12:47:34PM Completing a failed Write SCSI SRB request
2/24/2021 12:47:34PM_Completing a failed upper level write request

Storage
Service

Storage Service Diagnostics Log = Clean Now

~

The Storage Service provides enabling services for storage settings and external storage
expansion, and can create a log of its diagnostics.

Diagnostics e e | e
Log St b0
(Windows e
10+) Voo

Contains Raw Volumes: false

Size: 1000204886016
Storage - Storage Settings Diagnostics Log ~ Clean Now
S ettl ngs The system can create a log of the System Storage Seftings diagnostics.
Diagnostics
Log
(Windows
10+)

¥  Storage Spaces Agent Log g Clean Now

Storage
Spaces Agent
Log

The Storage Spaces helps to protect drives from a failure. as well as lets you add more drives
if you run low on capacity, and can create a log of its events.

Date and Time Event
5/26/2022 12:45:06PM Storage Spaces status has changed
5/26/2022 12:4807PM Storage Spaces status has changed
5/26/2022 12:48:14PM Storage Spaces status has changed
5/26/2022 1:10:46PM  Storage Spaces status has changed
5/26/2022 1:26:21PM  Storage Spaces status has changed
5/26/2022 1:26:22PM  Storage Spaces status has changed
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Storage
Spaces Events
Log

(Windows 8
and later)

;; Storage Spaces Events Log g Clean Now

The Storage Spaces helps fo protect drives from a failure, as well as lets you add more drives if
you run low on capacity, and can create a log of its events

Date and Time Event o

6/18/2020 5:37:01 PM  Physical disk {d7bdeaed-O7fe- c308-4054-cdB06d0d42cD} arrived.
Pool Id: {000DOO00-DDOD-0000-D000-DODDDODCOOD}
Drive Number: 0
Drive Manufacturer: NULL
Drive Model Number: TOSHIBA DTOTACAT00
Drive Serial Number: 44HSATLKS
6/18/2020 5:47:11PM  Physical disk {d7bdeae8-D7fe-388-4054-cd806d0d42cD} arrived.
Pool Id: {00000000-0D0D-0000-000G-D000DODE0}
Drive Number: 0
Drive Manufacturer: NULL
Drive Model Number: TOSHIBA DTOTACA100
Drive Serial Number: 44HSATLKS

Store Client
Events Log

Store Client Events Log @ Clean Now

The System can keep a log of some events occurred in the Windows Store Client application.

Date and Time Event A
10/30/2018 6:24:46PM 0x22ff032eb28: 12632: RootMachine: Dispatch: Root:@LicenseDone => Root:Negotia
10/30/2018 6:24:46PM [3158] [00DOD22FF Dispatch  : <-Root:@L
Function: StateMachine<class RootMachine,class RootState>:PumpEvents
Source: on p h (162)
Source: on h (162)

10/30/2018 6:24:45 P 0x22ff032eh28: 12632: Root:Negotiating Change: RootVali
10/20/2018 6:24:45 PM  [3158] [00DDD22FF032ER28:RootMachine] StateChange : Ro
Function: StateMachine<class RootMachine, class RootState>::ChangeState

RootMachine

:Negotiating -> Rooty

Store Licensing
Events Log

Source: on: P ine.h (90)
Source: oni P h(90)
Store Licensing Events Log & Clean Now

The Windows Store Licensing model allows to use any purchased application on any
Windows device under one account and can create a log of its events.

|DateandTlme Event

StorPort
Dagnostics
Events Log
(Windows
10+)

) StorPort Diagnostics Events Log Clean Now

StorPort is a storage port driver. it can create an events log during its diagnostics.

Date and Time Event faf
6/18/2020 5:36:59PM  The miniport logged 2 health event.
6/18/2020 %36:39PM  The miniport logged a health event.
6/18/2020 5:36:59PM  The miniport logged a health event.
6/18/2020 %36:59PM  The miniport logged a health event.
6/18/2020 5:36:59PM  The miniport logged a health event.

StorPort
Events Log

m StorPort Events Log [ CleanMNow

StorPort is a storage port driver, it can create a log of its events.

Date and Time Event ~
7/10/2019 21321PM  Theminiportlogged an event.
7102019 213:21PM  Miniport logs an error for device (Port = 2, Path = 7, Target = 0, Lun = 0).
1D:24
Error deseription: Finished I/0 with error
Comresponding Class Disk Device Guid: {00000000-0000-0000-0000- 000000000000}
Adapter GUID: {27e13531-4784-11e5-0bc1- 80667666963}
Miniport driver name: storahci

Vendorld:
Productld:
DataLength: 176
Data:
84252530
FADD4E54480D-
(k) Task Scheduler Maintenance Log @ ciean Now
Ta sk The Task Scheduler service can create a log of its maintenance.
Scheduler -
Malntena nce 10/21/2017 1:02:33 AM Task "NT TASK\Micr NET NET Frameworl
10/21/2017  1:02:48 AM Task "NT TASK\Micr NET .NET Frameworl
LO 10/21/2017 1:02:55 AM Task "NT TASK\Micr NET NET Frameworl
g 10/21/2017 1:06:10 AM Task "NT TASK\Micr NET .NET Frameworl
10/21/2017 1:11:22 AM Task "NT TASK\Micr \NET NET Frameworl
10/23/2017 453:47PM  Maintenance state changed to 3 (Last Run: 10/23/2017 4:53 PM).

TimeZone
Synchronizatio
n Task Log

}: TimeZone Synchronization Task Log @ clean tow

The TimeZone Synchronization Task updates timezone information and can create a log of its
events.

Date and Time Event [l
10/31/2017 10:28:39 PM  TZSyne start
10/31/2017 10:35:32PM  TZSync stop
11/10/2017 &32:33PM  TZSync start
11/10/2017 8:55:45PM  TZSync stop
11/13/2017 %:30:28PM  TZSync start
11/13/2017 10:18:14PM  TZSync start
11/17/2017 10:31:43PM  TZSync start
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TWinUI Events
Log

& TWinUl Events Log B Clean Now
The TWinUI (Tablet Windows User Interface) is to be used for launching UWP (Universal
Windows Platform) applications from usual applications and can create a log of its events.

Date and Time Source Event

10/21/2017 1:15:3TAM  Microsoft-Windows-Immersive-Shell  Unknown
10/23/2017 G:43:42PM  Microsoft-Windows-Immersive-Shell  Unknown
10/25/2017 11:44:10PM  Microsoft-Windows-Immersive-Shell ~ Unknown
11/1/2017 12:583TAM  Microsoft-Windows-Immersive-Shell  Unknown
11/2/2017 837:08PM  Microsoft-Windows-Immersive-Shell - Unknown
11/2/2017 846:06PM  Microsoft-Windows-Immersive-Shell ~ Unknown

UAC Events
Log

UAC Events Log & Clean Now

The User Account Control (UAC) can create a log of its events that can assist in
troubleshooting

Date and Time Event

11/16/2020 10:26:39 AM  The process failed to handle ERROR_ELEVATION_REQUIRED during the ¢
11/16/2020 10:2%:54 AM  The process failed to handle ERROR_ELEVATION_REQUIRED during the ¢
11/16/2020 10:30:15 AM  The process failed to handle ERROR_ELEVATION_REQUIRED during the ¢
11/16/2020 10:3455 AM  The process failed to handle ERROR_ELEVATION_REQUIRED during the «
11/16/2020 10:35:16 AM  The process failed to handle ERROR_ELEVATION_REQUIRED during the ¢

UAC File
Virtualization
Log

UAC File Virtualization Log & Clean Now

For security reasons, UAC (User Account Control) usually virtualizes files in system folders
and can keep a log of these actions.

Date and Time Event
11/29/2017 9:24:33 PM
11/29/2017 9:24:33 PM
11/729/2017 9:24:33 PM
11/29/2017 9:24:33 PM
11/29/2017 9:24:33 PM

User Profile
Service Events
Log

> User Profile Service Events Log 2 Clean Now

The User Profile Service is responsible for loading and unloading user profiles and can
create a log of its events.

Date and Time Event
10/2172017 12:46:59 AM  Registry file C:A\Users\remote\ntuser.dat is loaded at 5-1-5-21-3229151806- 18695996
10/21/2017 1247:00 AM Registry file C:AL ppDataiLocaliMicr JsrClass.dat s |
1072172017 1247:01 AM  Registry file CA\Users\Tester 1\ntuser.dat is loaded at 5-1-5-21-3229151806-1869599%
10/21/2017 12:47:01 AM Registry file C:\Users\Tester 1\AppData\Local\Microsoft\Windows\\UsrClass.dat is |
10/21/2017 1:06:11AM  Disable background user hive upload task succeeded,

10/21/2017 1:06:24 AM  Recieved user logen notification on session 1

UTC Service
Events Log
(Windows
10+)

Bl UTC Service Events Log B Clean Now

The Universal Telemetry Client (UTC) service collects telemetry data from Windows 10 fo
identify security and reliability issues, to analyze and fix software problems, to help improve
the quality of Windows and related services, and to make design decisions for future
releases

Date and Time Event
7/10/2019 2:18:55 PM

7/10/2019 21857PM  The service has been started to the following state: 0.
7/10/2019 2:18:38PM Is the Battery Saver state enabled: false

7/10/2019 218:58PM  Isthe device in connected standby: false

7/10/2019 224:25PM  The service has been started to the fellowing state: 0.
7/10/2019 224:26PM  Is the Battery Saver state enabled: false

7/10/2019 224:26PM  Isthe device in connected standby: false

7/10/2019 22426PM  Is a free network available: false

VHDMP Events

VHDMP Events Log & Giean Now

-

The VHDMP (Virtual Hard Disk MiniPort) is used to simulate disk device. for example, when you
mount an ISO image.

LOg Date and Time Event fa
3/6/2022 34 AM  Starting to open handle for virtual disk.
3/6/2022 9:42:54 AM Virtual disk object created: Oxffffaegff295f040.
3/6/2022 %:42:34 AM Starting to create the handle for the file backing virtual disk "\\D:\RDI Panels\7p0\R-Drive
3/6/2022 9:42:54 AM Handle for the file backing virtual disk "\\?\D:\RDI Panels\7p0\R-Drivelmage-7000.is¢' crea
3/6/2022 9:42:54 AM Starting to create the handle for the file backing virtual disk 'D:\RDI Panels\7p0\R-Drivelm:
Volume Volume Snapshot Driver Events Log = Clean Now

Snapshot
Driver Events
Log
(Windows
10+)

-

Snapshots allow the creation of consistent backups of a volume, ensuring that the contents do not
change and are not locked while the backup is being made.

Date and Time Event
7/20/2010 248:53PM  The volume snapshot driver has completed processing for volume online.
Volume GUID : {447d3858-351c-43f0-8439- 12637cad 5428}
Guidance:
The valume snapshot driver was able to scan for any persistent snapshots on this volume,
You should expect this event when a volume s brought online. No user action is required

WCM Service
Events Log

=» WCM Service Events Log = Clean Now

The Windows Connection Manager (WCM) service makes automatic connect/disconnect
decisions by looking at Ethernet, Wi-Fi, and mobile broadband interfaces and can create a
Iog of its events.

Date and Time Event
2/20/2018 &35:36PM  WCMSVC: Start WCM Service Startup
2/20/2018 &35:36PM  CDE reported an NDIS adapter arrival
Interface: {1CID2EFS-BO0R-409F-A1C4-02000B82806D}
Type Ethemet
2/20/2018 &35:36PM  CDE reported an L2 adapter arrival
Interface: {1CID2EFS-BO0E-409F-A1 C4-92900832896D}
Type Ethemet
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Web Authentication Events Log Clean Now

The Web Authentication provides an open. scalable, and interoperable solution to facilitate

AUthenticatIOn authentication, which replaces passwords with stronger hardware-bound credentials.
Date and Time Event ~
Events Log

. 7/16/2019 307:25PM  Ctap senice started successfully.
(W| ndOWS 7/17/2019 T:4117PM  Ctap service started successfully.
7/19/2019 10:48:15AM  Ctap service started successfully,
1 O +) 7/22/2019 345:58PM  Ctap senvice started successfully
7/24/2019 52424 AM  Ctap service started successfully,
7/24/2019 11:38:36 AM  Clap service started successfully.

B WER Diagnostics Events Log B Ciean Now

The Windows Error Reporting (WER) service enables users to notify Microsoft of application

1 1 Taults, kernel faults, ul . and other SpEDmE pmmems, Itcan
Diagnostics S ‘
Events Log

Dateand Time  Event

Es  WER Upload Events Log B Clean Now

The Windows Error Reporting (WER) service enables users to nofify Microsoft of application
faults, kernel faults, unresponsive applications, and other application specific problems. It can
create a log of the events during report upload

WER Upload 5

Uploaded: 4836 bytes

Events Log TA11/2016 214:36PM  Server: watson.telemetry.microsoft.com

Protocol: Watson

(Windows Stage slevet

Upload duration: 891
1 0+) Size: 4371 bytes
Uplosded: 4371 bytes
T/11/2019  3:48:24 PM Server: watson.telemetry.microsoft.com
Protocol: Watson

Stage: slevent
Upload duration: 750
Size: 4536 bytes
Uploaded: 4536 bytes

@  WFP Events Log B Clean Now

The Windows Filtering Platform (WFP), which allows Windows software to process and filter
network traffic, can create a log of its events.

WEFP Events
Date and Time. Event ol

Log 7/3/2020 10:5213AM  Transaction Watchdog Timeout
The filtering engine has excesded the configured threshold to process 3 transaction. Ti
Owning Process ID: 2524
Transaction Time (msec): 331762885
Transaction Commit Time (msec): 16
Configured Threshold (msec) 500

@ WFP IKE Events Log @ Clean Now

W FP IKE Being one of the Windows Filtering Platform (WFP) keying modules, the Internet Key Exchange
(IKE) is used while setting up a secure connection and accomplishes the safe exchange of
Eve nTS LOg secret keys and other protection-related parameters without the intervention of the user.

Dateand Time  Event

i WHEA Events Log [ Giean Now

The Windows Hardware Error Architecture (WHEA) provides a hardware error handling
mechanism and can create a log of its events.

WHEA Events &

Log 10/21/2017 12:41:19 AM  WHEA successfully initialized,
4 error sources are active
Error record format version is 10.
10/21/2017 12:56:41 AM WHEA successfully initialized,
4 error sources are active
Error record format version is 10.

Win32 Driver Events Log Ciean Now

Win32 Driver
The Win32 Driver is the kernel-mode side of the Win32 subsystem of Windows that
EVe nts Log Ioaded when the boot process is complete and system moves into the User mode.

(Windows
10+)

P Windows Biometric Service Events 3 Clean Now
Log

Wi ndows The Windows Biometric Service provides the ability to capture. compare, manipulate, and
store biometric data without access to any biometric hardware and can create a log of its

events.
Service Events 2

T/10/2019 3:45:54PM  The Windows Biometric Service failed to start its secure component,
Log The operation failed with error: 0x8009801F
T/10/2010 3:45:54PM  The Windows Biemetric Service failed to initialize an adapter binary: Windows Hello Fz
The module's "Sensor Adapter” initialization routine failed with error: 0x80004001
771072019 3:45:54PM  The Windows Biemetric Service failed to configure a Biometric Unit for sensor: Windo
The operation failed with error: 0x8009801F
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Windows
Container
Isolation
Service Log
(Windows
10+)

o Windows Container Isolation Service . ciean now
Log

Containers are a technology for packaging and running applications across diverse
environments on-premises and in the cloud. Containers provide a lightweight, isolated
environment that makes apps easier to develop, deploy, and manage.

Date and Time Event

7/10/2019 318:43PM  WCIFS filter registration succeeded
7/10/2019 32405PM  WCIFS filter registration succeeded
7/10/2019 35326PM  WCIFS filter registration succeeded
7/16/2019 2:4515PM  WCIFS filter registration succeeded

Windows
Container Bind
Filter Log

Jo Windows Container Bind Filter Events |5 ciean now
Log

The Windows Bind Filter is a service that binds filesystem namespaces to different locations
and hides this remapping from the user

Windows Hello
Events Log

Date and Time Event 2
- 6/18/2020 4:40:11PM BINDFLT filter registration succeeded
(W | ndOWS 6/18/2020 44752 PM BINDFLT filter registration succeeded
6/18/2020 4:50:56 PM BINDFLT filter registration succeeded
1 0 +) 6/18/2020 5:21:12PM BINDFLT filter registration succeeded
6/22/2020 411:07 PM BINDFLT filter registration succeeded
6/22/2020 &37:00PM BINDFLT filter registration succeeded
Windows Defender Events Log @ Clean Now
The Windows Defender Service helps protect users from malware and other potentially
unwanted software and can create a log of its events.
Windows -
Defe nder 3/23/2018 519:51PM  Endpoint Protection client is up and running in a healthy state.
Platform version: 4,12.17007.18022
E tS L Engine Version: 1.1.14600.4
ven Og Signature Version: 1.263.944.0
3/23/2018 5:5756PM  Windows Defender scan has started
Scan ID: {D2020215-DA74-4CTC-AG24- C220402A4068}
Scan Type: Antimalware
Scan Parameters: Quick Scan
User: NT AUTHORITY\SYSTEM
¥ Windows Defender Monitoring Log ¥ Clean Now
W- d The Activity Center monitors the state of the Windows Defender and can create a log of this
|n OWS monitoring
Defender
Windows Firewall Diagnostics g cieannow
Log
Wl ndows The Windows Firewall helps protect your computer by preventing unauthorized
users from gaining access fo your computer through the Internet or a network and
FI rewa I I can create the diagnostics log that can assist in troubleshooting
Dlagnostlcs Date and Time Event
8/0/2020 1047:11 AM  FwThreadWaitTimeAndHoldTimeForFwlock
Log callersAppCommandLine: "MPSSVC",
callerFunctionName: *FwDynDataConnectivityUpdate”,
(W| ndOWS threadWaitAndLockHoldTimeMs: 56811933,
fuLockHoldTimeMs: 56311938
10 +) 10/13/2020 11:59:23 AM  FThreadWaitTimeAndHoldTimeForFwl ock
callersAppCommandLine: "MPSSVC",
callerFunctionName: *FuProfileMgrUpdateCachedPolicy”,
threadWaitAndLockHoldTimes: 5250,
fwLockHoldTimeMs: 5250
< - .
@ Windows Firewall Events Log @ Clean Now
The Windows Firewall helps protect your computer by preventing unauthorized users from
gaining access to your computer through the Internet or a network and can create a log of its
events.
WIndOWS Date and Time Event L]
10/5/2018 &31:16PM A rule has been added to the Windows Firewall exception list
Firewall Events e
Rule ID: 3237299-6cf0-425¢-8F 1 e-DfSdbac Tclfb
L Rule Name: Outhound service restriction rule for WinDefend
Og Origin: Local
Active: Yes
Application Path: C:\P Data Micr ws Defender\p 18180
Protocol: Any
Security Options: None
Edge Traversal: None
Modifying User: SYSTEM
Moifying Application: C:\ProgramData\Micr D,
o H -
«~ Windows Hello Events Log L Clean Now

The Windows Hello lets you sign into your Windows 10 devices using face, fingerprint or
companion device instead of entering password and can create a log of its events.

Date and Time Event

7/10/2018 3:40:57PM  Device unlock policy is not configured on this device.

T/10/2019 3:40:38 PM  The Microsoft Passport service started successfully.

T/10/2018 3:43:19PM  The Microsoft Passport Container service started successfully.

T/10/2019 3:43:19PM  Windows Hello for Business prerequisites check started,

T/10/2018 3:43:19PM  Windows Hello for Business successfully completed the remote desktop prerequisite che
T/10/2013 3:43:13PM  The Primary Account Primary Refresh Teken prerequisite check failed.

T/10/2019 3:43:19PM  Windows Hello for Business prerequisites check failed.
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Windows Time
Service Events
Log

(Windows
10+)

Windows Time Service Events Log Clean Now

The Windows Time Service maintains date and time synchronization on all clients and servers in
the network and can create a log of its events.

Date and Time Event
6/18/2020 5:40:23PM  Leap second configuration:
Enabled: 1

Count:

Current Offset from UTC (Seconds): 0
Runtime state consistent with settings: 1
System Tick Count: 204687

Windows
Update Events
Log

% Windows Update Events Logs @ Clean Now

The Windows Update service enables the detection, download, and installation of updates for
Windows and other programs and can create a log of its events.

Date and Time Event

10/21/2017 1:05:49 AM  Windows Update successfully found D updates.

10/21/2017 1:05:58 AM  Windows Update failed to check for updates with error (x300704¢f,
2172017 1:06:16 AM  Windows Update successfully found 0 updates.

10/21/2017 1:07:19 AM  Windows Update successfully found 12 updates.

10/2172017 9AM  Windows Update successfully found 0 updates.

10/2172017 1:07:30 AM  Windows Update successfully found 12 updstes.

10/21/2017 1:11:29 AM  Windows Update successfully found D updates.

10/2172017 1:1248 AM Windows Update successfully found 13 updates.

10/21/2017 1:12:48 AM  An update was downloaded.

WinINet Events
Log

&5 WinINet Events Log @ Clean Now

The WiniNet is an HTTP client platform for interactive desktop applications. It can
create a log of its events

Date and Time Event
6/22/2020 4:28:26 PM AutoDetect: true

Winlogon
Events Log

=  Winlogon Events Log @ Clean tiow

‘Winlogon is a component of the system that performs some operations when a user signs in fo the system
and can create a log of its events.

Date and Time Event

10/27/2019 10:28:43 AM  The winlogon notification subscriber <Trustedinstaller> began handling the notification event (0)
10/27/2019 10:28:50 AM  The winlagon notification subscriber < Trustedinstaller finished handling the notification event (
10/27/2019 10:28:50 AM  The winlogon notification subscriber < Trustedinstaller> began handling the notification event ()
10/27/2019 10:28:54 AM  The winlagon notification subscriber < Trustedinstaller> finished handling the notification event (0),
10/27/2019 10:28:54 AM  The winlogon notification subscriber <Trustedinstaller> began handling the notification event ()

0)

WinRM Service
Events Log

#&  WinRM Service Events Log @&  Clean Now

Windows Remote Management (WinRM) service implements the WS-Management (Web
Services-Management) protocol used for remote software and hardware management and
can create a log of its events.

Date and Time Event

7/10/2019 220:47PM  WSMan operation Enumeration started with resourceUri http://schemas.microsoft.

7/10/2019 22051PM  Activity Transfer

7/10/2019 2:2051PM  Theclient cannot connect to the destination specified in the request. Verify that the
commonly 115 or WinRW, If the destination is the WinRM service, run the following

WInSAT Events
Log

Bl WinSAT Events Log B Clean Now

The Windows System Assessment Tool (WinSAT) measures various performance
characteristics and capabilities of the hardware it is running on and can create a log of its
events.

Date and Time Event

T/16/2019 4:10:43PM  WinSAT Application Start: 2019-07-16T20:10:43.757241300Z

T/16/2019 410:43PM  Phase 10: Application Intializaton

T/16/2018 4:10:43PM  WinSAT Application Command Line ' C:AWINDOWS\system32\winsat.exe" disk -wssu
T/16/2019 410:43PM  Phase 20: Modify system policies

T/16/2018 4:10:43PM  Phase 20 finished

T/16/2019 410:43PM  Phase 10 finished

WLAN
AutoConfig
Service Events
Log

Clean Now

’e.? WLAN AutoConfig Service Events
Log

The WLAN AutoConfig service required to configure, discover, connect to, and disconnect
from a wireless local area network (WLAN) can create a log of its events.

|DateandTimE Metwork Adapter  Event Network Name

WMI Events
Log

ﬁﬂ Windows Management & Clean Now
Instrumentation Service Events Log
The Windows Managemem Instrumentation (WM\) service pmvwdes a common interface and

object model to access management information about operating system, devices,
applications and services and can create a log of its events.

Date and Time Event &

9/10/2018 $:2428PM  Id = a = WINDOWS10; User
MaxClockSpeed FROM Win32_Processor, ResuftCode = 0x80041032; PossibleCause =

9/10/2018 $:24:49PM  Id = a = WINDOWS10; User
MaxClockSpeed FROM Win32_Processor, ResultCode = 0x80041032; PossibleCause =
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WNS Events
Log

%3] Windows Push Notification Service B Cean or
Events Log

The Windows Push Notification Service (WNS) allows to send push data ("toast’ and "tile”
updates) to Universal Windows Platform applications and can create a log of its events.

Date and Time Event

11/8/2018 5:5420PM  WNP Transport Layer Disconnect call initiated for the Test Connection.

11/9/2018 5:5420PM  WNP Transpart Layer sent command for the Test Connection with Verb: QUT, Trid: ¢
436FBET46578743A20333735356531616462663333333937340D0A0D0A

Work Folders
Events Log

@ Work Folders Events Log B Clean Now

With Work Folders users can store and access work files on personal computers and devices,
often referred to as bring-your-own device (BYOD). in addition to corporate PCs.

Dateand Time  Event

Work Folders
Management
Log

Clean Now

@ Work Folders Management Log

With Work Folders users can store and access work files on personal computers and devices,
often referred to as bring-your-own device (BYOD), in addition to corporate PCs.

| Date and Time  Event

WPD MTP
Events Log

WPD MTP Driver Events Log [l CleanNow

-~
The Media Transfer Protocol (MTP) is used by Windows Portable Devices (WPD) to enable
computers to communicate with attached media and storage devices.

| Dateand Time  Event

Storing Traces: More Information...

Regstry.

This part alows you to inspect and clean various traces (mostly insignificant) left by some system
applications and services, some aready removed from your system. Most of these traces are stored in the

Stored Application Compatibility
Settings

; Stored Application Compatibility Settings @ clean now

Your system can store various compatibility settings of applications already removed from the

system

| Application Path  Compatibility Settings

Stored Browser Plugins
Information

L  Stored Browser Plugins Information

Clean Now

The system can keep some information about web browser plugins already removed from the

system.

Name Description Company Version Path

Stored System Environment
Variables

2| Stored System Environment Variables

B Clean Now

Your system can keep the Environment Variables created by applications already removed from the

system

Mame  Path

Stored Locations of Shared
Modules

4  Stored Locations of Shared Modules

& Clean Now

Some applications can use modules (separate fies) shared with other applications.

Path
Bfe icrosoft.NETY 10370:
| G rosoft.NET\ 1.0.370!

5] CAWindows\ MicrosoftNET\ Frameworki.0.3703\iehost.dil
<] CAWindows\Microsoft.NET\Frameworki1.0.3705\iehost.dil

Usage Count
12286
12286
12285
12286

Stored Locations of System
Type Libraries

& Stored Locations of System Type
Libraries

&l Clean Now

Type Libraries contain an information about COM (Component Object Model) objects and are used
by various applications for retrieval of this information. Your system can keep locations of the Type

Libraries contained in applications already removed from the system.

Name Path

ForcelnterfaceCOM 1.0 Type Library C:\Program Files («86)\HMA! Pro VPN\bin\ForcelnterfaceCOM.dil

Stored Network Information

&5 Stored Network Information

& Clean Now

Your system can keep some information about networks this device was connected to.

Network Name Creation Time  Last Connection Time  Router

Network 9/22/2014 T:37:20PM  4/26/2017 12:00:59 AM  <none>
Network 2 8/19/2015 2:12:42PM  9/28/2015 Z00:39PM  <none>
Network 3 5/15/2017 8:07:48PM  4/20/2020 11:57:12AM  <none>

Stored Scheduled Tasks

{ L Stored Scheduled Tasks

@ Clean Now

Your system can store some information about tasks scheduled by applications already removed

from the system

| TaskName  Creator Priority Scheduled on  NextRun Time LastRunTime Status

Last Result
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Stored Services Information

4i@ Stored Services Information

Your system can keep some information about services of removed applications.

4@ Clean Now

‘Nama Path Description

Stored Legacy Services
Information

9§ Stored Legacy Services Information

Your system can keep some information about legacy services already removed from the system

4@ Clean Now

‘ Name  Settings

Stored USB Storage
Information

=~ Stored USB Storage Information

The system can store some information about data storage devices that were connecied to

this PC via the USB inferface.

<= Clean Now

]
001CCOEC34BBBB2105E2000F
13030885019000000285
13030883026000000449
201312180130

201312180130

2B250AT51674
2CCA54405A8D3A89
4B404E4T53544F4E4BOTODCEED
588717000015
900073C40D3E 1471
AAD10204140313451478
AAD10304140419441168
AA010304142215598091
/AhDDODODODD25526
chalT4c4a5e599
TDB1121A0326_LUNOO

Name
Kingston DT 101 G2 USB Device

UFD 2.0 Silicon-PowerdG USB Deviee
UFD 2.0 Silicon-PowerdG USB Device
STS00DMD 02-1BD142 USB Deviee
HGST HTS 5430S0ATEGB0 USB Deviee
HGST HTS 545050A7E6B0 USB Device
C-ONE 016B i-Disk USB Device
Kingston DataTraveler 2.0 USE Device
Kingston DataTraveler 400 USB Device
USB DISK 2.0 USB Device

SanDisk Extreme USE Device

SanDisk Extreme USB Device

SanDisk Extreme USB Device

Corsair Flash Voyager USB Device
JetFlash TS8GJFV10 USB Device

USB 3.0 Drobo § - Gen 2 USB Device

Stored Wireless Networks
Profiles

—

= Stored Wireless Networks Profiles

Your system can keep some information about wireless networks this computer was connected fo.

Select items (profiles) you want to remove.

Clean Now

Network Name  Connection Type  Connection Mode

Authentication Data Encryption

Associativity Traces: More Information...

This part alows you to inspect and clean various traces connected with associativity of file types,
protocols, etc., with already removed applications.

Stored AutoPlay Handlers
Paths

Some applications can be assigned to perform some action automatically when Windows detects
media files (music, pictures. video. efc) on a device with removable storage. such as a digital
camera or a CD-ROM. Your system can keep some information about these applications (handlers)

Stored AutoPlay Handlers Paths

when they are already removed from the system

EJ  Clean Now

Application  Action Path

Stored COM Class Identifiers

,5; Stored System COM Class Identifiers

Your system can keep the Class Identifiers of COM (Component Object Model) objects contained in

applications already removed from the system.

3  Clean Now

Name

Chinese CHT Advanced Data Source
Disk Footprint Diagnostics Task
Lock Screen Camera Control

Path Program D Application

Microsoft Windows Embedded App Launcher's ...

PSFactoryBuffer
PSFactoryBuffer

Stored COM Interface
Identifiers

2]  Stored COM Interface Identifiers

“Your system can keep the Interface Identifiers of COM (Component Object Model) objects contained

in applications already removed from the system.

#] Clean Now

Interace Name Last Modification Date and Time

ILocationOverride 9/29/2017 4:47:21 PM
Wisitinformation ~ 9/29/2017 4:47:20 PM

Stored e-Mail Programs
Information

fji

Your system can store some information about e-mail applications already remaved from the,

system.

Stored e-Mail Programs Information

= Clean Now

Application  Path
Windows Mail
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Stored Event Logging
Applications Information

EI:H Stored E_vent Logging Applications Clean Now
) Information
Some appu:anoms can \Dg various events in ADDHCBI\DH \Dg of ‘your system and some information

about such applications can be kept in the system when they are already removed from the
system

Application  Path  Types of Logged Events

Stored System File Types

-@r} Stored System File Types ® Clean Now
Your system can keep the filename extensions recognized by applications already removed from
the system

Pay attention! Only extensions with "Yes" in the "Will be Deleted" column will be unregistered
(removed).

For others only links fo applications already removed from the system will be deleted

Stored Firewall Rules

File Name Extension  Will be Deleted  File Type Program D Application
.epub Ves
fif Ves
.man Ves
.msepub Ves
oex No OperaStable.Extension
vor Ves
@ Stored Firewall Rules # Ceeantow

Your system can store the Firewall rules for applications already removed from the system.

|NameufRu\E Application Name  Description  Application Path  Action s Active  Direction  Profile  Protocol  Version

Stored Info of Connection IA
Apps

=4  Stored Info of Connection IA Apps 3 Clean Now

Your system can store some information about Image Acquisition applications - the programs that appear
when you connect an image-capturing device, like a scanner, digital photo or movie camera, efc.

|Name Path Description

Stored Info of Proxy IA Apps

=@  Stored Info of Proxy IA Apps 3 Clean Now

Your system can store some information about Image Acquisition applications - programs that operate with
image-capturing devices, like a scanner, digital photo or movie camera, efc - assigned to be launched on
some event in these devices - connecting, disconnecting. pressing Scan button, etc - if no other programs
are assigned for this particular event

| Path Description

Stored Info of Scan Button IA
Apps

=» Stored Info of Scan Button IA Apps > Clean Now

Your system can store some information about Image Acquisition applications - programs that appear when
you press the Scan button of a scanner.

|Name Path  Description

Stored Media Players
Information

@ Stored Media Players Information Clean Now

The system can store some information about Media Playres already removed from the
system

Application  Path

Stored MIME Types

w[2]  Stored System MIME Types & Clean Now

Your system can keep the MIME (Multipurpose Internet Mail Extensions) types registered by applications
already removed from the system.

Stored News Readers
Information

MIME Type File Name Extension
audio/webm audio/webm
= Stored News Readers Information & Clean Now

Your system can store some information about News Readers already removed from the system.

| Application  Path

Stored Perceived Types
Applications

4%  Stored Perceived Types Applications # clean Now

Perceived Types are similar o file types except they refer to broad categories of file format types, rather than
specific file fypes. Your system can keep names of applications - already removed from the system - which
some perceived types were associated with

Perceived Type  Application
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Stored System Program

A,  Stored System Program |dentifiers % Clean Now

Your system can keep the program identifiers of removed applications.

Stored Recording Software
Information

. Program ID File Type Path A
Identlﬁers {2C256447-3F0D-4CBB-9D12-573BB20CDAOA} C\Program Files (xB6)\KERNEL~T\KERNEL~1,EXE
Kemel.Document Kernel Document C:\Program Files (xBB)\KERNEL~T\KERNEL ~1.EXE
Kind.Document C:\Program Files (x86)\KERNEL~T\KERMEL~1.EXE
Kind.Email C:\Program Files (x86)\KERNEL~T\KERNEL~1.EXE
Kind.Music C:\Program Files (xB6)\KERNEL~1\KERNEL - 1.EXE
Stored Recording Software —
Information

Your system can keep some information about audio, screen and video recording software
already removed from the system

Path Class Name Runtime Version ‘

Stored Web Browsers
Information

& Stored Web Browsers Information @, Clean Now

Your system can keep some information about web browsers already removed from the system.

‘ Application  Path ‘

Installer Traces: More Information...

removing these traces.

This part alows you to inspect and clean various data left by installers of aready removed applications.
Most of these traces are stored in the Registry. Sometimes you may significantly clean the Registry by

Installer's Temporary Files
and Folders

+= Installer's Temporary Files and Clean Now
Folders

The Windows Installer can leave on disk the temporary files and/or folders created during the
installation or update of programs or system components.

File or Felder Name Last Modification Time -
7} SourceHash{13A4EE12-23EA-3371-91EE-EFBIGDDFFFIE} 5/16/2018 3:31:30 PM

"} SourceHash{1968B40D-1578- 3D01-B289-BEFCTTATIATE} 2/15/2021 12:39:27 PM

_| SourceHash{25E80DAA-FD87-DCES-202C- CCO2FE673002} 11/13/2015 1:58:49 PM

"} SourceHash{2E8B8BDD-03DF-4C1C-8C99- EGA4BCBF43CE} 5/30/2019 11:52:41 AM

Stored System Installation
Information

@ Stored System Installation Information & Clean Now

Your system can store some information from the distribution kits of applications already removed
from the system

|Apph(allun Application lcon Path  Package Path  Source Paths

Stored Installer Components
Paths

@ Stored System Installer Component & Clean Now
Paths

Windows Installer can store paths used during the installation of some compenent(s) of some
program(s) or service(s).

Ci\MyProgrami\freebsd.ise
CAMyProgramiinuxiso
C\MyPragram\linuxPreGlibe25.iso
CAMyProgram\netware.so
Ci\MyPragram\solaris.iso

Stored Installer Folders

G  Stored Installer Folders B Cloantow

The Windows Installer can store paths which were used during the installation of some program(s)
or service(s).

C\MyPragram
CAWINDOWS\TEMPInstallHEVC AppxPackage

Stored Installer Packages

Q Stored System Installer Packages & Clean Now

Your system can store Windows Installer package files of applications already removed from the
system

PackagePath Name Version Publisher Date of Installation  Source Path  Installation Path  Patch Path  Patch

Stored Installer Registry Keys

@ Stored System Installer Registry Keys & Clean Now

Windows Installer can store the Registry key names which were used during the installation of some
program(s) or service(s).

Stored Programs and
Features Info

Eﬂ Stored Programs and Features Info B Clean Now

The Programs and Features can keep some information about applications already removed from
the system

|Apph<aliun Version  Date of Installation  Installation Path  Seurce Path  Publisher
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Stored Installer Source Paths

Stored Installer Source Paths & Clean Now

<

The system can store temporary paths to folders from which applications or system
components were updated

Product Name Package Name Source Paths

Google Update Helper  GoogleUpdateHelper.msi  C:\Program Files (x881\Google\Update\1.3.25.11
C:\Program Files (x86)\Google\Update\1.3.24.15
Ci\Program Files (x86)\Google\Update\1.3.25.5
C:\Program Files (x86]\Google\Update\1.3.26.9
C:\Program Files (<86]\Google\Update\1.327.5
C:\Program Files (x86)\Google\Update\1.3.28.1
C:\Program Files (<86)\Google\Update\1.3.22.13

Google Update Helper  GoogleUpdateHelper.msi

Stored Programs and
Features Paths

=)

Programs and Features can keep paths to applications already removed from the system.

Clean Now

Stored Programs and Features Paths

Program Name Path  Date and Time of Last Use

Stored Programs and

& Clean Now

3

The system can store paths to folders from which applications or system components were installed.

Stored Programs and Features Sources

Features Sources

Program Name Date of Installation  Source

Google Update Helper 20141117 C:\Program Files (x86)\Google\Updatet1.3.25.11
Microsoft DVD App Installation for Microsoft. WindowsDVD... 20151113 CAWINDOWS\SoftwareDistribution\Download\ee
Microsoft HEVC Media Extension Installation for Microsoft... 20171021 CAWINDOWS\SoftwareDistribution\Download\21

Stored Store Install
Information

a

Clean Now

Stored Store Install Information

The system can store some information about installation and updates of the UWP (Universal
‘Windows Platform) programs and games already removed from the system.

Package Name  Product Name Product D Last AutoUpdate  Last Requested Update ‘

Setup and Update Traces: More Information...

This part allows you to inspect and clean various data left by system setups and updates.

Microsoft Update Health Tools
Log
(Windows 10+)

B Clean Now

Microsoft Update Health Tools
Logs

Microsoft Update Health Tools improve reliability of Windows Update Service and
can create logs of their events that can assist in troubleshooting

] UpdateHealthTools. 01 etl
[} UpdateHealthTools.002.etl

Provisioning Temporary Folders
(Windows 10+)

Clean Now

+  Provisioning Temporary Folders

Using Windows provisioning. it's possible easily specify desired configuration and settings
required fo enroll the devices into management and then apply that configuration to target
devices in a matter of minutes.

Lest Modification Time
9/11/2020 2:46:55 PM
9/11/2020 2:46:55 PM
9/11/2020 2:46:35 PM
9/11/2020 2:46:55 PM
9/11/2020 2:46:55 PM

File or Folder Name
tw-1040-1b24-a9a78.tmp
tw-1040-1b24-a9%7atmp
tw-1040-1b24-a%a8b.tmp
tw-1040-1b24-29a8d.tmp
tw-1040-1b24-a9a8f tmp

Setup Logs

@ @ Clean Now

Log files created when your system has installed its components.

Setup Logs

v System Setup Log Files

setupactlog

m

setupactlog
setupactlog

2| setupapidevilog

System Windows Update Logs

%  System Windows Update Log @ ciean tow

Log file of updates the system has downloaded and installed (automatically)

Dateand Time PID TID Component Text

Windows Update Medic Service
Events Logs

Windows Update Medic Service
Event Logs

@l Clean Now

The Windows Update Medic Service enables remediation and protection of Windows Update
components and can create logs of its events.

| waasmedic.20190710_194612_007.etl
|| waasmedic.20190710_135038_091.etl
| waasmedic.20190710_195641_165.etl
| waasmedic.20190710_201936_418.etl

Windows Update Trace Logs

5

For error detection and diagnostics, the Windows Update service can create trace files.

Windows Update Trace Logs

Clean Now

[] WindowsUpdate.20190822,065056,724.10.¢tl
[ WindowsUpdate 20190822.065056.724.11.etl
7] WindowsUpdate.20190822.065056.724.12.et!
| WindowsUpdate.20190822.065056.724. 13.etl
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=y WS8US Data Store Traces & Clean Now

WSUS (Windows Software Update Services or Windows Server Update Services) can create
temporary and log files for troubleshooting purposes.

~ [¥]| | Checkpoint Files
] edb.chk
~ [¥]| | Database Logs
WSUS Data Store Traces
edb00403.l0g
edb00404.log
edb00405.log

HOEHOLOLE

edbtmp.log
Download Logs
Reserved Tiansaction Log Files

“5  WSUS Events Logs

Clean Now

WSUS (Windows Software Update Services or Windows Server Update Services)
can create a log file that assists in froubleshooting.

WS US Eve nts Log Date and Time Component Status Action  Descr ™

Update;ScanForUpdates  Content Downlosd ~ Success  Down

00:347-0700 UpdateScanForUpdates  Content Download  Success  Down
2018-05-26 04:03:15:154-0700 Update;ScanForUpdates  Content Install Success Install
2018-05-26 209-0700 Update:ScanForUpdates  Content Install Success Install
2018-05-26 04:03:38:604-0700_Update;ScanForUpdates Content Download  Success Down

Program Data Traces: More Information...

This part alows you to inspect and clean various traces left by system services and installed application
and which are common to all users of this computer.

E} Windows Defender Activity Logs E Clean Now

The Windows Defender can log some details of its activity.

Windows mfender Activity ‘ =| MPLog-20180531-171747.leg
Log

9  Windows Defender Delayed Reports ~ # cieantiow

The Windows Defender can sometimes postpone reporting about detected threats.

Windows Defender Delayed
Reports

File Name Date and Time

E} Windows Defender Detection Logs 0 Clean now
Windows Defender Detection The Windows Defender can log brief information about each of detected viruses.
Log ‘ -] MPDetection-20180621-205110.log
Ea Windows Defender Network Inspection B CleanNow
Service Log

The Network Inspection Service of the Windows Defender can create a log file of its activity that assists

Windows Defender Network troubleshooting

Inspection Service Log -
[04/16/18-17:43:35  [On ] Sig {894cf0e5-c2b7-4dfc-adbe-018e7107d527) Other:Win/Ogimant. HTTP.HTTP!NIS-0000-0000 -
[04/16/18-17:43:35 [On ] Sig {eb38c015-32a6-4551-844b-c 1 cfef0a5151} O [Hy HTTR.HTTRINI -
[04/16/18-1 5 [On ] Sig {20d5436e-230b-4a52-2506-4f 791303} Other: /Hy pp.HTTP.HTTPINI
[04/16/18-17:43:33 [On ] Sig {44f77702-5b0c-4c23-064c-: OtherWin/Hy L HTTP.HTTPINI:
B Windows Defender Scan Logs B cleanNow

During scan, the Windows Defender can create log files that assist froubleshooting.

Windows Defender Scan Logs

File Name Last Modification Time
~ Detections.log 12/8/2014 3:41:27 PM
" Historylog  7/17/2018 10:18:25PM
5| UnknownLog  7/18/2018 10:36:19 PM

E} Windows Defender Scan Results E Clean Now
WindOWS Defender Scan The Windows Defender can store some details about each of scans.
ReSLI"'S Scanld Date and Time

{03B66C 1F-D24A-40B9-BI4A-8DTOSCAOC62C) 7/5/2018 9:37:37 PM
{D8BA2732-FIBB-45DE-8BE2-BEFDT6AATCES}  7/5/2018 10:41:35PM
{13010C9F-83F0-4EAC-AFAD-TDSDSBA04339)  7/4/2018 12:28:35 AM
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Windows Defender Quick
Scan Results

Ed  Windows Defender Quick Scan Results B Glean Now

The Windows Defender can store some additional details about each quick scan

Scan Id Date and Time

{22D7282B-390C-445C-9F1B-381CCICFS31B)  7/4/2018 10:17:58 PM
{5AB37535-DF57-4EE3-BD03-7CCIDEDI3A36] 7/17/2018 10:42:15PM
{CBA08765-7792-41D3-8BET- 1755AE260445)  7/5/2018 10:41:21 PM

Windows Defender WPP Files

EB  windows Defender WPP Files B Geanow

The Windows Defender can use the Windows software trace preprocessor (WPP) to trace its operations that
assists in froubleshooting.

MpWppTracing-20180717-220033-00000003-FfFfff.bin
MpWppTracing-20130718-133117-00000003-fffffff.bin

Common Windows Search
Databases

5. Common Windows Search Cache Files /> Clean Now

Indexing can cache files with detailed information about files used by Windows to perform very fast searches
of the most commen files on your computer.

FileName  Dateand Time

Windows Search Indexing
Files

S Windows Search Indexing Files /> Clean Now

Indexing stores detailed information about files used by Windows to perform very fast searches of the most
common files on your computer.

File Name  Last Modification Time

Windows Search Stream Log
Files

p. Windows Search Stream Log Files /) Clean Now

Indexing stores detailed information about files used by Windows to perform very fast searches of the most
common files on your computer.

File Name Last Modification Time A
Systemindex.1.Crwl  10/23/2017 4:40:29 PM
Systemindex.10.Crwl 11/20/2017 10:05:29 P
Systemindex.11.Crwl 11/28/2017 7:51:35 PM

Indexing Traces

> Indexing Traces J Clean Now

The Indexing stores detailed information about files which are used by Windows to perform very fast searches
of the most common files on this computer.

Databases
Database Log Files

Document Identifiers Map

Gathering Leg Files

CSP Diagnostic Event Logs
(Windows 10 and later)

B CSP Diagnostic Event Logs ~ ® ceeanton

The Configuration Service Provider (CSP) is an interface to read, set, modify, or
delete configuration settings on the devices. It can create event logs of its
diagnostics.

Digital Rights Management
Traces

Digital Rights Management Traces 5 Clean Now

Digital Rights Management (DRM) provides the protection of proprietary data from unauthorized copying and
other illegal uses.

Cache Files

Logs ‘

Event Viewer History

Event Viewer History Clean Now

The system can keep the history and some settings of the viewed Windows event logs.

Log Path Log Neme
Windows Logs Application

Map Data

& MapData @ Ciean Now

The system can store some data of the maps used by navigation applications.

]| | Cached Maps
Logs

Power Efficiency Diagnostics
Reports

‘g Power Efficiency Diagnostics Reports & clean now

The Power Efficiency Diagnostics Tool helps users to deal with common energy efficiency and
battery life problems.

] energy-report-2018-08-07.xml
[ energy-report-2018-09-10.xml
nergy-report-2013-09-21xml
energy-report-2018-09-25.xml
nergy-report-2018-10-02xml
nergy-report-2018-10-3.xml

nergy-report-2018-10-30.xml
nergy-report-2018-11-01xml
nergy-report-2018-11-07.xml

nergy-report-2018-11-08.xml
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Reliability Monitoring Traces

B Clean Now

Bl Reliability Monitoring Traces

Reliability Monitor is an advanced tool that measures hardware and software problems and other changes to
the system. The system can store various traces of the Reliability Monitor activity.

Software Quality Monitoring Files
Published Data Logs

State Data Logs

RUXIM Events Log

[E cClean Now

RUXIM Events Logs

The RUXIM (Reusable UX (User eXperience) Interaction Manager) is a component
used by Windows Update that ensures that all required updates are property
scheduled and delivered.

File Name Last Modification Time
TRUXIMLog 00T et 1/11/2024 11:11:50 AM

Software Quality Monitoring
Traces

Bl Software Quality Monitoring Traces

B Clean Now

The Customer Experience Improvement Program (CEIP) executes Software Quality Monitoring (SQM) in that
to collect information about how customers use Microsoft programs and about some of the problems they
encounter. Microsoft uses this information to improve the products and features the customers use most
often and to help solve problems.

Stored Binary Manifests
Sessions SQM Files
Upload SQM Files

Update Orchestrator Events

@& Update Orchestrator Events Logs

& Cclean Now

The Update Orchestrator is used by Windows Update and can create logs of its events that assist in
troubleshooting

Logs

File Name Last Modification Time o
| NotificationUx.001.etl 5/31/2018 7:17:13PM
| NotificationUx.002.etl 5/31/2018 T:17:11 PM
| NotificationUx.003.etl 5/31/2018 6:42:30 PM
| Notification Ux.004.et! 5/31/2018 6:42:29 PM
| NotificationUx.005. etl 5/31/2018 6:42:29 PM

WEFP Diagnostics Logs

M WFP Diagnostics Logs @ Clean Now
The Windows Filtering Platform (WFP) allows software to process and filter network traffic_ It
can be used by firewalls, intrusion detection systems, antivirus programs, network monitoring
tools. and parental controls_

FileNeme  Last Modification Time
T wipdiag.etl 3/6/2022 &:56:09 AM

Windows Security Service
Logs

Windows Security Service Logs

@ Clean Now

The Windows Security Service handles unified device protection and health information, and
can create logs of its activity.

[J»  App Repository o CleanNow

The system uses the App Repository when downloads and installs various apps from the Store. Red items
shown in the tree below can contain important information, they are not selected by default, and can be
removed only on this panel and only manually.

App Repository

Logs ~
Reserved Logs
[} Checkpoint Files
[I[] Databases
~ [} Stored App Manife:

-9118-54d4BdGalc! 63.447_neutral_neutral_cwSn1h2byewy.xml

32-9118-54d4Bd6a0c neutral_neutral_cwSn1h2beyewyxml

Stored Start Menu Items

Stored Start Menu ltems

2l Clean Now

In the All Programs section of the Start Menu your system can store some items (such as shorfcuts and
folders) linked to applications already removed from the system.

Stored Startup Application
Info

Application  Description  Location in the Start Menu Path
Tablet PC All Programs -> Accessories -» Tablet PC
=» Stored Startup Applications Info = Clean Now

Your system can store some information about applications launched during logon and already removed from
the system.

Application  Description  Path ‘

Services Accounts Traces: More Information...

This part alows you to inspect and clean various traces left by 3 predefined system accounts : Local
System, Local Service, and Network Service.
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System Registry Traces

ﬁff Registry Traces of Services Accounts B Clean Now

Registry records of items used by System (Recent System Applications, etc).

| [#1&] Local System’s Recent Direct3D Application

Local Service's Temporary
Files

Local Service's Temporary Files Clean Now

List of temporary files created under "Local Service" account.

File or Folder Name  Last Modification Time
J EVTF677.mp 5/22/2018 %:26:03 PM
L] MSGFe65.tmp ~ 5/22/2018 8:26:03 PM
_| PUBF676.tmp 5/22/2018 £:26:03 PM

Local System's Temporary
Files

+ Local System’'s Temporary Files Clean Now

List of temporary files created under "Local System"” account.

File or Folder Name  Last Modification Time

Network Service's Temporary Files Clean How

List of temporary files created under "Network Service” account.

- 1 File or Folder Name Last Modification Time
Network SerVICe S Tempora ry {5DC3ACAD-90F1-4C62-AB4C-EBFD368B813B] 3/2/2018 9:22:10 PM
FI Ies 5] mpam-2392fabd.exe 3/2/2018 2:22:09 PM
[#]mpam-e35d572b.exe 6/28/2018 6:27:08 PM
|| mpasdita.vdm 3/2/2018 9:22:10 PM
|| mpavditaxdm 3/2/2018 ©:22:09 PM
= MpCmdRun.log 7/18/2018 10:16:07 PM
5] MPSigStub.exe 3/2/2018 9:22:09 PM
= MpSigStub.log 7/18/2018 10:16:06 PM
Local System's Direct3D Shader Cloan Now
Cache

LSyss Direct3D Shader Cache

The Direct3D Shader Caching Library of the System can create a cache of its files.

File Name  Last Modification Time

Local Service's Cached
Certification Files

Local Service's Cached Certificates ] Clean Now

Your system may store a cache of certificates (digitally signed statements commonly used for authentication
and to secure information on open networks).

Web Address

B hetp://ctldl y \/update/u3/s P /i b
] hittp://ocsp.digicert.com/MFEWTZBNMEswSTAJBgUIDGMCGQUABBTBLOVZTRVZTLBd uom 42FnY B43SPUEWQUSZ1ZMUHWMys%2

Local System's Cached
Certification Files

Local System's Cached Certificates 3 Ciean Now

Your system may store a cache of certificates (digitally signed statements commonly used for authentication
and to secure information on open networks).

Web Address

2] http://erl.globalsign.com/gs/gscodesigng2.crl

[#] http://crl.globalsign.net/ primobject.crl

2] hitp://crl.globalsign.net/Root.crl

[E] http://crlverisign. com/tss-ca.crl

Bhttp://ctldl fupdate/v3/static/ fen: b
Bhitpy//etidl, Jupdate/v3/static/ / .cab

Network Service's Cached
Certification Files

Network Service's Cached Certificates ) Clean Now

Your system may store a cache of certificates (digitally signed statements commonly used for authentication
and to secure information on open networks).

‘Web Address

Bihttp://ctldl fupdate/v3/s f /s <ab

|_| hitp://ocsp.digicert.com/MFEwTzBNMEswSTABgUrDgMCGgUABBTBLOVZTRVZTLBdusm %2FnYB45SPUEWQUSZ1ZMIJHWMys%e2 |
_| http://ocsp.digicert.com/MFEwTzBNMEswSTA)BgUrDgMCGgUABBTBLOV2TRVZTLBduem %2 FnYB43SPUEWQUSZ 1 ZMIJHWMys3e2 |
] http://ocsp.msocsp.com/MFQWUBQME4wTDAIBgUIDgMCGgUABBRPC 1vZtSqvnThzY 3lictbhladmkQQUWIiF1tye SCK3FD7%2F hij|

Local System Cached File
Extensions

4%  Local System's Cached File Extensions B Clean Now

For performance improvement, your system can create a cache of the filename extensions representing the
file types registered by applications maybe already removed from the system.

File Name Extension  Program 1D

zip
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%+, Local System's Cached Shell Extensions Clean Now

Your system can store some information about Shell Extensions (like added shortcut menu items, etc) of
various applications that are installed in the system.
Aftention! When cleaning this cache, you do not remove the extensions. only their cached copies.

Name Type Date and Time
Local System Cached She” CLSID_AutoListPropertyStore Unknewn  10/21/2017  1:12:26 AM

Computers and Devices Shell Folder  5/17/2018  7:4%:15 PM
Extensions Internet Shortcut Unknown  10/21/2017  1:12:16 AM

Intemet Shortcut Unknown 1072142017 1:12:16 AM

IPropertyStore Handler for Images Unknown  10/21/2017  1:12:15 AM

MF MPEG Property Handler Unknown  10/21/2017  1:12:21 AM

Network Status Provider Unknown  10/21/2017  1:06:10 AM

OLE DocFile Property Handler ~ Unknown  10/21/2017  1:12:17 AM

Shell extensions for sharing Unknown  10/21/2017  1:00:09 AM

Shell extensions for sharing Unknown ~ 10/21/2017  1:00:09 AM

TaskScheduler class Unknown  10/21/2017  1:05:31 AM

® Cached Windows Presentation Foundation % Clean Now

Fonts

Cached WPF Fonts

The Windows Presentation Foundation (WPF) Font Cache service optimizes performance of WPF
applications by caching commonly used font data.
Aftention! When deleting and wiping this cache, you do not remove the fonts, only their cached copies.

_] CAWINDOWS\FONTS\ ~
+ | CAWINDOWSH\FONTS\arial ttf
_| CAWINDOWS\FONTS\arialbd.tf
] CAWINDOWS\FONTS\arialbi.tf0l
+ | CAWINDOWS\FONTS\ariali tf

Local System's Common
Language Runtime Logs

n Local System's Common Language Runtime .. ceannow
Logs

The Common Language Runtime (CLR) component of the NET Framework can create various log files that
assist in froubleshooting.

File Name LogType  CLR Version
| NGenTeskexelog  Usagelog 40

| NGenTeskexelog  Usegelog  40.32

-~ Powershellexelog Usagelog 40
~taskhostw.exelog  UsageLog 40
“ynceclog  Usagelog 40

Local System's Crash Dumps

. Local System's Crash Dumps & Clean Now

To determine the causes of system application crash, the system can save an application's
memory dump during a crash

‘ File Name ~ Creation Time ‘

Network Service's Crash
Dumps

Network Service's Crash Dumps @ Clean Now

To determine the causes of a network service crash, the system can save the service's memory
dump during a crash

File Name ~ Creation Time ‘

Delivery Optimization Service
Cache Files

n Local System's Common Language Runtime .. ceannow
Logs

The Common Language Runtime (CLR) component of the NET Framework can create various log files that
assist in froubleshooting.

File Name LogType  CLR Version
| NGenTeskexelog  Usagelog 40

| NGenTeskexelog  Usegelog  40.32

-~ Powershellexelog Usagelog 40
~taskhostw.exelog  UsageLog 40
“ynceclog  Usagelog 40

Network Service's Diagnostics
Logs

] Network Service's Diagnostics Logs B Clean Now

Some system applications or services running under "Network Service” account can create various log files
that assist in troubleshooting.

File Name  Last Modification Time

Local System's Direct3D
Shader Cache

Local System's Direct3D Clean Now
Shader Cache

The Direct3D Shader Caching Library of the System can create a cache of its files.

File Name Last Modification Time

| | FAEB2D6C-ED2B-4BDD-ADSD-F913287E6768.icx  6/18/2020 6:04:59 PM
| FAEB2D6C-ED2B-4BDD-ADSD-F913287E6T68 lock  3/16/2021 3:25:36 PM
} FAEB2D6C-ED2B-4BDD-ADID-FI13287E6768 val  6/18/2020 6:04:52 PM

Peer Networking Traces

@ Peer Networking Traces @ Cleantow

The system can create various traces during peer-to-peer network connection with other computers.

Checkpoint Files
Logs

Reserved Transaction Log Files

Databases
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Gn  gWAVE Cached Data B Clean Now
The Quality Windows Audiofvideo Experience (qWAVE) provides features focused on streaming
qWAVE Ca Ched Data multimedia and real-time content over variable bandwidth networks.

IP Address Device

mE Local System's Stored Application I Clean Now
~ Descriptions

Local System Stored Your system stores a list of application descriptions and their paths for applications that have started at least
Application Descriptions '

‘ Path Description ‘

Local System's Stored AutoPlay Handlers 53 Clean Now
Paths
Some applications can be assigned to perform some action automatically when Windows detects media files
Local SYStem Stored AUtOPIay (music, pictures, video, efc) on a device with removable storage, such as a digital camera or a CD-ROM. Your
system can keep some information about these applications (handlers) when they are already removed from
Handlers Paths e sysem

|Apph<aliwn Adtion  Path

[ Local System's Stored AutoPlay Handling [ Clean Now
Events

Some applications can be assigned to perform some action automatically when Windows detects media files
Local System Stored AUtOPIay (music, pictures, video, ) on a device with removable storage, such as a digital camera or a CD-ROM, and

these applications can register events for those actions. Your system can keep some information about these:

Ha nd I i ng Eve nts events registered by applications (handlers) already removed from the system.

Event Event Handler

~~  Local System's Stored Internet Explorer % Clean Now
Local System Stored Internet ~ Shortcut Menu Extensions
EXpIOre r S hortcut Menu The system can keep some Internet Explorer shortcut menu commands of applications already removed from
the system

Extensions

|Shun(u(MEnu Commands Path Contexts

Store Install Service Database & Clean tow
The syslem can store some data about installed UWP (Umversa\ ‘Windows Plaﬂurm) programs
and games.

Store Install Service Database ~
24T11Mixilab.Animotica_c39s816dkej80 Animatica - Movie Maker
24T11Mixilab.Animotica_c39s816dkej80 -
24T11Mixilab.Animotica_c39s816dkej80 Animotica - Movie Maker
24T11Mixilab.Animotica_c39s816dkej80 Animotica - Movie Maker
king.com.CandyCrushSaga_kgqvnymyfrs32 Candy Crush Saga

= UWP' PRI Files Scan Cache < Clean Now

When scanning PRI (Package Resource Indexing) files of the UWP (Universal Windows Platform)
applications, the MRT (Malware Removal Tool) can cache some information about these files.

" .
UWP' PRI Files Scan Cache Package Name Resource Name Value A
ImmersiveContrelPanel Description Change settings and customize how !
ImmersiveControlPanel PublisherDisplayName Microsoft Corporation
ImmersiveControlPanel DisplayName Settings
Micreseft.3DBuilder_16.1.1431.0_x64_8wekyb3d8... appShortName 3D Builder
Micreseft.3DBuilder_16.1.1431.0_x64_ Swekyb3d8... appDescription Micreseft 3D Builder lets you edit, vie
Microsoft.3DBuilder_16.1.1431.0_x64_8wekyb3d8... AppFileTypeTooltip 3D object
"
Local System's Web Content 5 Clean Now
i
Databases

The system components that use web content can create the databases of such content

LSys's Web Content i
Databases

(] V01resb0001.jrs
[ V01resb0002,jrs
| V0tmp.log
| WebCacheV0l.dat
| WebCachel01 jfm

Local Service's Windows Search Clean Now

| . ) Databases
Loca Serv' Ce s WI ndows The Windows Search service can create databases that hE}\DS to paﬂorm very fast searches

Search Databases S

File Name  Last Modification Time

Local System's Windows Search
Databases

Loca I System 's Wi ndows g:ix;ﬂggx;igffth service can create databases that hE\pS to perlnrm very fast searches
Search Databases

/2 Clean Now

File Name Last Medification Time
<] (2ED7CEDG-BIDS-4D30-88C9-BE3CH03DA1341.3.ver0xD0000D0D0D0D000T.db  4/16/2018 8:25:46 PM
4] cversions.3.db 10/21/2017 1:04:46 AM
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Aggregate Traces: More Information...
This part alows you to inspect and clean various multiple-part traces. Any part of these traces can be
removed separately.

ﬁ' System Registry Traces B Clean Now

Registry records of items used by System (Recent System Applications. efc).

&

/] Recent Direct3D Applications

| Recent DirectDraw Applications

System Registry Traces 3 Recent Directinput Applications
~ [Ffg] Shim Inclusion List

& chrome.exe

] chrome.ece

w| FIREFOX.EXE

& plugin-container.exe

[ Stored AutoPlay Event Handlers

t7  Auxiliary Disk Traces @ Clean Now

Tree of temporary files and logs created by various system services and programs.

AUXI|Ia ry DISk Traces v Companent-Based Servicing Log Files

=| CbsPersist_20180701160447.log

Encrypted Installer Engine Log Files

Intemet Explorer Error Log Files

Memory Dump Files

Cryptographic Services Traces Clean Now

Catalog Database Service, Key Service, and Protected Root Service can create
temporary and log files for troubleshooting purposes.

Cryptographic Services Traces < E rertegs

=] dbembt

Checkpoint Files

Log Files
Temporary Databases

¥;  Security Management Traces % Clean tow

Security Management Tools can create temporary, database, and log files for
troubleshooting purposes.

Checkpoint Files
Security Policy Management Log Files

Security Management Traces Secury Configuraton Engin Log Fe
—| scesetup.lo

2 S(ESetu:Lugg etl

Backup Log Files.

Update Log Files

Winlogon Log Files
Temporary Databases

Bl SRU Monitoring Traces B Clean Now

The System Resource Usage (SRU) Monitor Service tracks the use of hardware (CPU,
memory. disk, and network) and software (file handles and modules) resources.

v Checkpoint Files
SRU Monitoring Traces 3 sk
¥ Logs
=] SRU.log
=| SRU0D196.log
=| SRU00197.log
—| SRUOD198.I0g

[5] sRutmp.log

Bl  WIinSAT Traces B Clean Now

The Windows System Assessment Tool (WINSAT) measures various performance:
characteristics and capabilities of the hardware it is running on and reports them as a
Windows Experience Index (WEI) score.

v Activity Logs
| winsat.log
~ Events Logs
WIHSAT Traces ] 2014-10-06 20.34.26.273 winsat.etl
7 2015-10-20 23.17.08.51 1 winsat.etl
¥ Reports
(=] 2014-10-06 20.34.27.583 Cpu.Assessment (Initial).WinSAT xml
2014-10-06 20.34.27.585 Disk.Assessment (Initial). WinSAT xml
2014-10-06 20.34.27.585 DWM Assessment (Initial). WinSAT xml
2014-10-06 20.34.27.585 Graphics3D.Assessment (Initial) WinSAT xml
2014-10-06 20.34.27.585 GraphiesMedia.Assessment (Initial). WinSATxml
[ 2014-10-06 20.34.27.585 Mem. Assessment (Initial).WinSAT.xml
(=] 2014-10-06 20.36.43.220 Formal.Assessment (Initial) WinSAT.xml

© 2024 R-Tools Technology Inc.



92 R-Wipe&Clean Manual

Miscellaneous Traces: More Information...

This part allows you to inspect and clean various miscellaneous traces.

System Temporary Files and
Folders

=  System Temporary Files and

-~ Clean Now
Folders

List of temporary files and folders created by your system

File or Folder Name: Last Medification Time @

7212018 35713 PM
7/2/2018 357:13 PM
7/2/2018 357:13 PM
7/15/2018 11:12:54 AM
7/15/2018 11:12:53 AM

[11.271.326.0_to_1.271.366.0_mpasdita.vdm._p

[11.271.326.0_to_1.271.366.0_mpavdita.vdm. p
AZBSBIET-1ESF-AD72-AT1F-BDBAICBAEAS.

-] AdobeARM Iog

| AdobeARM_NotLocked.log

Cached Fonts

A Clean Now

A Cached Fonts

Your system stores a cache of fonts installed in the system
Attention! When deleting and wiping this cache, you do not remove the fonts, only
their cached copies.

Avial Monotype:Arial Regular (Microsoft) Arial -
Avial Black Monatype - Arial Black Regular Arial Black

Avial Narrow Arial Narrow Regular : 1991 Arial Narrow Regular

Comic Sans MS tMicrosoft Comic Sans Comic Sans MS

Courier New aMenotype:Courier New (Microsoft) Courier New

Kernel Live Dump Files

Kernel Live Dump Capture
Log

Kemnel Live Dump gathers data to troubleshoot an abnormal situation, but allow
the OS to continue operation.

Clean Now

Dateand Time  Event

System Problem Reports

B Clean Now

B System Problem Reports

‘Windows uses Problem Reports to identify which problems in system services
and/or applications have occurred on your computer and to notify you if solutions
are available.

ProductName Product Path  Problem  Date and Time  Status

RADAR Memory Leaks History

Bl RADAR Memory Leaks History

B Clean Now

The Memory Leak Diagnoser component of Windows Resource Exhaustion Detection and Resolution
(RADAR) provides information about applications that are diagnosed as having memory leaks.

Last Detection Time
5/31/2019 2:43:26 PM
12/8/2018 5:09:50 PM

Dizgnosed Application
DismHost.exe
RStudiobd.exe

B Clean Now

ﬂ?' Registry Transactions History

The system and applications can perform a group of operations in the Registry as a
transaction, that allows at any stage to retumn to the original state in case of an error

Cached Applications
Compatibility Info

Reg|stry Transactions H|story Registry Key Operation  ValueNeme  Value Type  Velue Data A
A\REGISTRY\AMACHINE\SOFTWARE\Micr.. Set Value 10.0.18362.1 Binary [Binary Content]
AREGISTRVAMACHINE\SOFTWARE\Micr... Set Value 10.0.18362.E Binary [Binary Content]
\REGISTRVA\MACHINE\SOFTWARE\Micr.. Set Value 10.0.18362.1 Binary [Binary Content]
A\REGISTRVAMACHINE\SOFTWARE\Micr... Set Value 10.0.18362.1 Binary [Binary Content]
A\REGISTRV\MACHINE\SOFTWARE\Micr... Set Value 10.0.18362.1 Binary [Binary Content]
A\REGISTRVAMACHINE\SOFTWARE\Micr.. Set Value 10.0.18362.1 Binary [Binary Content]
73y Cached Applications @ Clean Now

Compatibility Info

Your system can create a cache of some information about the compatibility of
applications run on your system. including applications already removed from the
system.

Application Path  Compatibility Settings

Swap Files

Clean Now

. Swap Files

Areas on hard disk that Windows uses as a temporary storage for memory data of
the Universal Windows applications currently being inactive. Data from any running
Universal Windows application may appear in these files. Your system needs to be
restarted to start wiping the swap files. You will be prompted either to restart your
system now. or fo delay swap file wiping until the next restart.

Disk FileName  File Size

¢ swapfilesys 16 MB

To start wiping swap files, you must restart your system. You will be
prompted either to restart your systemto start wiping the swap files, or to
delay wiping until the next restart.

Defragmentation List

& Clean Now

B Defragmentation List

Your system stores this list of files and folders in order fo enhance the
defragmentation process.

Attention! When deleting and wiping this list, you do not remove the files, only the
list

© 2024 R-Tools Technology Inc.




Classic Interface: Main Panel 93

Prefetch Traces c Clean Now

Your system creates these files in order to minimize system and application startup
and stores them in a cache. If you delete a prefetch file for an application, the
system will create it again next time the system starts the application.

Prefetch Traces

File Name Date and Time A
[7] ADOBEARM.EXE-7105D342 pf 7/15/2018 11:12:54 AM
[l ADOBEARMHELPER.EXE-52E25320,pf /1472018 1:09:28 PM

|] ADOBEARMHELPEREXE-DF32211A pf
| ADOBEARMHELPER.EXE-EBSTODBF pf

18 11:12:51 AM
71272018 2:38:30 AM

|| AM_BASE_PATCH1.EXE-FCB4E7CO.pf 5/26/2018 3:44:44 AM
& Background Activity Moderator s Clean Now
! Data
N The Background Activity Moderator is a Windows service that controls activity of

Background Activity Moderator The Be gAY 'Y
Data

Application Path User Date anc ®
(Wlndows 10+) [ 24711Mixilab.Animotica_c39s816dkej80 Tester 1 /2

[ C:ASWINDOWS. ~BT\Sources\SetupHest.exe Tester 1

[ C:\SWindows. ~WS\Seurces\SetupHost.exe Tester 1

[55] CASWindows. ~WS\Sources\SetupHost.exe Tester 1

ol CAESD\Windows\sources\sctupprep.exe Tester 1

2.4.2.4 Cleaning Program Traces

You may clean various caches, logs, temporary files recent files lists, caches, and other traces left by a number of
applications.

You may aso include program traces into a large wipe and clean task. Go to the Setting a Large Wipe and
Clean Task section for details.

The list of items visible on the Program Traces panel can be edited on the Customize panel.

To clean traces of the programs,
¢ Select the Program Traces tab.
The Program Traces panel will appear in the right pane.
Program Traces panel
e "

& 0 X BN W

Touch  View  Customize TracesSelection Saveas

Tasks

[ ®= System's Own Traces ~ "
v @ Program Traces F q.J Prog ram Traces @ Clean Now
(I 30 Builder
[JES Accounts ‘You may clean the activity traces for various applications. Click "Details” for a particular application
[ Cloud Experience Host to switch fo its more detailed activity traces.
[ Content Delivery Manager = 7
Cortana 3D Builder
P Saver Page Editor List of Recent Files, Cached Thumbnails and some critical
= :

Feedback Hub ! traces not removed from here. Detala
[I[43] File Signature Verification
[ Food and Drink Accounts
[“IFY Get Help
I Get Office [m] m Cookies, Cached Certificates. Details

Get Started

roove Music Cloud Experience Host
2 Health and Fitness -

1@ HTML Help l— Cached Web Files, Cached Certificates Details
165 LibreOffice
& Mlware Removal Tool Content Delivery Manager
VIE] Meps %
[FEL Messaging lL Cookies, Cached Certificates. Details
[ Microsoft Management Console
[ Microsoft Solitaire Collection Cortana

Money o Cached Web Files, Cookies, Cached Certificates, Cached DOM

2 LS 53 n Files, Cache Files, Temporary Files, Device Search Cache, Icon Details
Cache

E WIPE&CIean Now SelectAll DeselectAll

o Select the required items and click the Clean Now button.
R-Wipe & Clean will start cleaning the computer. When R-Wipe & Clean finishes cleaning, the Report
dialog box will appear showing cleaning resuits.
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2.5 Wiping Tasks and Scheduler

You can specify a large wipe and clean task, which may include wiping unused disk space, cleaning your
computer from any Internet and document links, and one or several wipe lists. You may sart this task
immediately or set a special time/event when this task will be started automatically.

e Creating a Large Wipe and Clean Task

e Using Scheduler

e Starting Tasks from a Command Line and Shortcuts

e Importing Task from a Command Line

25.1 Creating alLarge Wipe and Clean Task

Y ou may specify alarge wipe and clean task, which may include wiping free disk space, cleaning your computer
fromany internet and document links, and one or several wipe lists.

To set a large wipe and clean task,

¢ Inthe Tree mark the items you want to clean and click the wipe&Clean Now button.

Y ou may see the contents of any particular item on its respective panel on the right pane.
Task panel

® | {] A = | R-Wipe & Clean Classic - o x

“ Main  View  Settings  Tools (%]
= Main M Task 1 M Task 2
~ [W]E This PC (WINDOWS10) ~
I Google Chrome Storing Traces Clean Now
[ Intenet Explorer
I Micrasoft Edge The system can store some data (mostly insignificant) left by system applications and services some
D\‘, Morzilla Firefox of which are already removed from the system
®Q Opera o
) Skype Stored Application Compatibility Settings
B2, Tester 1's Traces 72 Some stored compatibility settings of applications already i
* removed from the system
Stored Browser Plugins Information
§ Some stored information about web browser plugins already e

“; removed from the system

Stored Environment Variables

ored Lacations of Type Libraries

OE [Z]  Storsd environment variables crested by spplications aiready o
ored Network Information =l removed from the system el
ored Scheduled Tasks

Stored Locations of Shared Modules

13 Stored locations of modules shared among the applications and

already removed from the system Berls
Stored Locations of Type Libraries
2 :z;eddy\:rzgsgz ?rfut:i;yzzibﬁnes contained in applications S
Stored Network Information
@ i::ﬂeeztzzegu\rvfurmat\un about networks this device was T
Stored Scheduled Tasks
v Iy some stored information about tasks scheduled by applications Teiaie

7 already removed from the system.

cction
ﬁ WIpe&CIean NOW SelectAll DeselectAll

R-Wipe & Clean will start cleaning the computer, and the Deleting and wiping dialog box will appear
showing the cleaning progress.

When R-Wipe & Clean finishes wiping and cleaning, the Report dialog box will appear showing cleaning
results.

Y ou may save the task to runin future, either manually or using the Scheduler.
To save a large wipe and clean task,
e Sdlect Save as Task onthe Main menu.
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Saved Task panel

ElK- Task 1 R-Wipe & Clean Classic _ o x
Main View Settings Tools Tas

= Miain M Task 1

K e

M Tskz

< NCRE W0 = [RE MR

~ W[4 Task1 ~
€ Google Chrome
& Intemet Explorer

[EE Microsoft Edge
V@ Moxilla Firefox
Q) Opera
MG Skype
W] R Tester 1's Traces
v [¥]%%; System's Own Traces
W Los:
Storing Traces

pdate Traces
[¥ ] Program Data

M
S M

®[ Program Traces
~ M@ Free ace

ITF Test (E:) [SSD]

A3  Start Task Now

v

Task 1
Last manual run finished on 7/20/2018 at 11:39:43 PM

Schedule Task Task Options
/ % Fast Shut down
) Cleanin g ‘when com...
Modify Task

Currently not scheduled
Rename Task. Copy Task Delete Task

All Tasks

Task Name Scheduling Advance: d Last Manual Run Lest Scheduled Run

[i] Task 1 Currently not scheduled Task deactivated  7/20/2018 st 11:38:43 PM Mot run by scheduler yet

M Task 2 Scheduled to launch every System Shutdown Not run manual lly yet 7/25/2018 at 5:35:05 PM

< >

Managing Existing Wipe and Clean Tasks
The existing tasks appear in the Wipe and Clean tasks list on the R-Wipe & Clean right pane. You may
modify/delete/schedule an existing task when it's selected.

+More Information...

Schedule Task

Click this button to schedule the task

Deactivate Task

Click this button to toggle task activatior/deactivation. A deactivated task won't be
started by the scheduler, but it can be run manually.

Fast Cleaning

Enable this option to run the task faster. When this option is enabled, all files will be
deleted rather than wiped regardless of Files Wiping Settings settings.

Shut down when
completed

Enable this option to shutdown you computer when the task has been completed.

Rename Task

Click this button to rename the current task

Copy Task

Click this button to copy the current task to another one

Delete Task

Click this button to delete the current task

To start an existing wipe and clean task manually,

o Select the task and then click the Start Task Now button.

R-Wipe & Clean will start cleaning the computer, and the Deleting and wiping dialog box will appear
showing the cleaning progress. When R-Wipe & Clean finishes wiping and cleaning, the Report dialog box
will appear showing cleaning resuits.

To edit an existing wipe and clean task,

e Select the required task.
e Make the necessary changes and click Save Changes onthe Task menu.

R-Wipe & Clean
items is selected

may autometically save al changes if automatically save changes in the tree of the task
on the Tasks Settings panel.
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To deactivate/activate all existing wipe and clean tasks in the Wipe and Clean Tasks list,
e Sdlect Deactivate/Activate All Tasks onthe Task menu.

To delete all existing wipe and clean tasks in the Wipe and Clean Tasks list,
e Select Delete All Tasks onthe Task menu.

Transferring Tasks from One Computer to Another

Y ou may transfer tasks from one computer to another with installed R-Wipe & Clean. For example, you can
create a certain task on one computer and then distribute it over several compuiters.

To export awipe and clean task,

e Select Tasks Transfer onthe Tools menu and select Export Tasks onthe Tasks Transfer dialog box.
Export Tasks panel

Export Tasks

X

Select Tasks you want to export:

TaskName  Scheduling

[JTask 1 currently not scheduled
Task2  Scheduled to launch every System Shutdown

Enter a path to a folder to save exported Tasks:
‘ Drlywe

Attention:
Each Task will be exported by file of OWN BINARY format!
‘You shouldn't edit it, otherwise the Task Export file will became invalid!

Export Selected Tasks

o Select the required task and click the Exported Selected Tasks button.
To import a wipe and clean task,
e Select Tasks Transfer onthe Tools menu and select Import Tasks onthe Tasks Transfer dialog box.

o Select the required file and click the open button.
2.5.2 Using Scheduler

Youmay set a large wipe and clean task to run at a specified time or event. You may have several such tasks,
each starting at its own time or event. Y ou may even start such tasks from a command line.

Creating a Large Wipe and Clean Task at a Specified Time or Event
To schedule anew large wipe and clean task,
¢ Create and save awipe & cleantask

e Click the schedule Task button.
A Schedule Task dialog box will appear.
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Schedule Task dialog box

Schedule Task 1

Task will be executed
2 == SN o=
: E ®) . ] 6]

At
Manually At Date Periodically System Event e

‘e Google Chrome :)‘\ Internet Explorer e Microso ft Edge

Q Mozilla Firefox O opera B Skype

mmmmmmmmmmmmm

* Ifan View & vicrrer

o Specify time or event at which the task will start and other task options on the Schedule Task dialog box,
and click the ok buitton.

-l Time or event

Depending on the specified time or evert, the fields Date and Time may change their names
Manually The wipe and clean task will never start automatically. Y ou may start it manually
At Date The wipe and clean task will start on a specified date at a specified time or the first system
startup
Periodically | The wipe and clean task will start in a specified time interval:
Every Time Every specified time interval (hours and minutes)
interval
Day Every day at a specified time or the first system startup
Week Every specified weekday at a specified time or the first system startup
Month Every specified month day at a specified time or the first system startup
At System | The wipe and clean task will start at a specified system event
Event
User Logon Every user logon
System Startup | Every system startup. The task will start during the first logon after the
system startup
User Logoff Every user logoff
System Every system shutdown. The task will start during the logoff when the
Shutdown system goes off or restarts.
At Internet | At every closing a particular browser/communication program or al of them On the Task
app. Setting, you may add a custom program (not necessary an Internet application) to start
;I%S;r'ag nﬁ AU 1 running a scheduled task upon its closing. If such a programis added, this item changes its
closing name to At Program closing.

25.3 Starting Tasks from a Command Line and Shortcuts

Starting a Large Wipe and Clean Task from a command line

To start an existing wipe and clean task from a command line,

e type RacRun. exe /t "TaskNane"
where TaskNane isthe name of atask to run.
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Y ou may include this command line in any command file.

Starting a Large Wipe and Clean Task from a desktop shortcut

To start an existing wipe and clean task from a desktop shortcut,
 Create a command file with the command starting the task.
o Create a shortcut with that command file.

254 Importing Task from a Command Line

Importing a Wipe and Clean Task from a command line

To import an existing wipe and clean task from a command line,

e type RacRun. exe /i nporttask "Fil epath/ TaskFile"
whereFi | epat h/ TaskName is the file path and name of a task to import.

2.6 Registry Search & Clean

This tool makes search for and deletion of, keys, values, and value content much easier.
It can be started from the ribbon in the Tools menu.

Registry Search & Clean
“ Mm-n View Settings Tools
.;[2. ==

eeeeee

-
“w
Boss
Key

1 Enter test to search for and click the Search button
Registry Search & Clean

Registry Search & Clean x

With this tool, you can search the Registry for any text you want to
remove from there. At the end of the search, all keys or values
containing the searched text will be displayed. You can either just
delete them or add them to some Wipe List

Search for: [ vpn

Vihat to search:

Key name Value name Value content
Where to search:

@ Al Registry

O custom key

Y ou may select places where to search for the text.
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>

2

2.7

R-Wipe & Clean will start searching Registry showing its progress.

Registry Search & Clean

Registry Search & Clean

\’ O\ Registry is being searched

key you selected to search from.

— Stop Search

) This might take some time, depending on initial (root)

Search Type:
Start Time:
Time clapsed

Ttems detected:

All Registry
1:49:03PM
00:00:04

3

Full Key Name

[ abijHKEY_CURRENT_UISER\SOFTWARE'
[/l HKEY_CURRENT_USER \SOFTU/ARE
[ 3] HKEY_CURRENT_UISER\SOFTUARE
(] 48]HKEY_CURRENT_USER\SOFTWARE'
[ /9b]H(EY_CURRENT_USER\SOFTWARE
[ /9b]H(EY_CURRENT_USER\SOFTWARE
[ [3B]HKEY_CURRENT_USER\SOFTWARE!
[ [aB]HKEY_CURRENT_USER\SOFTU/ARE!
[ b HKEY_CURRENT_UISER\SOFTU/ARE
(] 48]HKEY_CURRENT_USER\SOFTWARE'
[ abijHKEY_CURRENT_USER\SOFTWARE \Classes\.ocal Settngs \MuiCache e \52C646 7E

\ClassesY.ocal Settings MrtCache\C: %5CWindows%5CSy.
\Classes\ ocal Settings MrtCache\C: %5CWindows %5CSy.
\Classes\ ocal Settings MrtCache\C: %5CWindows %5CSy.

\Classes\.ocal Settings MrtCache\C: %5CWindows%5CSy.
\Classes\.ocal Settings MrtCache\C: %5CWindows %5CSy.
\Classes\ ocal Settings MrtCache\C: %5CWindows %5CSy.

\Classes'Local Settings MrtCache\C: %SCWindows % SCSY. ..
\ClassesY ocal Settings MrtCache\C: %5CWindows s 5CSY. .
\Classes!_ocal Settings MrtCache\C: %5CWindows s 5CSY. .

\Classes'Local Settings MrtCache\C: %SCWindows % SCSy. ..

[ @8]HKEY_GURRENT_UISER\SOFTWAREWMicre Windows NT\ ompatFiags\. ..
(] &&JHKEY_CURRENT_USER\SOFTWARE WMicre Windows NT\ ompatFlags).
[ 5] HKEY_CURRENT_UISER \SOFTWARE Wicrosoft|Windows N\ ‘ompatFlags),
[ 1% HKEY_LOCAL_MACHINE|SOFTW ppL i

[ abijHKEY_LOCAL MACHINE\SOFTWARE \Classes|CLSID\(205789.28-A 1F0-4EB1-A4BA-66207291
[T abikFY | MP81 MACHINFIGOFTW ARF\Masses 11 SN\ IIN57R970-4 17N -4FR1-84R4-AAIN770 1
&

(] 48HKEY_LOCAL MACHINE\SOFTWARE \Classes\CLSID\{0B 4CD745-7236-4D23-8898-47BECDTF ...
(] *]HKEY_LOCAL MACHINE\SOFTWARE \Classes\CLSID\(0B 4CD745-7236-4D23-8898-47BECDTF....
[ abijHKEY _LOCAL MACHINE \SOFTWARE \Classes\CLSID\(17636 1ec-fhbfb-4288-b 418-CB0c869474...

Value Name  Value Type

@{nindo
@{windo.
@{windo.

@{windo...
@{windo...
@{windo...

@{nindo
@{windo
@{windo.

@{nindo...
@van.dl...
C:\Progr...

C:\progr.

C:\sers....

TconUri

(Default)
(Default)
(Default)
(Default)
Mefarif)

WipeList  Notes ™

When the search is over, you
items

Registry Search & Clean

may clean marked items, add them to a wipe list, or search for other

Registry Search & Clean

» Search completed

?®
ﬁa Found 543 items containing searched text
T,

O Full Key Name

Value Name  Value Type

Wipelist Notes ™

AU|HKEY_CURRENT UISER \SOFTWARE |Classes\ ocal Settings MrtCache\C: %5CWindows®%5CSy... @{nindo... REG_SZ
[ b HKEY_CURRENT_UISER \SOFTWARE \Classes\.ocal Settings MrtCache\C: %5CWindows%5CSy...  @{windo... REG_SZ
[ abijHKEY_CURRENT_USER\SOFTWARE \Classes\.ocal Settings MrtCache\C: %SCWindow sy.. @{wndo... REG_SZ
8] HKEY_CURRENT_USER\SOFTWARE \Classes\.ocal Settings \MriCache\C:%5CWindows%5CSy...  @{nindo...  REG_SZ
[ 1ab]1EY_CURRENT_USER \SOFTWARE \Classes\Local Settings MrtCache|Ci%5CWindows%5CSy. . @{windo... REG_SZ
[ b ]HKEY_CURRENT_UISER \SOFTWARE \Classes\.ocal Settings MrtCache\C: %SCWindows%5CSy...  @{windo... REG_SZ
A |HKEY_CURRENT_UISER \SOFTWARE |Classes\ ocal Settings MriCache\C: %5CWindows% @{nindo... REG_SZ
[ 3l HKEY_CURRENT_UISER\SOFTU/ARE \Classes\ ocal Settings MrtCache\C: %5CWindos @{nindo... REG_SZ
[ abHKEY_CURRENT_USER\SOFTWARE \Classes\.ocal Settings MrtCache\C: %5CVint {nindo... REG_SZ
[ abHKEY_CURRENT_USER\SOFTWARE \Classes\.ocal Settings MrtCache\C: %SCWindow REG_SZ
[ abijHEY_GURRENT_UISER\SOFTWARE \Classes\.ocal Settings MulCache \e\5s2C6467E REG_SZ o
[ EE v i R N i
< >
Add to Wipe List: Search again:
Wine List 1 searchfor: [ vpn
What to search:
Key name Value name Value content
Clean Now Where to search:
@ Al Regstry
(O Custom key

Search Again

Startup Renaming

Note: You should completely understand what are you doing when using Startup Renaming, Or you may

severely damage your system

Sometimes you may warnt to delete or view a folder or files locked by Windows or some other program. Startup
Renaming can help you to do that by renaming or deleting them during next startup. It also shows you a list of

files and folders that will be renamed during the next startup. Y ou may edit thet list if necessary.

Startup Renaming can be invoked by selecting Startup Renaming onthe Tools menu

To add afolder or file to the Startup Renaming,

e Click Add File or Folder button on the Startup Renaming dialog box, select the required file(s)/folder(s) on
the Paths dialog box, and click the ok button.
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Startup Renaming Paths dialog box

ing Paths. X

Browse

New File Folder

o
Select Remove to if you want to delete them or Rename if you want to rename them.

Select Overwrite an existing Folder/File if you want to overwrite an already existing file(s) or folder(s) with
those thet are to be renamed.

The selected file(s) and folder(s) will appear onthe Startup Renaming dialog box.
Startup Renaming dialog box

Startup Renaming X

Use this tool only if you completely understand what you are doing! ]
In particular, its strictly recommended to not modify startup file renaming set by system!

During next System Restart the following files and/or folders wil be renamed or removed:

[ Existing Name New Name Overwrite | Add File or Folder ... ;

O | en\swindows. ~ws C:\$$Windows. ~WS  Yes

oK Cancel

To edit afolder or file already added to the Startup Renaming,

e Select Startup Renaming onthe Tools menu.

¢ Double-click the reguired file or folder and click the Edit Paths button.

¢ Edit the settings on the Startup Renaming Paths dialog box, and click the ok button.
To remove afolder or file from the Startup Renaming,

e Sdlect Startup Renaming onthe Tools menu.

e Select the required file or folder and click the Remove From List button.

2.8 Boss Key

Y ou can set one or several Boss Keys (keyboard shortcuts) that enable you to quickly close (stop) any, sone, or
all web browserg/applications on your system. When the Boss Key is enabled, every time you press the Boss
Key combination on your keyboard the specified programwill be immediately closed.
To set aBoss Key,

e Select Boss Key onthe Tools menu.
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Boss Key dialog box

Boss Key

Enable Boss Key

Select Internet Application(s) Current Boss Key(s)

Google Chrome

Internet Explorer

Microsoft Edge

Mozilla Firefox

Opera

New
soe

@206 0@

ccccc

e Select Enable Boss Key on the dialog box
o Select a browser(s)/program(s) you want to be able to close in the Select an Internet Applications(s) list.

e Enter a key combination fromthe keyboard, and click the Assign button.
The specified key combination will appear in the Current Boss Key(s) field.

e Click the ok button for the new settings to take effect.
To add another Boss Key,
o Select the Press a New Shortcut Key field, enter the key combination from the keyboard, and click the ok

button.
The specified key combination will appear in the Current Boss Key(s) list.

e Click the oK button for the new settings to take effect.
To remove a Boss Key,
e Select the Boss K ey inthe Current Boss Key(s) field and click the Remove button.
The specified key combination will disappear fromthe Current Boss Key(s) list.
e Click the oK button for the new settings to take effect.

I Touch Interface: Main Panel

Note: Some operations, such as wiping a file, wiping and deleting the contents of the Recycle Bin, or wiping free
space on a single disk, can be performed directly from the shortcut menu without starting R-Wipe & Clean.
When R-Wipe & Clean starts, its main panel appears. You may customize R-Wipe & Clean to view only

necessary items.
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R-Wipe & Clean's main panel

T R-Wipe & Clean Touch

Wipe & Clean Tasks

Wi 4
k. -
5 -
Opera n Program
Traces

System's Own
Tester 1's Traces
Traces

Skype

[0 Don't show again B
Select a set of traces you would like to view and remare
If you would like to remaove all traces at once, a5 well as 10 remove only particular
o
(> | W= traces of verious sets or to schedule some treces to be removed, then press “Wipe &
Clean Tasks® button in the center at the top

You can also switch to the Classic interface by button at the top right-hand comer

More information on the Main panel

Rotating Swipe right/left it to go to the required itemand tap to select it.
Carousel

Control Panel Settings: Select it to go to the Settings panel.

Log: Select it to view and save the Log file

Customize: Select it to customize R-Wipe & Clean

Wipe & Clean | Select it to go to the Large Wipe and Clean Tasks panel.
Task panel
Switch to the Select it to switche to the Classic interface
Classic Interface

Wipe and Clean Tasks
Howto:
Clean your private information from your computer: Cleaning a Computer
Remove a single file directly from Files and Folders: Wiping a File.
Remove the contents of the Recycle Bin: Wiping the Recycle Bin.
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Remove several files in a single task: Wipe Lists.

Wipe free space on one disk: Wiping Free Disk Space.

Wipe several disks at once Wiping Free Disk Space.

Clean your computer, remove several files and folders, and wipe unused disk space simultaneously: Setting a
Large Wipe and Clean Task

31 Customization

You may set on the Customize panel which items that R-Wipe & Clean removes or cleans will be visible on
various item views and accessible to you.

Y ou may clear the items you will never wart to clean and they will disappear from all views. If you wart to gain
access to them again, select them once again.

Y ou may reach the Customize panel on the Main menu.
Customize panel

¥ R-Wipe & Clean Touch - o x

G List of items R-Wipe & Clean wipes, deletes,
v @G Google Chrome! i plean
L, e/ Cache Files You may clear the items you will never
M % Cookies want to clean or wipe. They will disappear
= q n % from the panes of the appropriate sections
Lf e Browsing History If you would like to see them again, reselect
VM = Address Bar History them
¥ B Download History R-Wipe & Clean automatically detects
@ j Stored Text in Forms programs installed on your computer. The
— = . grayed items are not installed on your
W = stored Passwords in Forms computer
V B Browser Metrics Files
= : T
{ : Budget Database Google Chrome customization is also
= applied to all supported Chromium-based
@ .~ Cached Jump Lists Icons browsers
L— = Cached Script Code 2Mozilla Firefox customization is also
WV M cached WebAssemblv Code v applied to all supported forks of the
ad 2 Firefox.
‘:‘ Advanced 3 Opera customization is also applied to
Opera GX
g Hide undetected programs in the Customize.
[7\ Exclude detected Microsoft Store programs that were
— uninstalled by the current user.

1. Google Chrome customization is also applied to al supported Chromium:based browsers.
2. Moiilla Firefox customization is also applied to all supported Firefox fork browsers.
3. Opera customization is also applied to Opera GX.

R-Wipe & Clean autometically detects programs installed on your computer. Items not installed are dimmed.
Y ou may hide then by selecting the Hide undetected applications option in the Customize panel.
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Undetected applications

v [Z}‘:j' Program Traces . T Tj Program Traces i
/) 3D Builder W B 3D Viewer
[g @ 3D Viewer @ E} Accounts
f| 5KPlayer v Adobe Acrobat Reader DC
7-Zip ™ Adobe Flash Player
W E] Accounts [E ﬂ Camera
ACDSee W BB cloud Experience Host
4 ACG Player @ r Content Delivery Manager
v ActivePresenter @ Cortana
f| Adobe Acrobat [E E@ Farm Heroes Saga
@ Adobe Acrobat Reader DC @ <& Fax Cover Page Editor .
E Advanced E Advanced
D Hide undetected programs in the Customize [g Hide undetected programs in the Customize.
D Ex_cludedetected Microsoft Store programs that were D Exlcludedetected Microsoft Store programs that were
uninstalled by the current user. uninstalled by the current user.

Undetected applications are shown Undetected applications are hidden

Y ou may also exclude games and applications from M S Store that have been uninstalled by the current user but
gtill remain in the system.

3.2 Settings

Y ou may reach the Settings panel(s) fromthe Settings menu of the Control Panel.

Panels and Settings

General Settings
Y ou may set some default settings onhow shows some quick references on the Main panel and keeps states of
various program windows and task items.

General Settings panel

% R-Wipe & Clean Touch - o X

General Settings

Log

‘ﬂ Enable Logging
General
Disks Help

Files
« Show Quick Reference under Carousel

Warnings

Integration a Show Quick Reference on the Tasks Pane
Scheduler
Advanced

Trees and Windows

Reset « Remember Program Window's Size and Position

Remember Task Tree Node States on the Tasks Pane
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Disks Settings

Y ou may set default wiping setting for free drive space on this tab.

Note: There are two separate free space wiping settings for regular hard drives and SSD devices. Read the File
Erasure on SSD and HDD devices page for more details.

Free Drive Space Wiping Settings panel

= R-Wipe & Clean Touch - o x

SSD with enabled TRIM command
Wiping Algorithm

000 | 0101 | 3 7 Pseudo-random

General (1 pass, fast, conceals wiping)

What to wipe on NTFS drives

Files

5 spm | s Only MFT
. s | s 5=
Warnings i v |
sl ien All other drives
Scheduler - ‘
Wiping Algorithm
Advanced
000 | 1010 | 3 7 35 Pseudc-random
Reset il < l il (1 pass, fast, conceals wiping)
What to wipe on NTFS drives
=l Free Space and Free MFT Records
b7 | 2% 35 (recommended)

Free Drive Space Wiping Settings

Wiping algorithm You may select a default algorithm for wiping disks. To learn more about wiping

algorithms, go to Wiping Algorithms.

What to wipe on e free MFT records only: If this option is selected, R-Wipe & Clean deletes records of

NTFS drives small files which are stored directly inthe NTFS Master File Table. It also removes the
names of deleted files and folders that may be stored in the disk's MFT. Thisis
important even for SSD devices.

o free space and free MFT records: If this option is selected, R-Wipe & Clean wipes
drive's free space and deletes records of small files which are stored directly in the
NTFS Master File Table. It also removes the names of deleted files and folders that
may be stored in the disk's MFT.

e only free space: If this option is selected, R-Wipe & Clean only wipes drive's free
space.

Files Settings
Y ou may set defauit wiping setting for separate files on this tab.
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Fles Wiping Settings panel

% R-Wipe & Clean Touch

Files on SSD with TRIM on

What to Wipe:
O Nothing
General
_ @ Only Filename
Disks
O Only Contents

O Contents & Filename |

Warnings

Integration Wiping Algorithm

Scheduler 000 001 3 | 7
Advanced
Pseudo-random

Reset (1 pass, fast, conceals wiping)

E::i) Wipe Cluster Tips

Files on other Drives

What to Wipe:

O Nothing
O Only Filename
O Only Contents

@ Contents & Filename

Wiping Algorithm

000 BN 3 | L | 33
v | |

Pseudo-random
(1 pass, fast, conceals wiping)
Wiping Extra

—=— WipeAlternate
Data Streams

Files Wiping Settings

Files on SSD with TRIM on

You may select what will be wiped on SSD devices with the enabled TRIM
command.

Note: Content wiping is not recommended for TRIM-enabled SSD devices.
Read the File Erasure on SSD and HDD devices page for more details.

Files on other Drives

You may select what will be wiped on conventional HDDs and SSDs with the
disabled TRIM command.

What to wipe

Y ou may specify how filest will be wiped.

Wiping algorithm

Y ou may select a default algorithm for wiping disks. To learn more about wiping
agorithms, go to Wiping Algorithms.

Wipe alternate data streams:

(Effective to the NTFS file system only). If this option is selected, R-Wipe &
Clean wipes all streams associated with the file.

Wipe cluster tips

If this option is selected, R-Wipe & Clean also wipes free parts of file clusters.

Warnings Settings

Y ou may specify setting for displaying various warnings on this tab.
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Warnings Setings panel

 R-Wipe & Clean Touch

General
Disks
Files

Warnings

Integration
Scheduler
Advanced
Reset

Warnings Settings

Select critical items that can't

Web Traces
s Web
'!'i Cookies o Passwords

User Traces
Ga.ﬂ Web !-4‘1 Windows
4550  Credentials LQ Credentials

System's Own Traces

~—
= Stored @N Defragmentation
L) Wi-Fi Profiles i| List

be cleaned without confirmation.

Prefetch
Traces

Integration Settings
Y ou may set options controlling the integration of R-Wipe & Clean into your system on this tab.
Integration panel

 R-Wipe & Clean Touch

General
Disks
Files
Warnings
Integration
Scheduler

Advanced
Reset

Integration Settings

Shortcut Menu of Files and Folders

5! Wipe files and folders directly from the shortcut menu

= -
%k Add files and folders to a wipe list from the shortcut menu

"% in main application

R
in B-Wipe & Clean Smart

Shortcut Menu of Recycle Bin

© Wipe Recycle Bin from the shortcut menu

Shortcut Menu of Drives

- Wipe free drive space from the shortcut

menu

Integration Settings

Shortcut Menu of Files and Folders

Wipe files and folders directly from
the shortcut menu

If this option is selected, the Delete and Wipe item will be added to
the shortcut menu in Files and Folders. Using this item, you may delete
and wipe files and folders directly from Files and Folders.
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Add files and folders into a wipe list

If this option is selected, the Add to the Wipe List item will be added
to the shortcut menu in Files and Folders. Using this item, you may add
files and folders to a wipe list directly from Files and Folders to the R-
Wipe & Clean or to R-Wipe & Clean Smart.

Shortcut Menu of Recycle Bin

Wipe Recycle Bin from the shortcut
menu

If this option is selected, the Wipe and Empty item will be added to
the shortcut menu in the Recycle Bin. Using this item, you may wipe
files and folders directly fromthe Recycle Bin.

Shortcut Menu of Drives

Wipe free space directly from the
shortcut menu

If this option is selected, the Wipe Free Space with R-Wipe & Clean
command will be added to the shortcut menu of every logical disk.
Using this item, you may wipe free disk space from the shortcut menu.

Scheduler Settings

Y ou may set an option controlling the execution of large wipe and clean tasks.

Tasks panel

7% R-Wipe & Clean Touch

General
Disks

Files a Automatically wipe locked files at the next system startup

Wammgs If this toggle is on and some files included to a wiping and cleaning task are locked during task
execution, then they will be deleted/wiped during next system startup. Otherwise such files will not be

Integration
Scheduler

deleted/wiped

Custom Task Starting Programs

Advanced

Scheduler Settings

Scheduler starts silently at predefined times/events. Most wiping/cleaning tasks will be completed
without any additional user actions. Actions that require user logoff will be automatically completed at
the next logoff. However, wiping locked files requires a system restart to complete.

Reset

Task can be scheduled to be launched at closing most popular web browsers. If you want task to be
launched at closing any program then this program must be in the Custom Task Starting Programs list.

Manage Custom Task Starting Programs ..

Scheduler Settings

Automatically wipe locked files at the
next system startup the next %/gern gartup

Manage Custom Task Starting
Programs...

if this is specified on Scheduler.

Advanced Settings
Y ou may set some advanced options on the Advanced tab of the Settings panel.

© 2024 R-Tools Technology Inc.
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Advanced panel

 R-Wipe & Clean Touch - o X

Advanced Settings

ﬁ Stealth Mode

General If Stealth Mode is on, R-Wipe & Clean conceals its activity (the icon does not appear in the system
. tray, N0 messages pop up, etc.).

Disks

Files
Disable computer standby/hibernation when a long task is running

Warnings

i If standby/Hibernation is disabled, the computer will not go into the standby/hibernation mode
[ ntegration while long tasks are running allowing them to complete.

Scheduler
Advanced Q? Set Password

You can protect the program against unauthorized use. A password will be required to start the
program. All automatic actions will start without asking the password

Advanced Settings

Stealth mode If this option is selected, R-Wipe & Clean conceals its activity. Its icon does not
appear in the system tray, no messages pop up, etc.
Disable computer I this option is selected, your computer will not go into the standby/hibernation mode

standby/hibernation | \yhile long tasks are running allowing them to conplete.
when a long task is

running

Set Password You may protect the program against unauthorized use. If this option is selected, a
password will be required to start R-Wipe & Clean. All autometic actions will start
without asking the password.

Resetting to Defaults
If necessary, you may reset to defaults al or individual settings on the Reset Settings panel.
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Reset Settings panel

% R-Wipe & Clean Touch - o x

Reset Settings

Select groups of settings you would like to reset to their default values and press "Reset” button

General
Disks D General < Free Drive Space
Files

) J Files Wiping & Warnings
Warnings
[ nteg ration E Integration :;/ Scheduler
Scheduler
Advanced {F  Advanced W Invisible Settings

3.3 Logging

Y ou may specify log setting and view the log on the Log panel. Y ou may reach this panel by either selecting Log
onthe Control Panel fromthe Main panel or by clicking the view Log button on various tabs.
The Note column shows the current wiping settings for the SSD disks with TRIM enabled and other disks.

Log panel

7 R-Wipe & Clean Log - o X
Save As ... Log is enabled. Click to disable Clear Log
Date Time Section Item What's cleaned Stotus  Cleaned Size Notes "
12452019 11:46:10 AM STARTING CLEANING FROM CLASSIC [Non-55D file wiping: contents & filename, Pseudo-random, ADS - on, CT - an]

[SSD file wiping: enly filename, Pseudo-random]
12/5/2019 11:46:10AM  Google Chrome  Cache Files Cache Files OK 33154591 bytes
12/5/2019 11:45:41 AM  Google Chrome  Cookies Cookies oK 167,936 bytes
12/5/2019 11:45:41 AM  Geogle Chrome  Browsing History Browsing History oK Obytes
12/5/2019 11:46:41 AM  Geogle Chrome  Download History Dawnload History aK Obytes
12/5/2019 11:46:42 AM  Google Chrome  Address Bar History Address Bar History oK 20,420 bytes
12/5/2019 11:45:42 AM  Google Chrome  Stored Text in Forms Stored Text in Forms oK 0 bytes
12/5/2019 11:46:42 AM  Geogle Chrome  Stored Passwordsin Forms  Stored Passwords in Forms oK 32,768 bytes
12/5/2019 11:45:42 AM  Google Chrome  Browser Metrics Files Browser Metrics Files OK 9437184 bytes
12/5/2019 11:45:43AM  Google Chrome  Budget Database Budget Database oK 199 bytes
12/5/2019 11:45:44 AM  Google Chrome  Cached Jump Lists Icons. Cached Jump Lists lcons aK Obytes
12/5/2019 11:46:44 AM  Google Chrome  Cached Script Code Cached Script Code oK 72 bytes
12/5/2019 11:46:44 AM  Google Chrome  Current Sessio ands oK 327,276 bytes
12/5/2019 11:46:45AM  Google Chrome  Current Tabs aK 8 bytes
12/5/2019 1146:43AM  Google Chrome DN Prefetching D oK 0 bytes
12/5/2019 11:45:45AM  Google Chrome  Extensions Cookies oK 7,168 bytes
12/5/2019 11:46:45AM  Google Chrome  Extensions Databases aK 0 bytes
12/5/2019 1146:45AM  Geogle Chrome  Extensions State Extensions State aK 32,218 bytes
12/5/2019 11:45:46 AM  Google Chrome  Flash Player Cache Flash Player Cache oK 507 bytes ~

ADS: wiping of Alternative Data Streams.

CT: wiping of Cluster Tips.
Y ou may enable/disable log, save and clear it.

3.4  Wiping and Cleaning

It is incredible how much your personal information may be found in your computer. Actually, your PC is the best
Spy on you. It is constartly logging, quietly and accurately, each program you started, document you opened,
music or movie you played, each web site you visited, even each printer or other peripheral device you attached.
Moreover, it dso constantly makes "temporary” copies of any opened file, and not always it erases them when
you are through with that file. Contents of deleted files remain on hard drives and can be easly brought back
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using inexpensive and easily available data recovery tilities. Anyone who can snoop into your computer could
make quite an exact profile of you. Such snooping can be made even remotely when you are on the Internet.
Note: Files deleted on SSD devices usually cannot be recovered even if they've not been wiped. Read File
Erasure on SSD and HDD devices page for details.

To make the things worse, there is no built-in system routines that might clean all those records and links. On the
contrary, Windows does everything possible to keep all that data as long as possible. That is why you need to
use R-Wipe & Clean to protect yourself from such snooping.

¢ File Erasure on SSD and HDD devices
¢ Wiping Algorithms

e Wiping

¢ Cleaning a Computer

3.4.1 Wiping

Attention! Wiping files or free disk space on SSD devices is not possible in most cases. Read
the File Erasure on SSD and HDD devices page for details.

R-Wipe & Clean disables wiping files and free disk space on such devices by default. You may enable it, but
you should understand what you are doing.
Wiping files
Simply deleting a file does not mean that the data of this file are gone for good. When you delete a file, even
when the Recycle Bin is disabled, Windows writes some information on the disk that this particular file should be
treated as unneeded, and its space may be allocated for other file. Until data from the next file are written over
the deleted one, the deleted data may be easily recovered using inexpensive and easlly available data recovery
utilities. To completely destroy the data, it must be overwritten, sometimes not once. Such process is called
wiping. R-Wipe & Clean wipes files, making their recovery virtually impossible. It also wipes stored names of
deleted files, file's alternate data streams, cluster tips, and records of small files stored directly into NTFS Master
Table.
Y ou may wipe a single file selecting Delete and wipe on the Files and Folders shortcut menu, or several files and
folders on the Wipe Lists panel.
The defaullt file wiping settings may be set on the Files Wiping Settings tab of the Settings panel.

Wiping free disk space

Even if you have removed all deleted files, that does not mean that no data from them remain on your hard drive.
If you have rewritten your files many times, for example, while editing, some previous copies of the files may il
remain on the disk without a dightest notice of their existence. Also, Windows constantly writes and deletes its
own temporary files on disks. Such files are not visible to users, but may contain some data from your own files
and programs. Such pieces of your data still remain even after you format the disk. There are specia data
recover Utilities that analyze unused space on disks and can restore many files that you believe to be conpletely
wiped and deleted. R-Wipe & Clean wipes unused disk space, making such analysis of disk space useless.

Y ou may wipe unused disk space on a single disk using the Wipe Free Space with R-Wipe & Clean command
on the disk's shortcut menu, or on several disks at once on the Free Drive Space panel.

The default free disk space wiping settings may be set on the Free Drive Space Settings tab of the Settings
panel.
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3.4.1.1 Wiping Files

Attention! Wiping files on SSD devices is not possible in most cases. Read the File Erasure on
SSD and HDD devices page for details.
Once wiped, afile cannot be restored! No Windows or third-party data recovery utility can do
this!
R-Wipe & Clean deletesrather than wipesfiles if the wipe files before deleting option on the Settings panel

is disabled. Wiping files is disabled on SSD devices by default. Y ou may enable it, but you should understand
what you are doing.

Wiping a Single File
Y ou do not have to start R-Wipe & Clean to wipe and delete a single file or several files. You may do this from

File Explorer. Make sure that you have the Wipe files and folders directly from the shortcut menu option
selected on the Integration tab of the Settings panel.

To wipe afile or several files,

e Select and right-click the file(s) in Files and Folders and select Wipe and Delete with R-Wipe & Clean 0N
the shortcut menu.

The Wipe Files and Folders dialog box will appear.

Wipe Fles and Folders dialog box

 R-Wipe & Clean - Wipe Files and Folders x

You have selected to wipe and delete the folowing fies and folders:

Type  Size,bytes Content

estermanual.pdf Fie 11,012,368
ester-Quick.pdf  Fie 15,421,448

Fle 2,289,073
2009 UG pdf Fle 3,198,525
User_Gudepdf  Fle 2,266,008

stiovipe

What to Wipe
() Only Filenames.
O only Contents
@ Contents & Filenames

Wipe Alternate Data Streams Wipe Cluster Tips

A Simple View About R-Aipe & Clean

e Click the Start to wipe button, and R-Wipe & Clean will wipe the file(s) with defavit wiping settings.
If you want to change the wiping settings for this file, click the Advanced View button

Wiping Several Files and Folders at Once
If you warnt to delete and wipe severdl files at once, go to the Wipe L ists section for detalils.

Wiping the Recycle Bin
You do not have to start R-Wipe & Clean to wipe the contents of the Recycle Bin. You may do this from its

shortcut menu. Make sure that the Wipe the Recycle Bin from the shortcut menu option on the Integration
tab of the Settings panel is selected.

To wipe the contents of the Recycle Bin,

¢ Right-click the Recycle Bin and select Wipe with R-Wipe & Clean on the shortcut menu.
The Wipe Recycle Bin contents dialog box will appear.
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Wipe Recycle Bin contents dialog box

¥ Wipe Recycle Bin contents x

You have selected to wipe the Recyde Bin that currently contains the following items:

File (Folder) Size, bytes Date.

1

A PEELED 3

20-subaru-forester-manual pdf 11,012,368 4f14

15,421,499 414

2,289,073 414

3,198,525 414

| User_Guide, pdf 2,266,008  4/14

_Intebbased_Mid2007_UserGuide. pdf 893,64 414V
>

sarcioume

7
H
8

Wiping Algorithm Vihat to Wipe
- O orly Filenames
O Orly Contents

® Contents 8 Flenames

fo-random numbers
ceals

Wipe Alternate Data Streams Wipe Cluster Tips

A Simple View About R-Wipe & Clean

e Click thestart to wipe button, and R-Wipe & Clean will wipe the Recycle Bin with default wiping settings.

If you want to change the wiping settings for thisfile, click the Advanced View button

Default file wiping settings may be specifically set on the Files Wiping Settings tab of the Settings panel.

3.4.1.2 Wipe Lists

Y ou may specify files and folders, and registry keys or key values that will be wiped and deleted through a single
wipe and delete task on the Wipe Lists panel. Moreover, you may store such wipe lists to retrieve them and
wipe later. You may also include wipe lists into a large wipe and clean task. Go to the Setting a Large Wipe

and Clean Task section for details.

Some programs have their own temporary or scratch folders. It is wise to have them included in such wipe lists if

you want to completely erase all temporary data from such programs.

Attention! Once wiped, a file cannot be restored! No Windows or third-party data recovery utility

Wiping wipe lists

To wipe one or several wipe lists ,

e Select the Wipe Lists item

o Select the required wipe list(s) and tap the Clean Now button.

can do this!
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Wipe Lists panel

¥ R-Wipe & Clean Touch

- E Main Menu

|4

Test_Wipe_List_1 Test_ Wipe_List 3

|

PSS

Test Wipe List 2

:A = Wipe 2 of 3 items selected x ;‘El L diil
» Lists e L 1]
Remove List(s) Create New List Deselect All Select All Clean Now
————— ey
v v
v v
v v

R-Wipe & Clean will start cleaning the contents of the wipe list(s).

Managing wipe lists

Y ou may also manage wipe lists form the tab of a single wipe list using the wipe list management buttons.

More information...

To create a new wipe list,
e Select the Wipe Lists item.
e Tap the Create New List button.
A new wipe list will appear.

To remove a wipe list,
e Select the Wipe Lists item
e Select the required list(s) and tap the Remove
List(s) button.
R-Wipe & Clean will remove the wipe list(s).

To rename a wipe list,
e Select the Wipe Lists item.
« Double-tap the required Wipe List.
e Tap the Rename List button on the wipe list
management buttons and enter a new nane..

To view and edit the contents of a wipe list,
¢ Double-tap the required wipe list.
e R-Wipe & Clean will show the contert.

Managing files/folders in wipe lists
Y ou may add afile or/and folder to the current wipe list

directly from File Explorer. Long-tap the file and select

the Add to the Wipe List item from the shortcut menu. Make sure that the Add files and folders to a wipe list
from the shortcut menu option is enabled on the Integration tab of the Settings panel.

You may add/remowve files and folders to/from the list using

the file management buttons.
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Wipe List panel
¥ R-Wipe & Clean Touch - [} X

- H Wipe Lists

—_—
= f = j
s
Test Wipe_List_1 il 3
‘You may add files/folders/Registry keys to the Wipe List to delete/wipe them in a single Task.
File Path or Folder Path " = * % * ® Files / Values Files/Values  Subfolders / Subkeys Subfolders / Subkeys
o Registry Key il 1 . to dlean to keep to dlean to keep
Files
] DAFiles to wipetest2.are
Folders
D:\Files to wipe *png *bmp Files to wipe_1 Files to wipe_2
Registry Keys
] HKEY_LOCAL_MACHINE\SOFTWARE\OpenVPN log_dir
» p— —_
N
s BN X =& a4 3
- =] as

Item Cleaning Icons

% | Registry key: The value will be cleaned.

{] Clean subfolders: All child subfolders will be cleaned recursively.

x] Delete empty subfolders: All empty subfolders will be deleted.

Delete folder: A folder or key will be deleted if it becomes empty.

b Delete read-only files

Delete hidden files

When you add a folder to the wipe list, the Add folder... dialog box will appear. You may set a file mask for files in
the folder and specify files that are not to be cleaned if they even match the file masks.
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Add folder... dialog box

Add Folder

% | #LOCALARFDATA %\Companyame Apphiame | ogs

Files

Any

Files to exclude
Not set

Clean Hidden Files

A Simple View

=g Filesto clean -

%
Clean Read-orly Files 1

Subfolders
Clean Files in subfolders
Subfolders to clean
Al

Subfolders to exclude

Remove empty subfolders upon cleaning Files

Delete the Folder i it becomes empty after
deaning Files

oK Cancel

+l Add folder options

%

Adds an environment variable.

Files to clean

Specifies file masks to clean files in this folder.

Files to exclude

Specifies file masks to exclude files from cleaning in this folder

Subfolders to clean

Specifies subfolders to clean in this folder.

Subfolders to exclude

Specifies subfolders to exclude from cleaning in this folder.

Clean files in subfolders

If this option is selected, files in subfolders will be cleaned.

Remove empty subfolders
upon cleaning files

If this option is selected, the folders will be deleted when its content is cleaned.

Delete the folder if it
becomes empty after
cleaning files

If this option is selected, the folder will be deleted if it becomes empty after
Cleaning filesin it.

Clean Read-only Files

If this option is selected, read-only files will be cleaned, too.

Clean Hidden Files

If this option is selected, hidden files will be cleaned, too.

Managing Registry keys in wipe lists
You may also add a key or specific value in a key from Registry that will be deleted.

Add Registry Keys/Values dialog box

Add Registry Key

Registry Key Path

HKEY_LOCAL_MACHINE \SOFTWARE'\OpenVPN

Values

A simple View

=g Values to clean ™

@ | Values to exclude (V]

x
%) Orly dear value(e) data 1

Subkeys
Delete Values in Subkeys
Subkeys to clean
Alt

Subkeys to exclude
Mot set

Delete empty Subkeys upen deleting Values

Delete the Key if it becomes empty after deleting
Ve

alues and Subkeys

oK Cancel

=l More information...

list,

¢ Double-tap the required wipe list

To add a registry key or key values to a wipe|To remove a registry key or key values from a wipe list,

¢ Double-tap the required wipe list
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e Tap the Add Registry Key to Wipe List e Select a registry key or key values you want to remove
button on the file management buttons and  and tap the Remove from Wipe List button on the file
select the required Registry key or separatdf management buttons.
key value on the Add Registry Key didlog The selected registry key or key values will be removed
box to add themto the wipe list. fromthe list.
You may add either all values in the selected
key, or only specific valuesinit.

The added Registry keys or values will appear|

in the wipe list.

You may also add arbitrary custom values.

Click the Add Custom Vaue button and

specify the required values.

Add Custom Value dialog box

"7 Add Custom Value [m] x

Y ou may aso import items from other wipe lists using the Import button on the file management buttons

Default file wiping settings may be specifically set on the Files Wiping Settings tab of the Settings panel.
3.4.1.3 Wiping Free Disk Space

Attention! Wiping free disk space for SSD devices is not required in most cases. Read the File
Erasure on SSD and HDD devices page for details.
R-Wipe & Clean disables wiping free disk space on such devices by defauit. Y ou may enable it, but you should
understand what you are doing. The only important part that should be cleaned even on an SSD device is MFT
on NTFS disks. The best wiping algorithms for that are zeros or pseudo-random numbers.
Disk data you can wipe depends on your user account type and Windows version.

=l Data that can be wiped:

System Disk Non-System Disk
Free space MFT Free space MFT
Administrator Yes Yes Yes Yes
Windows 10 User (Standard Yes No Yes Yes
Account)
Guest No No No No
Administrator Yes Yes Yes Yes
Windows 8/8.1 User (Standard Yes No Yes Yes
Account)
Guest No No No No
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Administrator Yes Yes Yes Yes

Windows 7 User (Standard Yes No Yes Yes
User)

Guest No No No No

Attention! When a disk is wiped, all previously deleted files cannot be restored! No Windows or
third-party data recovery utility can do this!

Wiping free disk space on a single disk
You do not have to start R-Wipe & Clean to wipe unused space on a single disk. You may do this from File
Explorer. Make sure that the Wipe free space directly from the shortcut menu option is selected on the
Integration tab of the Settings panel.
To wipe unused disk space on a single disk,

e Longtap the disk inFile Explorer, and select Wipe free space with R-Wipe & Clean onthe menu.

The R-Wipe & Clean tab will appear.

R-Wipe & Clean tab

¥ R-Wipe & Clean - Wipe Drive Free Space x

You have selected to wipe free space on drive D

Drive Information

Ttem Value
Label Data
Type Local
Fie System NTFS

Total Size 838 GE
\ Free Space 170MB (0 %)

System Protecton  Unknown

Wiping Algorithm What to wipe
Pseudo-random ~ @ Free Space and Free MFT Records

Filing with pseuda-random numbers O only Free space
rough one pass. Fast. Conceals the
fact that the data is wiped Oioayks teTRem

Attention

| System Protection status for this drive is undeterminable! More Info

About R-\Vipe &:Clean Cancel
o Select the wiping settings for this disk and tap the wipe now button.

R-Wipe & Clean will start wiping the disk, and the Wiping dialog box will appear showing the wiping
progress. When R-Wipe & Clean finishes wiping, the Report dialog box will appear.

Wiping free disk space on several disks

To wipe unused disk space on several disks,

o Select Free Drive Space
The Free Drive Space panel will appear.
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Free Drive Space panel

¥ R-Wipe & Clean Touch - o x

- E" Main Menu

o Free No Items selected L il @

= Drive Space L]

Select All

o
=]
System (C:) NTF_Test (E:)
SSD with TRIM on
Total: 291 GB Total: 238 GB
Free:458 GB (15%) Free: 1.33GB (0%)

Data (D)) ESDSO (F)
Removable
Total 638 GB Total 149 GB
Free:324GB (0%) Free: 7.05 GB (47 %)

e Select the disks you want to wipe.

e If necessary, change the wiping settings, and tap the wipe Now button. Default disk wiping settings may be
set on the Free Drive Space Wiping Settings tab of the Settings panel. To learn more about wiping
algorithms, go to the Wiping Algorithms page.

R-Wipe & Clean will start wiping the disk, and the Wiping dialog box will appear showing the wiping

progress. When R-Wipe & Clean finishes wiping, the Report dialog box will appear.

Y ou may interrupt wiping. Tap the Stop button. Wiping will be stopped, and the Report dialog box will appear,
showing how much of unused space has been wiped.

Disk wiping may be included into a large wipe and clean task. Go to the Setting a Large Wipe and Clean
Task section for details.

Note! Removable storage devices cannot be included into a large wipe and clean task.

3.4.2 Cleaning a Computer

Your computer stores very many traces of your activity like links to visted web stes or recently opened
documents. It also keeps contents, such as pictures, texts, flash movies, audio files from visited web pages. Any
snooper who has access to this information can easlly tell where and when you have been, or how long you have
been on a certain web site. Deleting caches and histories will not help, as WIndows stores such information in
many, and not easily accessible, places. R-Wipe & Clean unrecoverably deletes such information and files.

All traces are divided into the following sections:
e On-line Activity:
e Personal data
e System's Own traces.
e Program Traces
Default cleaning settings may be specifically set on the Files Wiping Settings tab of the Settings panel.
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3.4.2.1 Cleaning Internet Activity

Y ou may clean your computer from many traces and links from your Internet activity that your computer stores in

many places. Y ou may include Internet activity cleaning into a large wipe and clean task. Go to the Setting a Large

Wipe and Clean Task Section for details.

R-Wipe & Clean automatically detects most popular web browsers and shows them in its views. The list of items

visible on each browser's panel can be edited on the Customize panel.

ltems that can be cleaned in various browsers and communication programs
Browser Items that can be cleaned

Internet Explorer e Temporary Internet Files
e Cookies

e History

¢ Download History

e Typed URLs

e FormData

e DOM files

¢ Extensions Statigtics

e Stored Favorites Order

Microsoft Edge e Cache Files
(Windows 10+) ¢ Browsing Data
e Typed URLs

¢ Application Cache

o Cached Certificates

e DOM Storage

e Internal Databases

¢ Stored Website Favicons

¢ Stored Recovery Informetion
o Temporary Files

M icrosoft Edge (New) e Cachefiles

o Cookies

¢ Browsing History

e Download History

¢ Address Bar History

e Stored Text in Forms

¢ Stored Passwords in Forums
e Browser Metrics Files

¢ Budget Database

e Cached Jump Lists Icons

e Cached Script Code

o Cached WebAssenbly Code
¢ Crash Reports

¢ Data Reduction Statistics

¢ Extension Databases
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¢ Extensions State

e GPU Cache

e Heavy Ad Intervention Statistics
¢ |nvalid Certificates

e Language Statistics

¢ Media Engagement Statistics

¢ Media Playback History

¢ Microphone Usage Statistics

e Most Vigted Sites Data

e Network Persistence Statistics
¢ Permission Notification History
¢ Prerendering Data

¢ Quota Manager Data

¢ Rollback Journals

e Search Engines Data

e Search History

e Server Worker Cache

e Session Databases

o Setup Metrics Files

¢ Site Engagement Statistics

¢ Stored Banner Information

e Stored Favicons

¢ Stored Help Session Time

e Stored Local FS Access Info
e Stored Location Permissions
e Stored NEL Data

¢ Stored Push Notifications

e Stored Services Network Traffic
e Stored Sesson Commands

¢ Stored Tabs Command

¢ Stored Trandation Parameters
¢ Stored Website Permissions

¢ Stored Zoom Data

e Sync Logs

e Tracking Preventions Data

¢ Tracking Relationship Data

e Update Files

e Update Logs

e Web Application Daily Metrics
e Web Apps File System's Files
o Webcam Usage Statistics

e WebRTC Logs
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¢ Website Loading Statistics

¢ Browsing Data

e Cached Files

e Typed URLs

o Application Cache

o Cashed Certificates

e DOM Storage

o Internal Databases

¢ Stored Website Favicons

¢ Stored Recovery Information
e Temporary Files

e Session Event Log

o Stored Usage Statistics

¢ Website Redirecting Statistics
Installer Files

Site Characterigtics Database
Stored Printing | nformation

¢ Web Engine Navigation History
e Stored Profiles in Forms

¢ Allowed Web Launch Apps Data
¢ Website Databases

¢ Stored Form Filling Metadata
o Developer Tools Recernt Files
o Stored Web App Commands
o Stored Client Hints

e Manager Diagnostics Log

¢ Stored Assistance Data

¢ LevelDB Databases

e Stored PDF View Info

¢ SmartScreen Download Data
o SmartScreen URI Data

¢ Stored Bounce Tracking Data
e CRX Package Cache

e MAM Log

¢ Stored Media Devices Salts

¢ Databases Old Logs

M ozlla Firefox
Lunascape
Waterfox

Basilisk

Comodo IceDragon
Pale Moon

e Cached Files

e Cookies

¢ Browsing History

¢ Download History

e Stored Text in Forms
¢ Stored Passwords
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e Cached Jump Lists Icons

e Crash Minidump Files

¢ Crash Reports

e DOM Storage

¢ FHR Performance Measures

¢ Indexed Databases

e Stored Favicons

e Stored HSTS Cookies

o Stored Installation Timestamps
¢ Stored Session Information

o Stored Timestamps

¢ Stored Webpage Thumbnails

o Telemetry Reports

e Update Logs

¢ Overridden Certificates

e Stored Push Notifications

¢ Moazlla Maintenance Service Logs
¢ Storage Usage Statistics

e Enhanced Tracking Protection Statistics
¢ Registered Service Workers

o Stored Frecency

¢ Stored Website Permissions

¢ Stored Website Preferences

e Sync Event Log

o Stored Usage Statistics

e Used Devices

o WebRenderer Shader Cache

o Stored Alternative Services Data
e Stored App Handling

e Settings Sync History

e Update Trash

e Stored Glean Metrics

o Top Frecent Websites

¢ Stored Recovery Data

o Stored BgTasks HSTS Cookies

Opera
Opera GX

e Cached Files

e Cookies

e Browsing History

e Download History

e Stored Text in Forms

e Stored Passwords

e Cached Jump Lists Icons
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e Cached Script Code

¢ Extensions Databases

o Media Engagement Statistics
o Network Persistence Statistics
¢ Prerendering Data

e Quota Manager Data

¢ Rollback Journals

e Service Worker Cache

¢ Site Engagement Statistics

e Stored Favicons

o Stored Website Permissions
¢ AutoUpdate Log

e Stored Zoom Data

e Backup Files

e Bookmearks Trash

o Cached WebAssenbly Code
e Debug Logs

e GPU Cache

o Media Playback History

¢ Microphone Usage Statistics
¢ Permission Notification History
¢ Previous Versions Backup

o Sidebar Elements Usage Data
¢ Stored Location Permissions
e Stored NEL Data

¢ Stored Push Notifications

e Stored Sesson Commands

¢ Stored Tabs Commands

o Stored Usage Statistics

¢ Recent Tabs

¢ Removed Suggestions

e Stored Printing Information

e Temporary Files

o Webcam Usage Statistics

¢ Website Databases

¢ Stored Client Hints

o Allowed Web Launch Apps Data
o Assistant Statistics

o Developer Tools Recernt Files
o Assistant Logs

¢ Stored Suggestion Data

e Search History
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e Session Event Log

¢ Crash Reports

o Stored Banner Informetion

¢ Browser Metrics Files

e Browser Metrics Files (Opera GX)
e Web Applications Daily Metrics

¢ Stored Bounce Tracking Data

e CRX Package Cache

¢ Stored Media Devices Salts

e HTTP Allowed Sites Info

Google Chrome
Brave

Comodo Dragon
SRWare Iron
Vivaldi
OperaNeon
Torch

Slimjet

e Cache Files

e Cookies

¢ Browsing History

e Download History

e Address Bar History

e Stored Text in Forms

e Stored Passwords in Forms
e Cached Jump Lists Icons

e DNS Prefetching Data

o Extensions Databases

o Extensions State

¢ Flash Player Cache

e GPU Cache

e Media Cache

o Media Engagement Statistics
e Mogt Visted Sites Data

¢ Prerendering Data

¢ Quota Manager Data

¢ Rollback Journals

e Search Engines Data

e Search History

o Session Databases

¢ Site Engagement Statistics

¢ Stored Favicons

e Sync Data

o TLS Certificates

o Web Apps File System's Files
e Web Databases

¢ Budget Database

o Service Worker Cache

o Site Characteristics Database
o Software Reporter Tool Logs
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o Network Persistence Statistics
¢ Extensions Cookies

e Language Statistics

o Setup Metrics Files

o Stored Website Permissions

e Update Files

¢ Invalid Certificates

¢ Stored Push Notifications

o Webcam Usage Statistics

¢ Microphone Usage Statistics

e Stored Zoom Data

¢ Browser Metrics Files

e Cached Script Code

o Stored Banner Information

e Cached WebAssembly Code

¢ Data Reduction Statistics

e Debug Log

¢ Heavy Ad Intervention Statistics
o Media Playback History

¢ Permission Notification History
e Stored Local FS Access Info

¢ Stored Location Permissions

e Stored NEL Data

o Stored Services Network Traffic
e Stored Sesson Commands

¢ Stored Sound Playback Settings
e Stored Tabs Commands

o Stored Trandation Parameters

e Temporary Files

o Web Applications Daily Metrics
e Session Event Log

o Stored Usage Statistics

o Recent Tabs

¢ Removed Suggestions

e Stored Printing Information

e Temporary Files

o Webcam Usage Statistics

¢ Stored Client Hints

e Databases

¢ Allowed Web Launch Apps Data
¢ Stored Form Filling Metadata

o Developer Tools Recent Files
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o Safe Browsing Event Timestamps
¢ Safe Browsing Cookies

o Stored Trust Tokens

¢ LevelDB Databases

¢ Update Usage Statistics

¢ Stored Idle Detection Data

¢ Optimization Guide Service Files
¢ Crash Reports

¢ Stored Bounce Tracking Data

¢ Browsing History Journeys Data
¢ Permission Auto-Revocation Data
e Backup Files

¢ CRX Package Cache

e Stored FedCM IdP Data

o Stored Interest Groups Data

¢ Stored Media Devices Salts

¢ Stored Cookie Controls Metadata
e Stored Segmentation UKM

e HTTP Allowed Sites Info

e Stored Topics API Data

¢ Stored Popups Data

¢ Allowed Automatic Downloads

¢ 3PCD Heuristics Grants

Skype

e Chat History

e Cal History

e Stored Chat Properties

¢ Stored Emoticons Informetion

¢ Stored File Transfer Information

¢ Stored Media Documents I nformeation
¢ Stored Media Transfer Information
¢ Stored Video Devices Information
¢ Voice Mail Records

e Cache Files

e Emoticons Cache

e Media Transfer Cache

e Cookies

e Sent SMS messages

¢ Unauthorized Contacts

o Auxiliary Traces

o Business Intelligence Statistics

e |nternal Database

e Cached Certificates
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¢ Rollback Journals
e Logs

To clean traces of Internet activity,
o Select the required browser.

The browser's panel appears. Depending on the browser, the conternt of its panel may vary.
Microsoft Edge panel

¥ R-Wipe & Clean Touch

- ‘f Main Menu

No Items selected

L]
Edge LI

o Select the required items and tap the Clean Now button.

The browser section may contain some critical items that may affect browser performance. R-Wipe & Clean will throw a
warning about those items if you select the entire browser section.

Critical Item warning

There are items containing critical or important traces
among the ones you have selected.

In the list below you can uncheck items you would like to
exclude from the cleaning

Item View Details Don't wam 2gain

@ % Cookies a D

OK Cancel Cleaning

e Selectthese items onlyif you completely understand what you are doing.

When R-Wipe & Clean finishes cleaning, the Report dialog box will appear showing cleaning results.
More information on the items in Microsoft Edge

Depending on your browser, contents may vary. Below are the items for Microsoft Edge
The Microsoft Edge web browser keeps content, such as pictures, texts, flash movies,
audio files, from all web pages you visited.
The Microsoft Edge browser stores cookies (small files that web sites store on your
computer for identification purposes), History, logs, etc.
Typed URLs The Microsoft Edge browser can store URLS you typed in the address field.

Cache Files

Browsing Data
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Application Cache

The Application Cache makes it possible for the system to access a web application
without a network connection and to work with it faster.

Cached Certification
Files

Y our system stores a cache of Certification Revocation Lists (CRL), Certificate Trust
Lists (CTL), Certificates, and other documents used to autherticate web site
certificates.

Cached DOM Files

Some webpages can be implemented using the DOM (Document Object Module)
technology. This list shows you web addresses of such webpages cached in your
system

Internal Databases

The Microsoft Edge web browser can create various databases for its own use
(diagnostics, updates, etc.)

Stored Favicons

The Microsoft Edge web browser can store favicons of visited websites.

Stored Recovery
Information

The Microsoft Edge browser can store some information about the current session that
can be used for recovery in case of an application crash.

Temporary Files

List of temporary files created by the Microsoft Edge web browser.

+ More information on the items in Internet Explorer

Depending on your browser, contents may vary. Below are the items for Internet Explorer

Temporary Internet
Files

Your system keeps content, such as pictures, texts, flash movies, audio files, of all web pages
visited by you in the this folder.

Cookies are small files that web sites store on your computer for identification purposes. You

Cookies may keep cookies from your favorite sites. You may also see their content.
If you do not want to delete cookies from your favorite sites move them to Favorites
History You computer stores links to each web site visited by you in this folder.

Download History

Web browsers store links to files you have downloaded from those browsers.

Your computer stores URL addresses of mostrecently viewed pages. You can view them in the

Typed URLs drop-down list of the address bar of your internet browser.
Form Data Information you might enter when filling in web forms.
DOM Storage Some webpages can be implemented using the DOM (Document Object Module) technology.

This list shows you web addresses of such webpages cached in your system.

Extensions Statistics

Internet Explorer stores information about using its add-ons such as ActiveX controls, browser
helper objects, or toolbars.

Stored Favorites

Order
34272

Cleaning Personal Traces

Internet Explorer stores the order of Favorites menu items. When cleaning the tree, you do not
remove Favorites menu, onlyits cached copy.

Y ou may clean various logs, caches, temporary files, and very many traces of your activity in the system.
You may include personal traces cleaning into a large wipe and clean task. Go to the Setting a Large Wipe and
Clean Task Section for detalils.

The list of items visible onthe Personal Traces panel can be edited on the Customize panel. These items
are user-specific, their contents are individual for each user.

To clean your personal traces,

e Selectthe icon with your login name.
The Personal traces panel appears.
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Personal traces panel

® R-Wipe & Clean Touch

- ﬁ‘f Main Menu

m Wipe & Clean Tasks

Tester 1's Caghez
Traces
Miscellaneous ‘//\ )

Recent Activity

Associatvity
Traces

Storing Traces

[ Don't show again %]
Select a set of user's traces you would like to view and remove.

e Go to the required section(s) and select the required items.
The section may contain some critical items that may affect system performance. R-Wipe & Clean will throw a warning
aboutthese items if you select the entire section.

Critical Item warning

There are items containing critical or important traces
among the ones you have selected.

In the list below you can uncheck items you would like to
exclude from the cleaning

Item View Details Dan't wam again

Cached [
File Extensions L]

™ =

OK Cancel Cleaning

Selectthese items onlyif you completely understand what you are doing.

e Tap the Clean Now button.
R-Wipe & Clean will start cleaning the computer, and the Deleting and wiping dialog box will appear showing the
progress of cleaning.

Personal traces are divided into six parts:

Recent Activity: More Information...

This part allows you to inspect and clean your various recent traces like recently run applications, recent documents,
recently visited web sites, etc. Most of these traces are stored in the Registry.

List of links to recentlyused applications.
Attention! When cleaning this list, you do not remove the files, only their links.

List of links to recently opened documents (registered file types). This list appears in
Documents on the Start menu and includes all documents opened in the system,
directly from programs, Files and Folders, by taping desktop icons, etc.

Attention! When cleaning this list, you do not remove the files, only their links.
Shortcuts to pinned and recently opened files, folders, or websites. They may appear
either on the Taskbar or Start menu.

Attention! When cleaning this list, you do not remove the files, only their links.
Shortcuts to recently opened files, folders, or websites in File Explorer or its GUI
components like Open or Save dialogs. Any folders in this list pinned to Quick access

Recent Applications

Recent Documents

Jump Lists

File Explorer Jump List
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will be unpinned.
Attention! When cleaning this list, you do not remove the files, only their links.

Jump Lists Program History

A ligt of applications launched from the Search Resuits displayed as Jump
Lists.

Open File History

List of links to files recently opened directly from programs (on the Open Fle dialog
box). Those files do not include files opened from File Explorer, by taping desktop
icons, etc.

Attention! When cleaning this list, you do not remove the files, only their links.

Shell File History

Your system stores history of files opened with various Windows Shell components.
Attention! When deleting and wiping the cache, you do not remove the extensions,
only their cached copies.

Activity History
(Windows 10+)

Activity history helps keep track of the things you do on your device, such as
the apps, and services you usg, files you open, and websites you browse.

Dialog Box Traces

Many application use common dialog boxes, for example, to open and/or save a file.
Your system stores various information after using those dialog boxes in the
applications.

SmartScreen File
Information

The log of downloaded files thatthe SmartScreen service examined.

Storing Traces: More Information...

This part allows you to inspect and clean some data (mostly insignificant) of your recent activity. Most of these traces

are stored in the Registry.

Recent Network folders

List of links to recently opened network folders.

Stored addresses of

Your system stores addresses and other information for unread messages received

unread mail in e-mail clients.
Stored Application Your system stores a list of application descriptions and their paths for applications
Descriptions that have started at least once.

Stored Applications
Compatibility Settings

Your system stores various compatibility settings for already removed applications.

Stored Browser Plugins
Information

Your system stores some information about web browser plugins already
removed applications.

Stored Control Panel
Extensions

Your system stores some information about Control Panel Extensions.
Attention! When cleaning the cache, you do not remove the extensions, only their
cached copies.

Stored Custom GPU
Settings
(Windows 10+)

Your system stores some settings of applications that could customize
graphics performance. They may have already been removed but their settings
may remain.

Stored Desktop Shortcut
Paths

Your system stores Desktop shortcut and target paths to applications removed from
the system.

Stored Explorer View
Settings

Your system stores a list of folders for which you changed settings in the View menu

in Files and Folders

Stored File Virtualization

Your system stores a ligt of files that require administrative privileges to
change. Your system will virtualize them if some programs tries to change
them without sufficient privileges.

Stored FTP Accounts

Your system stores information used to connect to FTP sites

Stored FTP Folders

Your system stores links to FTP folders you visited in File Explorer itself or programs
using itas an FTP client.
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Stored Microphone Usage
Info
(Windows 10+)

Your system stores some information about microphone usage in various
applications.

Stored Mounted Volumes

Your system stores some informetion about volumes located on externd
media.

Stored Notification Display
Info
(Windows 8+)

Your system stores some settings for displaying notifications of applications
already removed from the system

Stored Notification
Settings
(Windows 10+)

Your system stores some information about notifications.

Stored Programs DOM
Data

DOM (Document Object Model) data of the applications that use system's
web browser.

Stored Quick Launch
Shortcuts

The Quick Launch bar is not used in Windows since Windows 7, but some
applications ill can create their Quick Launch shortcuts in any Windows.
shell.

Stored Registry
Virtualization

Your system stores some information about the virtualization of some Registry
keys that require administrative privileges for changing their values and
subkeys, and some applications running without such privileges try to change
them

Stored Shell Activity

Your system stores some information about programs launched via System shell.

Stored Sound Properties

Your system stores sound properties of some applications

Stored Sound Schemes

System stores the sound schemes of removed applications.

Stored Start Menu Items

n the All Programs part of the Start Menu, your system may store some items (like
shortcuts and folders) linked to applications that have already been removed from the
system.

Stored Startup
Applications Info

Your system stores some information about applications launched during system
logon and which have already been removed from the system.

Stored UWP Programs
Window

Your system stores main window screen position of the UWP (Universal
Windows Platform) programs and games already removed from the system.

Stored Webcam Usage
Info
(Windows 10+)

Your system stores some information about webcam usage in various
applications.

Stored Web Credentials

Your system stores some information, such as user names and passwords used to
log on to websites.

Stored Windows
Credentials

Your system stores some information, such as user names and passwords used to
log on to other computers on a network.

Taskbar Badges Update
Statistics

Your system stores the number of program switching on the Taskbar

Taskbar Button Click
Statistics

The number of times Taskbar has been clicked.

Taskbar Favorites

Various data about the Taskbar Favorites usage

Statistics
Taskbar Jump View Y our system stores the number of displays of Jump Views for each program
Statistics on the Taskbar
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Taskbar Jump View
Statistics

Your system stores the number of displays of Jump Views for each program
on the Taskbar.

Taskbar Program
Switching Statistics

Your system stores the number of program switching on the Taskbar.

Associativity Traces: More Information...

This part allows you to inspect and clean information of file type association (file types, protocols, etc.) for already
removed applications. Most of these traces are stored in the Registry.

Stored COM Class
Identifiers

Your system can keep the Class Identifiers of COM objects in already removed
applications.

Stored Custom File Type
Associations

Your system can store custom associations of file types with applications
already removed from the system.

Attention! Only extensions with "Yes" in the "Will be Deleted" colunn will be
unregistered (removed).

Only links to other applications aready removed from the system will be
deleted.

Stored File Types

Your system can keep the file name extensions associated with already removed
applications..

Stored MIME Types

Your system stores MIME types registered by already removed applications.

Stored Program Identifiers

System stores the program identifiers of removed applications.

Installer Traces: More Information...

This part allows you to inspect and clean information from various installers and clean trances left after uninstalling
applications. Most of these traces are stored in the Registry.

App Installer Traces

Your system can store information from Microsoft App Installer that makes
sdeloading Microsoft Store apps easy.

Stored Installation
Information

Your system can store information from the distribution kits of already removed
applications.

Stored Installer
Components Paths

Windows Installer stores paths used during the installation of some programs or
senices.

Stored Installer Packages

You system can store Windows Installer package files (with patches) of already
removed applications.

Stored Installer Registry
Keys

Windows Installer stores the Registry key names used during the installation of
some programs Or SEnices.

Stored UWP Programs
Uninstall Time

You system can store the time of the UWP (Universal Windows Platform)
programs and games uninstall.

Store Policy Check Cache

Each UWP (Universal Windows Platform) program is checked for
compliance with Microsoft Store policies during installation.

Suggested UWP Programs

You system may suggest you to install various UWP (Universal Windows
Platform) programs and games.

WWEP Traces
(Windows 10 and higher)

You system stores information about Windows Web Experience pack, a system
that updates core web components used by Store applications.

Caches: More Information...

This part allows you to ing

pect and clean some data caches. Some caches will be created again.

Cached Certificates

Cached certificate files used for authentication and data encryption. Included
are certificates and Certification Revocation Lists (CRL). Cleaning this cache
removes cached copies, not the original files.
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Cached GDI+ Fonts

Your system stores a cache of GDI+ fonts installed in the system
Attention! When deleting and wiping the cache, you do not remove the files,
only their cached copies.

Cached Icons

Your system stores a cache of icons of applications that have started at least
once to show them faster in Taskbar, Desktop, Start menu, and Program
Icons.

Attention! When deleting and wiping the cache, you do not remove the files,
only their cached copies.

Cached Shell Extensions

Your system stores some information about Shell Extensions (like added
shortcut menu items, etc.) of various applications that are installed in the
system

Attention! When deleting and wiping the cache, you do not remove the
extensions, only their cached copies.

Cached Web Content

A cache of various web content (web pages, images, sounds, video,
animations, etc) viewed in applications that use system components for
viewing web content.

Direct3D Shader Cache

A cache of the Direct3D Shader Caching Library files.

Feeds Cache

A cache of web feeds created by some applications.

GPU Shader Cache

A cache of a shader, a program that runs on the system's Graphic Processing
Unit (GPU) to perform specific graphic rendering tasks.

Notification Cache

Your system creates notification cache for the applications pinned to the Start
screen.

Security Token Service
Cache

Files cached by the Security Token Service.

Thumbnail Caches

For faster access, your system stores several caches of various thumbnail
images from certain files.
Attention! When deleting and wiping the cache, you do not remove the files,
only their cached copies.

Windows Search
Databases

Your system stores a cache of files with the detailed information about files
used by Windows to perform very fast search among most popular files on the
computer.

Attention! When deleting and wiping the cache, you do not remove the
extensions, only thelr cached copies.

Miscellaneous Traces: More Information...

This partallows you to inspect and clean some miscellaneous traces from various sources. Cleaning these traces
may give you some sufficient drive space.

Temporary Files and
Folders

List of temporary files and folders created by your various programs.

AAD Broker Plugin Traces
(Windows 10+)

The Azure Active Directory (AAD) Broker Plugin is needed for Windows
Store Sign in and.or App Installs in that to free apps can be installed without

signing in.

Clipboard content

Clipboard content.
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Common Language
Runtime Logs

Your system stores various logs created by the Common Language Runtime (CLR)
component of the .Net Framework. You may see file content by taping it.

Crash Dumps

Your system stores application's memory dumps created during the
application crash. These memory dumps help the application developers to
determine the causes of the crashes.

Explorer Diagnostics Logs

Your system stores diagnostics logs for Windows Explorer. These logs store
informetion that can be used for troubleshooting.

HAM Commit History
(Windows 10+)

The history of Host Activity Manager (HAM) that manages the dtate of a
packaged application.

Invalid Desktop shortcuts

List of shortcuts that are on your Desktop but not linked to any existing objects.
There are two types of invalid Desktop shortcuts:

1. Invalid shortcuts to objects on hard disks. Most probably they are linked to
deleted objects. They are selected by default and will be remowved if Invalid
Desktop Shortcuts is selected. If you want to keep the links in the system, clear
the links to the objects.

2. Invalid shortcuts to objects on removable disks. Most probably they are linked
to objects on removable disks that are not present in your system at the
moment. They are not selected by default and will not be removed Invalid Desktop
Shortcuts is selected. If you want to remowe the links from the system, select the
links to the objects.

Network Diagnostic Logs

Diagnostic logs for troubleshooting of networks

Problem Reports

List of programs that caused problems to Windows. You may long tap an item to
see its report.

Recycle Bin

List of files and folders stored in the Recycle Bin.

System Registry traces

Registryrecords of items used by system (mapped network drives, attached devices,
etc.)
Empty registry traces lists are dimmed.

SSO Authentication traces

Y our system stores files from the Single Sign-On web service that allows you
to use single authentication for any of your Windows devices and Microsoft
Services.

Startup Menu Experience
Host Traces

Your system stores traces from Start Menu Experience Host Traces helps the
Start menu in Windows computers to run smoothly and independently, thus
removing any chances of errors or crashes associated with the Startup menu

Stored Environment
Variables

Your system stores a humber of environment variables created by already removed
applications.

Store Locations of Type
Libraries

Your system stores locations of type libraries that store information about COM
objects from already remowved applications.

Sync Traces

Traces of content and setting syncing through your Microsoft account.

Visual Studio App Center
Log

Logs of the Visual Studio App Center, services for building, testing, releasing,
and monitoring of mobile and desktop applications.

Web Content Databases

Databases of viewed web content.
Attention! It's recommended to remove these databases together with Temporary

Internet Files, CoOKi€S, and History of Internet Explorer.

WebView Traces

The Microsoft Edge-based WebView control can be used in modern Windows
applications to display web content instead of the old IE-based control.

Windows Update Log

The log of updates that your system downloaded and automatically installed.
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3.4.2.3 Cleaning System's Own Traces

Your may clear system traces such as registry traces, tenp files, system history, caches, and various log files.
Y ou may see the contents of any particular item on its respective panel.

Y ou may also include system's own traces cleaning into a large wipe and clean task. Go to the Setting a Large
Wipe and Clean Task section for details.

The list of items visible on the System panel can be edited on the Customize panel.

To clean traces of system activity,
e Sclect the System's Own Traces item.
The System panel will appear.
System's Own Traces panel

 R-Wipe & Clean Touch

- g Main Menu w Wipe & Clean Tasks

Program Daz
System’s Own s
T Serviees Setupand ﬂ
(£ 3=T Accounts Update Traces
~ggr rTraces
ag B
: .

Miscellanecus
Traces

Associativity
Traces

Logs Storing Traces

[ Don't show again B8
Select a set of system traces you would like to view and remove

¢ Go to the required section(s) and select the required items.
The section may contain some critical items that may affect system performance. R-Wipe & Clean will
throw a warning about these items if you select the entire section.
Critical Item warning
There are items containing critical orimportant traces
among the ones you have selected.

In the list below you can uncheck items you would like to
exclude from the cleaning

Item View Details Don't warn again

= Stored Wireless B [
0 Networks Profiles

OK Cancel Cleaning

Select these items only if you corrbletely understand what you are doing.

e Tap the Clean Now button.
R-Wipe & Clean will start cleaning the computer, and the Deleting and wiping dialog box will appear
showing the cleaning progress.
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System traces are divided into nine parts:

Y ou may read more about these items in the R-Wipe & Clean Classic help.

Logs: More Information...
This part allows you to ingpect and clean various logs created by various system components. Quite often
you may gain some free drive space upon removing these logs.

BLB Service Events Log

Event logs of the BLB (Block Level Backup) Engine Senvce.

Boot File Repair Log

Event log the Boot File Senicing Utility for Boot File Repair.

Component-Based Servicing Log

A log file of the Windows Component-Based Senicing activity that may help
in troubleshooting.

Delivery Optimization Service
Events Logs

Delivery Optimization Senice Ewvents Log created by
optimization senice for troubleshooting.

the delivery

Deployment Image Service and
Management Log

Deployment Image Service and Management Log Microsoft (DISM) tools

can reate a log to assist in tourbleshooting.

Diagnostics Logs

Your system creates several log files that assist in troubleshootng. Double-
click a file to view its. content.

Disk Recovery Logs

Your system creates some diagnostics and event logs for disk recowery
events.

Event Logging Diagnostic Logs

Your system creates diagnostic log files of the Event Logging component.

LSA Events Logs

Log files from the LSA (Local Security Authority) senice that validates local
and remote sign-ins to enforce local security polices. Those files are used
to assist in troubleshooting.

Measured Boot Logs

Your system creates a log file that assist in Measured Boot troubleshootng.
The Measured Boot feature that provides antimalware software with a
trusted log of all boot components to determine whether the component is
clear or infected with malware.

.NET Framework Logs

Microsoft .Net tools and senices may create to assist in

tourbleshooting. Double-click a file to view its content.

logs

Network Setup Service Events
Logs

Network Setup Senice Events Logs created by the network setup senice to
assist in troubleshooting of network driver installation.

Program Install Logs

Logs of program installation used to check compatibility.

SAM Events Logs

Logs of the SAM (Security Account Manager) events. SAM is used to
authenticate local and remote users.

Server-initiated Healing Events
Logs

Sener-initiated Healing Events Logs created by the Windows Update
senice to assist in troubleshooting.

Services Logs

Senices may create log files that assist in troubleshooting.

MS DTC Service Trace Logs

Your system creates trace logs of the Microsoft Distributed Transaction
Coordinator (DTC) senice that coordinates transactions between
databases, message queues, file systems, and other resources.

NDF Logs

Logs of Network Diagnostics Framework (NDF) that provides a way
for users to diagnose and repair network problems using a singe
troubleshooting tool.

Sleep Study Events Log

The log of events created by Sleep Study tool that identifies sources of
battery drain during computer's eep time.

Startup File Renaming Log

A log containing a list of files that Windows renames during its startup. May
help in troubleshooting.

Storage Group Policy Log

A log of Storage management performed using Group Policy.
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System Restore Event Log

An event log of the System Restore senice that can assist in
troubleshooting.

Tracing Logs

Your system can create \various that

troubleshooting.

tracing logs may assist in

WODI Diagnostic Log

Log of Windows Diagnostic Infrastructure (WDI) that help to detect,
diagnose and solve common problems with a minimum user interactions.

WDI Events Log

Event log of Windows Diagnostic Infrastructure (WDI) that help to detect,
diagnose and solve common problems with a minimum user interactions.

WODI Startup Logs

Logs of Windows Diagnostic Infrastructure (WDI) that store information
about applications launched during system startup to assist in
troubleshooting.

Windows Events Log

Your system keeps a log of Windows events (System, Security, and
Applications).

Y ou may edit the list of items you warnt to view. Right-click the header
and change the list of items to show.

Windows Firewall Log

Your system keeps a log of the Windows built-in firewall. You need to
restart your system to start wiping this log. You will be prompted to restart
your system or to delay wiping until the next restart.

WinRE Logs

Your system keeps a log of the Windows Recowvery Environment (WinRE)
that can repair common causes of unbootable operating systems.

WIP Logs (Windows 10+)

Your system keeps a log of the Windows Information Protection (WIP) that
can protect against enterprise data leakage through apps and senvices like
email, social media, and public clouds that are outside of the enterprise
control.

WMI Logs

Windows Management Instrumentation (WMI) and WMI providers create
seweral log files that assist in troubleshooting.

AAD Events Log
(Windows 10+)

Your system keeps an event log of Azure Active Director (AAD) that
provides common identity and access capabilities to all web senices.

AAD User Device Registration
Log
(Windows 10+)

The Azure Active Directory (AAD) is a Microsoft cloud-based idertity
and access management service which helps a company's employees
dgn in and access both the external and internal resources of the

compary.

AppID Events Log

An event log of actions with ApplDs.

Application Experience Events
Log

Application Experience Service creates an evert log of software updates
to programs to ensure they run on newly released Windows versions.

Application Server Events Log

An evert log of Application Server, an integrated environment for
deploying and running custom, sever-based business applications.

AppLocker Executable Events
Log

Anevert log of AppLocker that allows or denies application execution.

AppLocker Script Events Log

An event log of AppLocker that allows or denies script execution.

AppModel Runtime Events Log

The AppModel Rurtime Events Log stores the events of Universal
Windows Platform applications.

App Readiness Diagnostics Log

The log of the App Readiness Diagnostics, the service that makes apps
ready for use them the first time when the user signs in to PC or when
adding a new app
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APP Readiness Service Log

The log of the App Readiness Service that makes apps ready for use
them the first time when the user signsinto PC or when adding a new

app.

AppX Deployment Server Events
Log

The AppX Deployment Server Events Log stores the events of AppX
Deployment Server during updating Store applications.

AppX Deployment Service
Events Log

The AppX Deployment Service Events Log stores the events of AppX
Deployment Service during deploying Store applications.

AppX Packaging Events Log

Your system can create a log of events that occurred with Microsoft
Store application packages

AppX Restricted Deployment
Log

Your system can create a log of restricted operations events that
occurred with Microsoft Store application packages

AppX Undocked DEH Events Log
(Windows 10+)

The event log of the Deployment Extension Handler (DEH) allowing
apps to access extensibility points in the system. An undocked DEH
ships outside of an OS release.

Audio Devices Events Log

Your system can cregte a log of events that occurred in various audio
devices in the system.

Authentication UI Events Log

Your system can create a log of events that occurred during user
authentication via user interface (Ul).

Audio Glitch Detection Log

The Audio Glitch Detection Log stores events of audio glitches made by
Windows Audio Service.

Audio Playback Log

The Audio Playback Log stores a list of audio playbacks by the
Windows Audio service.

Azure Setting Sync Events Log
(Windows 10+)

The Azure Setting Sync Events Log stores informetion about this cloud
service used for managing applications and services through Microsoft-

managed data centers.

Backup and Restore Debug Log
(Windows 10+)

The Backup and Restore Debug Log stores debug informetion that can
be used to assist in troubleshooting.

BDP Tool Events Log

The log of the BitLocker Drive Preparation (BDP) Tool is used to
prepare the computer for BitLocker Drive Encryption.

BitLocker Events Log

The event log of BitLocker, a data protection feature that encrypts system
and data volumes.

BITS Events Log

The Background Intelligent Transfer Service (BITS) creates a log of
background file transfers.

BranchCache Service Events
Log

The BranchCache Service Events Log stores informetion about cached
network content from peers on the local subnet.

BTIS Events Log

The Background Tasks Infrastructure Service (BTIS) controls the
background tasks to run in the the system

CHAP Events Log

The log of events of the Challenge Handshake Authertication Protocol
(CHAP) used to authenticate the user in PPTP-based networks.

Client License Service Events
Log

The Log of Client License service that provides infrastructure support for
Microsoft Store.
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Cloud Recovery Events Log
(Windows 10+)

The Log of Cloud Recovery that enables you to reset your computer
with files downloaded from Microsoft rather than the installation files
stored on your local computers.

CloudStore Events Log
(Windows 10+)

The Log of CloudStore component used by OpenDrive.

Code Integrity Events Log

The Log of Code Integrity, a Windows mechanism that authenticates the
integrity and source of executable images (applications, DLL, drivers,
etc.) by validating a digtal certificate contained within the image
resources.

Core Application Events Log

The System Core Application system component creates a log of
Universal Windows Platform application events.

Data Integrity Recovery Events
Log

An event log of recovering fault-tolerant volumes.

Data Integrity Scan Events Log

An event log of scanning fauit-tolerant volumes for latent corruptions.

Date and Time Control Panel
Events Log

An event log of the Date and Time Control Panel.

Default Programs Events Log
(Windows 10+)

The event log of default program assignments for certain file types and
protocols.

Device Install Service Events
Log

The event log of the Device Install service that allows the computer to
recognize hardware changes and adapt the system to them with little or
no interactions with the user.

Device Setup Events Log

The Device Setup Manager (DSM) service used for detection,
download and installation of device-related software creates a log of
events during device setup.

Device Watchdog Events Log
(Windows 10+)

The Watchdog service used to control device hangs creates a log of
events.

DHCP Client Service Events Log

The DHCP Client service creates a log of events during obtaining and
updating IP addresses and DNS records.

DHCPv6 Events Log

The evert log of working on |Pv6 networks.

Diagnostic Policy Service Events
Log

The Diagnostic Policy Service that helps detecting, troubleshooting, and
resolving problems, creates a log of everts.

Disk Cleanup Diagnostic Log
(Windows 10+)

The Disk Cleanup frees up space on computer's hard drive. It creates a
log of its diagnostics.

DPAPI Events

Log of the DPAPI (Data Protection Application Programming Interface)
component of the system data encryption.

DSM Service Events Log

The Device Setup Manager (DSM) service used for detection,
download and installation of device-related software creates a log of
events.

EAP Host Events Log

The Extensible Authertication Protocol (EAP) Host service provides an
autherttication in various networks and creates a log of events.

FTH Service Events Log

Log of the Fauit Tolerance Heap that monitoring application crashes and
makes necessary mitigation to prevent future crashes.
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Group Policy Events Log

The Group Policy Client service used to apply settings configured
through the Group Policy componert creates a log of everts.

Hardware Thermal Events Log

The event log of overheated hardware components and system actions.

Hyper-V Activity Log

The activity log of Hyper-V systemthat runs virtual machines.

Hyper-V Events Log

The evert log of the Hyper-V system that runs virtual machines.

Hyper-V Virtual Switch Log

The event log of Hyper-V Virtual Switch that provides connection for
virtual machines to external networks.

Kernel Boot Events Log

The log of kernel events during startup time.

Kernel Event Tracing Log

The log of events occurred in the system or application at the kernel
level.

Kernel I/O Events Log
(Windows 10+)

The Kernel 1/0O Events Log stores events of communications between
applications and interfaces provided by device drivers.

Kernel Live Dump Capture Log

The Kernel Live Dump Capture Log stores events of abnormal situation
when the OS can continue operation.

Kernel Shim Engine Events Log

The Kernel Shim Engine that provides device and driver shims creates a
log of its events. A device shim is a hardware-specific "workaround”. A
drive shimis a custom routine for chaning the behavior of the driver.

Known Folders Error Log

The log of errors occured in "Known Folders’ (Documents,
Downloads, Pictures, Videos, etc.).

Language Pack Setup Error Log

Log of errors occurred during Language Pack setups.

Local Session Manager Events
Log

The log of events created by Local Sesson Manager managing local user
Sessions.

LPAC Security Events Log
(Windows 10+)

The log of attempts of unauthorized access to system resources by
applications running in a less privileged app container (LPAC).

MDM Diagnostics Events Log

The log of events created during the diagnostics of Mobile Device
Management (MDM) services.

MDM Security Events Log
(Windows 10+)

The log of events created during the security of Mobile Device
Management (MDM) services

Microsoft Account Events Log

The event log of Microsoft account.

MUI Events Log

The event log of Multilingual User Interface (MUI) that can help in
troubleshooting.

NCrypt Events Log

The event log of the NCrypt system component that provides data
encryption.

NCD Auto-Setup Service Log

The service log of the NCD (Network Connected Device) Auto-Setup
service that monitors and installs qualified devices that connect to
gualified networks.

NCSI Events Log

The evert log of Network Connection Status Indicator (NCSI), a
service detecting Internet connectivity status.

Network Diagnostics Events Log

The event log of network diagnostics.

NLA Network Profiles Events Log

The evert log of Network Location Awareness (NLA) service creating a
Network Profile for every network it connects to.
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NLA Service Events Log

The evert log of Network Location Awareness (NLA) service that
stores corffiguration information for the network and notifies programs
when this information is modified.

Network Location Wizard Events
Log

The event log of Network Location Wizard Events that identifies the
type of network (private or public) that PC is connected to with a
network adapters.

NTFS Disk Events Log

The NTFS disk event log.

NTFS Disk Monitoring Log

The evert log of Activity Center that monitors the NTFS disk status.

Offline Files Events Log

The event log of offline local copies of files stored on the network.

Partition Diagnostics Events Log
(Windows 10+)

The log of events that occurred during the diagnostics of data storage
devices connected to this PC.

PCW Diagnostics Events Log

The log of diagnostic events for the PCW (Performance Counters for
Windows) that collects various system data (statistics for CPU, memory,
and disk usage).

Performance Diagnostics Events
Log

The event log of Performance Diagnostics that monitors system
problems.

PnP Device Configuration Log

The log of device corfiguration for the Plug and Play (PnP) service
enabling a computer to recognize and automatically adapt itself to
hardware changes.

PnP Service Events Log

The evert log of the Plug and Play (PnP) service enabling a computer to
recognize and autometically adapt itself to hardware changes.

PowerShell Diagnostics Log

The diagnostics log of the PowerShell framework that manages task
automation and cortffiguration..

PowerShell Events Log

The event log of the PowerShell, a task automation and configuration
management framework.

Print Service Events Log

The evert log of printing of various documents.

Privacy Auditing Events Log
(Windows 10+)

The evert log of the changes in the access rights of applications o various
System components,

PCA Events Log

The evert log of the Program Compatibility Assistant that helps end
users run desktop applications designed for earlier Windows versions.

Provisioning Diagnostics Events
Log (Windows 10+)

The diagnogtics event log of the Windows Provisioning that configures
end-user devices

RDP Client Events Log

The event log of the RDP (Remote Desktop Protocol) clients.

RDP Core Events Log

The evert log of the RDP (Remote Desktop Protocol) core.

ReadyBoost Events Log

The event log of ReadyBoost that mekes NAND memory
(CompactFlash, SD cards, and USB menmory sticks, etc) be used as a
write cache between RAM and a hard drive to increase throughout
performance.

Remote Assistance Events Log

The event log of Windows Remote Assistance, a service that allows a
trusted entity to remotely fix issues.
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Remote Connection Manager
Log

The event log of Remote Connection Manager, a service that is used to
establish a connection with remote PCs.

Resource Exhaustion Detector
Log

The event log of Windows Resource Exhaustion Detector that notifiers
the user of system resource exhaustion (free disk space, free RAM,
etc.).

Resource Exhaustion Resolver
Log

The evert log of the Resource Exhaustion Resolver that provides details
about corrective actions you can take to recover system resources when
the system has a critical amount of memory committed to applications.

Scheduled Diagnostics Events
Log

The event log of scheduled diagnostics the system performs.

Scripted Diagnostics Events Log

The event log of scripted diagnostics performing periodical system
maintenance by autometic fixing problems or reporting them through
Action Center.

Scripted Diagnostics History

The history log of scripted diagnostics performing periodical system
maintenance by autometic fixing problems or reporting them through
Action Center.

Scripted Diagnostics Provider
Log

The event log of scripted diagnostics provider performing periodical
system maintenance by automatic fixing problems or reporting them
through Action Center.

Security Mitigations Events Log
(Windows 10+)

The evert log of exploit mitigation techniques used to protect your
system and system processes.

Setting Synchronization Debug
Log

The debug log of Setting Synchronization service that synchronizes your
system settings with your other devices.

Setting Synchronization Events
Log

The event log of the Setting Synchronization service that synchronizes
your system settings with your other devices.

Shell Core Action Center Log

The event log of the Action Core Action Center events that occur in the
system's shell core.

Shell Core Events Log

The event log of Windows Shell Core.

Shell Start Events Log
(Windows 10+)

The event log of Shell startup.

SMB Client Events Log

The event log of the client-side SMB events. SMB (Server Message
Block) is a protocol for shared access to files and printers in a network.

SMB Client Security Events Log

The evert log of the client-sde SMB security events. SMB (Server
Message Block) is a protocol for shared access to files and printers in a
network.

SMB Server Events Log

The evert log of the server-sde SMB events. SMB (Server Message
Block) is a protocol for shared access to files and printers in a network.

SMS Router Service Events Log
(Windows 10+)

The event log of the SMS Router Service that routes messages basing on
rules to appropriate clients.

SPP UX Events Log

The event log of the SPP UX component (Software Protection Platform
User Experience), the system component that handles the user
experience for Windows licensing.
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State Repository Service Events
Log
(Windows 10+)

The evert log of the State Repository Service that provides required
infrastructure support for applications.

Storage Management Events
Log
(Windows 10

The event log of the Windows Storage Management componert that is
used to manage various storage configurations.

Storage PnP Events Log

The evert log of the PnP operations on storage devices.

Storage Service Diagnostics Log
(Windows 10+)

The evert log of the Storage Service provides enabling services for
storage settings and external storage expansion.

Storage Settings Diagnostics
Log
(Windows 10+)

The diagnostic log of the Storage Settings Diagnostics system.

Storage Spaces Agent Log

The event log of the Storage Spaces Agernt system.

Storage Spaces Events Log
(Windows 8 and later)

The evert log of the Storage Space service.

Store Client Events Log

The event log of Windows Store Client application.

Store Licensing Events Log

The evert log of Windows Store Licensing model that allows to run any
purchased application any device from one accournt.

StorPort Dagnostics Events Log
(Windows 10+)

The event log of the StorPort (storage port) driver diagnostics.

StorPort Events Log

The event log of the StorPort (storage port) driver.

Task Scheduler Maintenance
Log

The maintenance log of Task Scheduler.

TimeZone Synchronization Task
Log

The event log of TimeZone Synchronization service updating time zone
informaiton.

TWinUI Events Log

The event log of TWinUI (Tablet Windows User Interface) launching
UWP (Universal Windows Platform) applications.

UAC Events Log

The event log of UAC (User Account Control) that can assst in
troubleshooting.

UAC File Virtualization Log

The event log of UAC (User Account Cortrol) that visualizes files in
system folders for security reasons.

User Profile Service Events Log

The evert log of User Profile Service that loads and unloads user
profiles.

UTC Service Events Log
(Windows 10+)

The event log of Universal Telemetry Client (UTC) service that collects
telemetry data in Windows 10.

VHDMP Events Log

The evert log of VHDMP (Virtual Hard Disk MiniPort) service that
simulates disk devices when, for example, you mount an 1SO image.

Volume Snapshot Driver Events
Log
(Windows 10+)

The event log of Volume Snapshot Driver that ensures backup
consistency.

WCM Service Events Log

The event log of Windows Connection Manager (WCM) service that
makes automatic connect/disconnect decisions by looking at Ethernet
Wi-Fi, and mobile broadband interfaces.
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Web Authentication Events Log
(Windows 10+)

The evert log of Web Authertication Events, a solution for hardware-
bound credertials that can replace less secure the login/password
authentication method.

WER Diagnostics Events Log

The diagnostic event log of Windows Error Reporting (WER) service
that notifies Microsoft about application fauits, kernel fauits,
unresponsive applications, and other applications.

WER Upload Events Log
(Windows 10+)

The event log of Windows Error Reporting (WER) service that notifies
Microsoft about application faults, kernel fauits, unresponsive
applications, and other applications.

WEFP Events Log

The event logs of Windows Filtering Platform (WFP), that allows
Windows software to process and filter network traffic.

WEFP IKE Events Log

The event logs of the Internet Key Exchange service of the Windows
Filtering Platform (WFP), that allows Windows to exchange secret keys
safely.

WHEA Events Log

The event log of Windows Hardware Error Architecture (WHEA) that
provides a hardware error handling mechanism

Win32 Driver Events Log
(Windows 10+)

The evert log of Win32 Driver, the kernel-mode side of the Win32
Windows subsystem that is loaded when the boot process is conplete
and the system moves into the User mode.

Windows Biometric Service
Events Log

The event log of Windows Biometric Service that captures, compares,
manipulates, and stores biometric data without access to any biometric
hardware.

Windows Container Isolation
Service Log
(Windows 10+)

Containers provide a lightweight, isolated environment that mekes apps
easier to develop, deploy, and manage.

Windows Container Bind Filter
Log
(Windows 10+)

The event log for the Windows Bind Filter service that binds filesystem
namespaces to different locations and hides this remapping from the user

Windows Defender Events Log

The event log of Windows Defender Service that protects the users from
malware and other potentially harmful software.

Windows Defender Monitoring
Log

The monitoring log of Activity Center that monitors the state of Windows
Defender.

Windows Firewall Diagnostics
Log
(Windows 10+)

The diagnostics log of Windows Firewall that protects the computer by
preventing unauthorized access through the Internet of local network.

Windows Firewall Events Log

The event log of Windows Firewall that protects the computer by
preventing unauthorized access through the Internet of local network.

Windows Hello Events Log

(Windows 10 only) The event log of Windows Hello, the service that
alows Windows 10 devices to use your face, fingerprint, or companion
device to signin.

Windows Time Service Events
Log
(Windows 10+)

(Windows 10 only) The event log of Windows Time Service Events
Log, the service that alows maintains date and time synchronization on
all network clients and servers.
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Windows Update Events Log

The event log of Windows Update service that detects, downloads, and
installs updates for Windows and other prograns.

WinINet Events Log

The evert log of WinINet client platform for interactive desktop
applications.

Winlogon Events Log

The evert log of Windows Logon component that performs some
operations when a user Sgnsin.

WinRM Service Events Log

The event log of Windows Remote Management (WinRM) service that

performs the WS-management (Web services management) protocol
used for remote software and hardware management.

WInSAT Events Log

The evert lof of the Windows System Assessment Tool (WInSAT) that
measures various performance characteristics and capabilities of the
hardware.

WLAN AutoConfig Service
Events Log

The event log of WLAN AutoConfig service that discovers, connects to,
configures, and disconnects from, a wireless local area network
(WLAN).

WMI Events Log

The evert log of Windows Management Instrumentation (WMI1) service
that provides a common interface and object model to access

management information about operating system, devices, applications,
and services.

WNS Events Log

The evert log of Windows Push Notification (WNS) service that
provides sending push data (“toast” and "tile" updates) to Universal
Windows Platform applications.

Work Folders Events Log

The events log of Work Folders that store files on a personal computer|
(bring-your-own device - BYOD).

Work Folders Management Log

The management log of Work Folders that store files on a personal
computer (bring-your-own device - BY OD)

WPD MTP Events Log

The event log of the Media Transfer Protocol (MTP) used by Windows
Portable Devices (WPD) to communicate with attached media and
storage devices.

Storing Traces: More Information...

Registry.

This part alows you to inspect and clean various traces (mostly insignificant) left by some system
applications and services, some aready removed from your system. Most of these traces are stored in the

Stored Application Compatibility
Settings

Your system can keep various compatibility settings for already remowved
applications.

Stored System Environment
Variables

Your system can keep the environment variables created by already
removed applications.

Stored Browser Plugins
Information

Your system can keep some information about web browser plugins already
removed from your system.

Stored Locations of Shared
Modules

Your system stores list of modules that applications share.

Stored Locations of System
Type Libraries

Your system stores locations of type libraries that store information about
COM objects from already remowved applications.
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Stored Network Information

Your system stores some information about networks your device was
connected to.

Stored Scheduled Tasks

Your system stores some information about tasks scheduled by already
removed applications.

Stored Services Information

Your system stores removed

applications.

information about senices of already

Stored Legacy Services
Information

Your system stores information about already remowved legacy senices.

Stored USB Storage Information

Your system stores information about already remowved legacy senices

Stored Wireless Networks
Profiles

Your system can keep some information (like secret key) about wireless
networks your computer ever has been connected to. You may select those
profiles to remowve their data.

Associativity Traces: More Information...

This part allows you to inspect and clean various traces connected with associativity of file types,
protocols, etc., with already removed applications.

Stored AutoPlay Handlers Paths

Your system can keep autoplay information (what Windows is to do when
detects a certain media files on a removable media device) for already
removed applications.

Stored COM Class Identifiers

Your system can keep the Class Identifiers of COM objects in already
removed applications.

Stored COM Interface

Your system can keep the COM interface Identifiers contained in already

Identifiers removed applications.
Stored e-Mail Programs You system can store some information about already removed e-mail
Information applications.

Stored Event Logging
Applications Information

Some applications can sawe info about various ewvents to the Application log
of your system. Also, your system can keep some information about those
applications, even if they hawve already been remowved.

Stored System File Types

Your system can keep the file name extensions associated with already
removed applications.

Stored Firewall Rules

Your system can keep the built-in firewall rules for already remowved
applications.

Stored Info of Connection IA
Apps

Your system stores locations of image acquisition applications - programs
that start when an image-capturing device like a scanner, digital photo or
movie camera.

Stored Info of Proxy IA Apps

Your system stores information of a proxy image acquisition application - a
program that start when an image-capturing device like a scanner, digital
photo or movie camera, if no other application is assigned to those actions.

Stored Info of Scan Button IA
Apps

Your system can keep some information about Image Acquisition
applications, programs to launch when you press the Scan button on a
connected scanne.

Stored Media Players
Information

Your system can keep some information about media players that have
been removed from the system.

Stored MIME Types

Your system stores MIME removed

applications.

types registered by already

Stored News Readers
Information

Your system stores some information about news readers already remowved
from the system.
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Stored Perceived Types
Applications

Your system stores names of already remowved applications and perceived
types associates with them.

Stored System Program
Identifiers

Your system stores program identifiers from already removed applications.

Stored Recording Software
Information

Your system stores information about audio, screen, and \ideo recording
software already removed from the system.

Stored Web Browsers
Information

Your system stores information about web browsers already removed from
your system.

Installer Traces: More Information...

removing these traces.

This part allows you to inspect and clean various data left by installers of aready removed applications.
Most of these traces are stored in the Registry. Sometimes you may significantly clean the Registry by

Installer's Temporary Files and
Folders

The list of temporary files and folders created during the installation and
updates of programs and system components

Stored System Installation
Information

Your system can store information about distribution kits of already
removed applications.

Stored Installer Components
Paths

Windows Installer stores paths used during the installation of some
programs or senices.

Stored Installer Folders

Windows Installer stores paths used during the installation of some
programs or senices.

Stored Installer Packages

You system can store Windows Installer package files (with patches) of
already removed applications.

Stored Installer Registry Keys

Windows Installer stores the Registry key names used during the
installation of some programs or senices.

Stored Programs and Features
Info

Your system stores information about already removed applications.

Stored Programs and Features
Paths

Your system stores information about already remowved legacy senvices.

Stored Programs and Features
Paths

Your system stores information about already removed legacy senices.

Stored Programs and Features
Sources

Your system stores paths to folders from which applications or system
components were installed.

Stored Store Install Information

Your system stores information some information about installation and
updates of the UWP (Universal Windows Platform) programs and games
already remowved from your system.

Setup and Update Traces: More In

formation...

This part allows you to inspect and clean various data left by system setups and updates.

Microsoft Update Health Tools
Log
(Windows 10+)

The event log of Microsoft Update Health Tools that improves reliability
of Windows Update Service.

Provisioning Temporary Folders
(Windows 10

Folders to store configurations and settings to enroll devices and apply
those corffigurations fast.

Setup Logs

Log files created when your system has installed its components. Double
tap a file to view its content.

System Windows Update Logs

Your system stores log files created during installing updated (security and
other critical updates that protect your computer).
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Windows Update Medic Service
Events Logs

Your system stores event logs created by Windows Update Medic Senice
that remediates and protects Windows Update components.

Windows Update Trace Logs

List of trace files created by the Windows Update service for error
detection and diagnostics.

WSUS Data Store Traces

WSUS (Windows Software Update Senices or Windows Sener Update
Senices) create some temporary and log files that assist in
troubleshooting.

WSUS Events Log

WSUS (Windows Software Update Senices or Windows Sener Update
Senices) creates a log file that assist in troubleshooting.

Program Data Traces: More Information...

This part alows you to inspect and clean various traces left by system services and installed application
and which are common to all users of this computer.

Windows Defender Activity Log

Windows Defender can log some details of its activity.

Windows Defender Delayed
Reports

Windows Defender can log some postponed reporting about detecting
threats.

Windows Defender Detection
Log

Windows Defender can log a brief information about detected viruses.

Windows Defender Network
Inspection Service Log

The Network Inspection Service of Windows Defender can log its
activity to assist in troubleshooting.

Windows Defender Scan Logs

Windows Defender creates various logs during disk scan to assist in
troubleshooting.

Windows Defender Scan Results

Windows Defender stores some details about each disk scan.

Windows Defender Quick Scan
Results

Windows Defender stores some details about each quick disk scan.

Windows Defender WPP Files

Windows Defender can use the Windows software trace pre-processor
to trace its operations for troubleshooting.

Common Windows Search
Databases

Your system stores a cache of files with the detailed informetion about
files used by Windows to perform very fast search among most
frequently used files on the compuiter.

Attention! When deleting and wiping the cache, you do not remove
the files, only their cached copies.

Windows Search Indexing Files

Y our system stores detailed informetion abot files which Windows uses
to perform very fast search for most frequently used files on the
computer.

Windows Search Stream Log
Files

Y our system stores detailed informetion abot files which Windows uses
to perform very fast search for most frequently used files on the
computer. Double tap afile to view its content.

Indexing Traces

Y our system stores detailed informetion about files which Windows uses
to perform very fast search for most frequently used files on the
computer. Double tap afile to view its contert.

CSP Diagnostic Event Logs
(Windows 10 and later)

Your system stores the event log of Configuration Service Provider
(CSP), an interface to read, set, modify, or delete configuration settings
of the devices.
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Digital Rights Management
Traces

Traces of the Digital Rights Management protecting proprietary data from
illegal usage.
Double-tap a log to view its content.

Event Viewer History

History and some settings of the viewed Windows event logs.

Map Data Data of the maps used by navigation applications.
Power Efficiency Diagnostics Energy reports that help users to improve common energy efficiency and
Reports solve battery life problems

Reliability Monitoring Traces

The activity traces for Reliability Monitor, and advanced tool that estimates
hardware and software problems and other computer changes.

RUXIM Events Log

The ewents log of RUXIM (Reusable UX (User eXperience) Interaction
Manager), a component used by Windows Update that all required updates
are properly scheduled and delivered.

Software Quality Monitoring

The activity traces for the Microsoft's Software Quality Monitoring program.

Traces
Update Orchestrator Events Update Orchestrator Events Logs created by the Windows Update senice
Logs to assist in troubleshooting.

WEFP Diagnostics Logs

WFP Diagnostics log created by the Windows Filtering Platform thet
allows software to process and filter network traffic. It is used by
firewalls, intrusion detection systems, antivirus prograns, network
monitoring tools, and parental control.

Windows Security Service Logs

Logs of Windows Security Service that handles unified device protection
and health informetion.

App Repository

App Repository is used when downloading and installing applications from
the Store.

Red items can contain important information. They are not selected by
default and can be removed only manually on this panel.

Stored Start Menu Items

A list of links to removed applications stored in the All Programs section
of Start Menu.

Stored Startup Application Info

Stored information about removed applications launched during logon.
Attention! When cleaning this list, you do not remove the files, only
their links.

Services Accounts Traces: More Information...

This part alows you to inspect and clean various traces left by 3 predefined system accounts : Local
System, Local Service, and Network Service.

System Registry Traces

Regstry records of items used by the system ()recent system
applications, etc.)

Local Service's Temporary Files

Temporary files that the "Local Service'" account creates.

Local System's Temporary Files

Temporary files that the "Local System's’ account creates.

Network Service's Temporary
Files

Temporary files that the "Network Service" account creates.

LSyss Direct3D Shader Cache

The Direct3D Shader Caching Library of the System creates a cache of
its files.

Local Service's Cached
Certification Files

A cache of documents used to authenticate web site certificates. Those
include certificates, Certification Revocation Lists (CRL). Cleaning this
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cache removes cached copies, not the original files.

Local System's Cached
Certification Files

A cache of documents used to autherticate web ste certificates. Those
include certificates, Certification Revocation Lists (CRL). Cleaning this
cache removes cached copies, not the original files.

Network Service's Cached
Certification Files

A cache of documents used to autherticate web ste certificates. Those
include certificates, Certification Revocation Lists (CRL). Cleaning this
cache removes cached copies, not the original files.

Local System Cached File
Extensions

Cached filename extensions of file types registered by applications, some
of which may be aready deleted.

Local System Cached Shell
Extensions

Cached shell extensions (added shortcut menu items added by installed
applications).

Attention! When cleaning the cache, the extensions aren't removed, only
their cached copies.

Cached WPF Fonts

Your system stores a cache of Windows Presentation Foundation fonts
installed in the system.

Attention! When deleting and wiping this cache, you do not remove the
fonts, only their cached copies.

Local System's Common
Language Runtime Logs

Various logs created by the Common Language Runtime (CLR)
component of the .Net Framework. You my view a log file by double-

taping it.

Local System's Crash Dumps

Memory dumps of crashed applications.

Network Service's Crash Dumps

Crush dumps of a network service.

Delivery Optimization Service
Cache Files

A file cache of the Delivery Optimization Service that performs content
delivery optimization tasks.

Network Service's Diagnostics
Logs

Logs created by various services and programs running under the
"Network Service'" account. You may view alog file by double-taping it.

Local System's Direct3D Shader
Cache

A file cache of Direct3D Shader.

Peer Networking Traces

Various traces created during peer-to-peer network connections with
other computers.

gWAVE Cached Data

Cached data of the Quality Windows Audio/Video Experience
(QWAVE) service that provides features focused on streaming
multimedia and real-time content over variable bandwidth networks.

Local System Stored Application
Descriptions

A list of application descriptions and their pats for applications that have
started in the system at least once.

Local System Stored AutoPlay
Handlers Paths

A list of applications assigned to perform some acotions autometically
upon detected media files on removable storage. Some informeation on
them may remain even when they have been removed from the system.

Local System Stored AutoPlay
Handling Events

Events assigned by autoplay applications, which can be already remowved.

Local System Stored Internet
Explorer Shortcut Menu
Extensions

A list of Internet Explorer shortcut menu commands installed by
applications aready removed from the system
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Store Install Service Database

Some data about installed UWP (Universal Windows Platform)
programs and games.

UWP' PRI Files Scan Cache

When scaming PRI (Package Resource Indexing) files of the UWP
(Universal  Windows Platform) applications, the MRT (Malware
Removal Tool) can cache some information about these files.

LSys's Web Content

Databases of the web content used by system componerts.

Local Service's Windows
Search Databases

Databases created by Windows Search service to perform very fast
searches

Local System's Windows
Search Databases

Databases created by Windows Search service to perform very fast
searches.

Aggregate Traces: More Information...

removed separately.

This part allows you to inspect and clean various multiple-part traces. Any part of these traces can be

System Registry Traces

Registry records of items used by system (recent system applications,
etc.).
Empty system registry trace lists are dimmed.

Auxiliary Disk Traces

A tree of temporary files and logs created by various system services and
prograns.

Cryptographic Services Traces

Catalog Database Senice, Key Senice, and Protected Root Senvice create
temporary and log files for troubleshooting.

Security Management Traces

Security Management Tools create temporary, database, and log files for
troubleshooting.

SRU Monitoring Traces

SRU (System Resource Usage) Monitoring Senice tracks the use of
hardware (CPU, memory, disk, and network) and software (file handlers and
modules) resources.

WInSAT Traces

Logs and Reports of Windows System Assessment Tool (WInSAT) thet
measures various performance characteristics and capabilities  of
hardware it's running on and reports them as a Windows Experience
Index (WEI) score.

Miscellaneous Traces: More Information...

This part allows you to inspect and clean various miscellaneous traces.

System Temporary Files and
Folders

List of temporary files and folders created by your system.

Cached Fonts

Y our system stores a cache of fonts installed in the system.
Attention! When deleting and wiping this cache, you do not remove the
fonts, only their cached copies.

Kernel Live Dump Files

Kernel Live Dump gathers data to troubleshoot an abnormal situation but
allows Windows to continue operation.

System Problem Reports

List of programs and senices that caused problems to Windows.

RADAR Memory Leaks History

List of programs that may have memory leaks created by the Memory Leak
Diagnoser component of Windows Resource Exhaustion Detection and
Resolution (RADAR).
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Registry Transactions History

History of Regstry transactions performed by yowr system and
applications.

Cached Applications
Compatibility Info

Your system can create a cache of some information about compatibility of
applications that run on your system, including those already remowved from
the system.

Swap Files

Areas of hard disks that Windows uses as it were physical memory. Data
from any running program or system process may be written to these files.
To start wiping swap files, you must restart your system. You will be
prompted either to restart your systemto start wiping the swap files, or to
delay wiping until the next restart.

Defragmentation List

Your system stores this list of files and folders in order to enhance the
defragmentation process.

Attention! When deleting and wiping the list, you do not remove the files,
only the list.

Prefetch Traces

Your system creates these files in order to minimize system and application
startup and stores them in a cache. If you delete a prefetch file for an
application, the system will create it again next time the system starts the
application.

Background Activity Moderator
Data
(Windows 10+)

Your system keeps track of Background Activity Moderator, a Windows
senice that controls activity of background applications.

3.4.2.4 Cleaning Program Traces

You may clean various caches, logs, temporary files recent files lists, caches, and other traces left by a number of

applications.

You may aso include program traces into a large wipe and clean task. Go to the Setting a Large Wipe and

Clean Task section for details.

The list of items visible on the Program Traces panel can be edited on the Customize panel.

To clean traces of the programs,

¢ Select the Program Traces item.
The Program Traces panel will app

ear.
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Program Traces panel

¥ R-Wipe & Clean Touch - o x

- E Main Menu

S

m
k L] Program 11 07 47 tems selected L <l
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¥ Traces LI

Deselect All Select All Clean Now

e Select the required items and tap the Clean Now button.
R-Wipe & Clean will start cleaning the computer. When R-Wipe & Clean finishes cleaning, the Report
dialog box will appear showing cleaning resuits.

3.4.3 Wiping Tasks and Scheduler

Y ou can specify a large wipe and clean task, which may include wiping free disk space, cleaning your computer
from any Internet and document links, and one or several wipe lists. You may start this task immediately or set a
special time/event when this task will be started autometically.

e Creating a Large Wipe and Clean Task

e Using Scheduler

e Starting Tasks from a Command Line and Shortcuts

e Importing Task froma Command Line
3.4.3.1 Creating a Large Wipe and Clean Task

Y ou may specify a large wipe and clean task, which may include wiping free disk space, cleaning your computer
fromany internet and document links, and one or several wipe lists.
To set a large wipe and clean task,

e Onthe Main panel, click the wipe & Clean Tasks button.

The R-Wipe & Clean Tasks Pane Quick Reference panel will appear.
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R-Wipe & Clean Tasks Pane Quick Reference panel

R-Wipe & Clean Tasks Pane Quick Reference

What you can do here:

{ Clear all traces as a single operation
i Unlike the Home pane with carousel, here you can remove all traces as a single operation.
You can hide the Tasks List at the left if you don't need it
Create sets of traces
v If you would like to remove some traces from time to time then you can save them as a Task and later you
Just need select this Task in the list at the left

Schedule traces cleaning

) To make R-Wipe & Clean remove some traces at some event, save them as a Task by button at the top and
g after that you can schedule this Task by the Schedule button at the same place.
Do not know what to clean?
£}
¥, Run Traces Selection Helper
r] Don't Show Again Skip

You may either use Traces Selection Helper to quickly select some most common traces to include into the
task, or skip it to manually specify the items to clean. If you disable this panel, you may later enable it on the
General Settings tab of the Settings panel.

Traces Selection Helper panel

Select kind(s) of traces you would like to select in the
tree.

SIMPLE DISK CLEANUP
Less Important Internet Activity Traces
Less Important User's Activity Traces

| LessImportant System's Activity Traces.

Diagnostics Traces

% Setup and Update Traces

® © ®© © © © O

QUUUKU <

Jii| system Traces of Applications

OK Cancel

Traces Selection Helper Item

If you wart to just free up disk space thenit's enough to check this item

R-Wipe & Clean will remove all traces stored as various files (cache files, logs,
SIMPLE DISK ,
CLEANUP temporary files, memory dumps, etc).
However, al traces stored in the Registry or in corfiguration files of various
format will be left intact!

Select these traces if you worked online with some web browser or Skype.

Y our personalized settings for webpages (cookies, saved passwords, etc) will be
left intact!

You can remove such traces by selecting root item of the corresponding web
browser or Skype on the Navigation tree.

In addition to web browsers and Skype, there are various applications that use
Internet and keep web traces but such traces aren't to be removed here.

By selecting these traces, you can remove commonly created traces for the
current user even if you do nothing on this PC.

Less Important User's| This will also remove the traces created by system components used in the
Activity Traces applications.

For example, traces left after usng Open and/or Save didogs in some
applications.

Less Importart Internet
Activity Traces
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Here you can remove the traces created by the system even if you do nothing on
this PC.

Administrative rights are required for removing these traces!

Here you can remove traces created after errors in applications or system (error
reports, dump files, etc).

Diagnostics Traces Many applications can create such traces without notifying you.

Removing these traces will free some space on the drive but can make it difficuit
to troubleshoot error issues.

Here you can remove traces created after installation your system, as well as
after each of its updates.

Removing these traces can free large amount of disk space but can meke it
difficult to troubleshoot installation issues.

It's recommended to remove such traces after a Windows Update installation.
Here you can remove the traces that can be left in the system after removing
Sysem  Traces  of | various applications.

Applications It's recommended to remove such traces after removing large applications that
were installed via installer.

You may also reach the Traces Selection Helper onthe Task panel

o Select the traces you wart to clean and tap the Start Task button.
Task panel

 R-Wipe & Clezn Touch

Less Important System's
Activity Traces

Setup and Update
Traces

4= Back

- o X
2 )
’ : [k ]

Save as a Task

Internet Explorer

Microsoft Edge

Mozilla Firefox
Opera
Skype

Tester 1's Traces
' % System's Own Traces
4| Program Traces

Free Drive Space

R-Wipe & Clean will start cleaning the computer, and the Deleting and wiping dialog box will appear
showing the cleaning progress.
When R-Wipe & Clean finishes wiping and cleaning, the Report dialog box will appear showing cleaning
resuts.

Y ou may save the task to runin future, either manually or using the the Scheduler.

To save a large wipe and clean task,
e Tap the save as a Task button.
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Saved Task panel

> DG Google Chrome :
3 D@ Internet Explorer

3 @e Microsoft Edge

> DQ Mozilla Firefox

> @0 Opera

> @) skype

> (@ ,% Tester 1's Traces

> @) -B% System's Own Traces

T J Program Traces

SRR W,@rg Free Drive Space

Managing Existing Wipe and Clean Tasks
The existing tasks appear in the Wipe and Clean tasks list. You may modify/delete/schedule an existing task
whenit's selected.

+More Information...
Schedule Task Click this button to schedule the task

Disable Task Click this button to toggle task activatior/deactivation. A disabled task won't be started
by the scheduler, but it can be run manually.
Fast Cleaning Enable this option to run the task faster. When this option is enabled, all files will be

deleted rather than wiped regardless of Files Wiping Settings settings.

Shut down when | Enable this option to shutdown you computer when the task has been conmpleted.
completed

Rename Task Click this button to rename the current task
Copy Task Click this button to copy the currernt task to another one
Delete Task Click this button to delete the current task

To start an existing wipe and clean task manually,
e Select the task and then tap the Start Task button.
R-Wipe & Clean will start cleaning the computer, and the Deleting and wiping dialog box will appear
showing the cleaning progress. When R-Wipe & Clean finishes wiping and cleaning, the Report dialog box
will appear showing cleaning resuits.
To edit an existing wipe and clean task,
e Select the required task.
o Make the necessary changes. They will be saved autormetically.
To disable/enable all existing wipe and clean tasks in the Wipe and Clean Tasks list,
e Select Disable/Enable All Tasks onthe Tasks panel.
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To delete all existing wipe and clean tasks in the Wipe and Clean Tasks list,
o Select Delete All Tasks onthe Task panel.
To create a copy of a task,

o Select the reauired task and tap the Copy Task button onthe Task panel.
3.4.3.2 Using Scheduler

Youmay set a large wipe and clean task to run at a specified time or event. You may have several such tasks,
each starting at its own time or event. Y ou may even start such tasks from a command line.

Creating a Large Wipe and Clean Task at a Specified Time or Event

To schedule anew large wipe and clean task,
¢ Create and save awipe & clean task
e Tap the Schedule Task button.
A Schedule Task dialog box will appear.
Schedule Task dialog box

@ = X (@) 4

Schedule Task schedule at Browser
and/or Chat Closing

Close

« Specify time or evert at which the task will start and other task options on the Schedule Task dialog box,
and tap the Close button.

-l Time or event

Depending on the specified time or evert, the fields Date and Time may change their names
Do not The wipe and clean task will never start autormetically. Y ou may start it manually
schedule
(run
manually)
Schedule at | The wipe and clean task will start on a specified date at a specified time or the first system
Date Sartup
Schedule | The wipe and clean task will start in a specified time interval:
periodically
Every Time Every specified time interval (hours and minutes)
interval
Day Every day at a specified time or the first system startup
Week Every specified weekday at a specified time or the first system startup
Month Every specified month day at a specified time or the first system startup
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Schedule at | The wipe and clean task will start at a specified system evert

System
Event
User Logon Every user logon
System Startup | Every system startup. The task will start when the first user logs on after the
system startup
User Logoff Every user logoff
System Every system shutdown. The task will start when the user logs off
Shutdown

Schedule at | At every closing a particular browser/communication program or all of them. On the Task

Browser Setting, you may add a custom program (not necessary an Internet application) to start

g?:s/i?]g(:hat running a scheduled task upon its closing. I such a program is added, this item changes its
nameto At Program closing.

3.4.3.3 Starting Tasks from a Command Line and Shortcuts

Starting a Large Wipe and Clean Task from a command line

To start an existing wipe and clean task from a command line,

e typerwi perun. exe /t "TaskNane"
where TaskNane isthe name of atask to be run.
Y ou may include this command line in any command file.

Starting a Large Wipe and Clean Task from a desktop shortcut

To start an existing wipe and clean task from a desktop shortcut,
« Create acommand file with the command starting the task.
« Create a shortcut with that command file.

3.4.3.4 Importing Task from a Command Line

Importing a Wipe and Clean Task from a command line

To import an existing wipe and clean task from a command line,
e fype RncRun. exe /inporttask "Fil epath/ TaskFile"
where Fi | epat h/ TaskName is the file path and name of a task to import.
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Deployment Image Senice and Management Log
136

Device Install Senice Events Log 136
Device Setup Events Log 136

Device Watchdog Events Log 136
DHCP Client Senice Events Log 136
DHCPW Ewents Log 136

Diagnostic Policy Senice Events Log 136
Diagnostics Logs 136

Disk Cleanup Diagnostic Log 136
Disk Recowery Logs 136

DPAPI Events 136

DSM Senice Events Log 136

EAP Host Events Log 136

Event Logging Diagnostic Logs 136
FTH Senice Events Log 136

Group Policy Events Log 136
Hardware Thermal Events Log 136
Hyper-V Activity Log 136

Hyper-V Events Log 136

Hyper-V Virtual Switch Log 136
Kernel Boot Events Log 136

Kernel Event Tracing Log 136

Kernel /O Events Log 136

Kernel Live Dump Capture Log 136
Kernel Shim Engine Events Log 136
Known Folders Error Log 136
Language Pack Setup Error Log 136
Local Session Manager Events Log 136
LPAC Security Events Log 136

LSA Ewents Logs 136

MDM Diagnostics Events Log 136
MDM Security Events Log 136
Microsoft Account Events Log 136
MS DTC Senice Trace Logs 136
MUI Events Log 136

NCD Auto-Setup Senice Log 136
NCrypt Events Log 136

NDF Logs 136

Network Connection Status Indicator Events Log
136

Network Diagnostics Events Log 136
Network Location Wizard Events Log 136
Network Setup Senice Events Logs 136
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NLA Network Profiles Events Log 136
NLA Senice Events Log 136
NTFS Disk Events Log 136
NTFS Disk Monitoring Log 136
PCA Events Log 136
PCW Diagnostics Events Log 136
Performance Diagnostics Events Log 136
PnP Device Configuration Log 136
PnP Senice Events Log 136
PowerShell Events Log 136
Print Senice Events Log 136
Privacy Auditing Events Log 136
Program Install Logs 136
Provisioning Diagnostics Events Log 136
RDP Client Events Log 136
RDP Core Events Log 136
ReadyBoost Events Log 136
Remote Assistance Events Log 136
Remote Connection Manager Log 136
Resource Exhaustion Detector Log 136
Resource Exhaustion Resolver Log 136
SAM Ewents Logs 136
Scheduled Diagnostics Events Log 136
Scripted Diagnostics Events Log 136
Scripted Diagnostics History 136
Scripted Diagnostics Provider Log 136
Security Mitigations Events Log 136
Sener-initiated Healing Events Logs 136
Senices Logs 136
Setting Synchronization Debug Log 136
Setting Synchronization Events Log 136
Shell Core Action Center Log 136
Shell Core Events Log 136
Shell Start Events Log 136
Sleep Study Events Log 136
SMB Client Events Log 136
SMB Client Security Events Log 136
SMB Sener Events Log 136
SMS Router Senice Events Log 136
SPP UXEwents Log 136
Startup File Renaming Log 136
State Repository Senice Events Log 136
Storage Group Policy Log 136
Storage Management Events Log 136
Storage PnP Ewvents Log 136
Storage Senice Diagnostics Log 136
Storage Settings Diagnostics Log 136

Storage Spaces Agent Log 136
Storage Spaces Ewvents Log 136

Store Client Events Log 136

Store Licensing Events Log 136
StorPort Dagnostics Events Log 136
StorPort Events Log 136

System Restore Event Log 136

Task Scheduler Maintenance Log 136
TimeZone Synchronization Task Log 136
Tracing Logs 136

TWinUI Events Log 136

UAC Events Log 136

UAC File Virtualization Log 136

User Profile Senice Events Log 136
UTC Senvice Events Log 136

VHDMP Ewents Log 136

WCM Senvice Events Log 136

WDI Diagnostic Log 136

WDI Startup Logs 136

Web Authentication Events Log 136
WER Diagnostics Events Log 136
WER Upload Events Log 136

WFP Ewvents Log 136

WFP IKE Events Log 136

WHEA Ewents Log 136

Win32 Driver Events Log 136

Windows Biometric Senice Events Log 136
Windows Container Bind Filter Log 136
Windows Container Isolation Senice Log 136
Windows Defender Events Log 136
Windows Defender Monitoring Log 136
Windows Events Log 136

Windows Firewall Diagnostics Log 136
Windows Firewall Events Log 136
Windows Firewall Log 136

Windows Hello Events Log 136
Windows Time Senice Events Log 136
Windows Update Events Logs 136
WinINet Events Log 136

Winlogon Events Log 136

WInRE Logs 136

WiInRM Senice Events Log 136
WInSAT Events Log 136

WIP Logs 136

WLAN AutoConfig Senice Events Log 136
WMI Events Log 136

WMI Logs 136

WNS Ewents Log 136
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Touch: Logs
Work Folders Events Log 136
Work Folders Management Log 136
WPD MTP Events Log 136
Touch: Logs panel 110
Touch: Managing Existing Wipe and Clean Tasks
Copy Task 154
Delete Task 154
Disable Task 154
Enable Task 154
Fast Cleaning 154
Manual start 154
Rename Task 154
Schedule Task 154
Shut down when completed 154
Touch: Miscellaneous Traces
AAD Broker Plugin Traces 129
Background Activity Moderator Data 136
Cached Applications Compatibility Info 136
Cached Fonts 136
Clipboard content 129
Common Language Runtime Logs 129
Defragmentation List 136
Explorer Diagnostics Logs 129
Invalid Desktop shortcuts 129
Kernel Live Dump Files 136
Network Diagnostic Logs 129
Prefetch Traces 136
Problem Reports 129
RADAR Memory Leaks History 136
Recycle Bin 129
Registry Transactions History 136
Startup Menu Experience Host Traces 129
Store Locations of Type Libraries 129
Stored Environment Variables 129
Swap Files 136
Sync Traces 129
System Problem Reports 136
System Registry traces 129
System Temporary Files and Folders 136
Temporary Files and Folders 129
Web Content Databases 129
WebView Traces 129
Windows Update Log 129
Touch: Program Data Traces
App Repository 136
Common Windows Search Cache Files 136
CSP Diagnostic Event Logs 136

Digital Rights Management Traces 136
Event Viewer History 136

Indexing Traces 136

Power Efficiency Diagnostics Reports 136
Reliability Monitoring Traces 136

RUXIM Ewvents Log 136

Software Quality Monitoring Traces 136
Stored Start Menu ltems 136

Stored Startup Application Info 136
Update Orchestrator Events Logs 136
WFP Diagnostics Logs 136

Windows Defender Activity Log 136
Windows Defender Detection Log 136
Windows Defender Network Inspection Senvice
Log 136

Windows Defender Quick Scan Results 136
Windows Defender Scan Logs 136
Windows Defender Scan Results 136
Windows Defender WPP Files 136
Windows Search Databases 136
Windows Search Stream Log Files 136
Windows Security Senice Logs 136

Touch: Recent Activity

Activity History 129

Dialog Box Traces 129

File Explorer Jump List 129
Jump Lists 129

Jump Lists Program History 129
Open File History 129

Recent Applications 129

Recent Documents 129

Shell File History 129
SmartScreen File Information 129

Touch: Scheduler Settings

Automatically wipe locked files at the next system
startup 104

Touch: Senices Accounts Traces

Cached WPF Fonts 136

Delivery Optimization Senice Cache Files 136
Local Senice's Cached Certification Files 136
Local Senice's Temporary Files 136

Local Senice's Windows Search Databases
136

Local System Cached File Extensions 136
Local System Cached Shell Extensions 136
Local System Stored Application Descriptions
136

Local System Stored AutoPlay Handlers Paths
136
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Touch: Senices Accounts Traces

Local System Stored AutoPlay Handling Events
136

Local System Stored Internet Explorer Shortcut

Menu Extensions 136

Local System's Cached Certification Files 136

Local System's Common Language Runtime Logs
136

Local System's Crash Dumps 136
Local System's Direct3D Shader Cache 136
Local System's Temporary Files 136

Local System's Windows Search Databases
136

LSyss Direct3D Shader Cache 136
LSys's Web Content 136

Network Senice's Cached Certification Files
136

Network Senice's Diagnostics Logs 136
Network Senice's Temporary Files 136
Peer Networking Traces 136

gWAVE Cached Data 136

Store Install Senice Database 136
System Registry Traces 136

Touch: Settings 104
Touch: Setup and Update Traces

Microsoft Update Health Tools Log 136
Provisioning Temporary Folders 136
Setup Logs 136

System Windows Update Logs 136

Windows Update Medic Senice Events Logs
136

Windows Update Trace Logs 136
WSUS Data Store Traces 136
WSUS Ewents Log 136

Stored FTP Folders 129

Stored Legacy Senvices Information 136
Stored Locations of Shared Modules 136
Stored Locations of System Type Libraries 136
Stored Microphone Usage Info 129

Stored Mounted Volumes 129

Stored Network Information 136

Stored Notification Display Info 129
Stored Notification Settings 129

Stored Programs DOM Data 129

Stored Registry Virtualization 129

Stored Scheduled Tasks 136

Stored Senvces Information 136

Stored Shell Activity 129

Stored Sound Properties 129

Stored Sound Schemes 129

Stored Start Menu ltems 129

Stored Startup Applications Info 129
Stored System Environment Variables 136
Stored USB Storage Information 136
Stored UWP Programs Window 129
Stored Web Credentials 129

Stored Webcam Usage Info 129

Stored Windows Credentials 129

Stored Wireless Networks Profiles 136
Taskbar Badges Update Statistics 129
Taskbar Favorites Statistics 129

Taskbar Program Switching Statistics 129

Touch:

Using Scheduler

Do not schedule (run manually) 158
Schedule at Browser and/or Chat Closing 158
Schedule at Date 158

Schedule at System Event 158

Schedule periodically 158

Touch: Starting Tasks from a Command Line and
Shortcuts 159

Touch: Storing Traces
Recent Network folders 129
Stored addresses of unread mail 129
Stored Application Compatibility Settings 136
Stored Application Descriptions 129
Stored Applications Compatibility Settings 129
Stored Browser Plugins Information 129, 136 Touch: Wiping a Single File 112
Stored Control Panel Extensions 129 Touch: Wiping and Cleaning 110
Stored Custom GPU Settings 129 Touch: Wiping Free Disk Space 117
Stored Desktop Shortcut Paths 129 Touch: Wiping Recycle Bin 112
Stored Explorer View Settings 129 Touch: Wiping Tasks and Scheduler 154
Stored File Virtualization 129 Typed URLs 120
Stored FTP Accounts 129

Touch: Warnings Settings 104

Touch: Wipe Lists
Managing files/folders in wipe lists 113
Managing Registry keys in wipe lists 113
Managing wipe lists 113
Wiping wipe lists 113

Touch: Wiping 111
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_V -

Vivaldi 33, 120

W -

Warnings Settings 6
Waterfox 33, 120
Website Databases 120
Website Redirecting Statistics 120
Wiping Algorithms
DoD 5200.28-STD(7) 2
DoD 5220.22-M(3) 2
Peter Gutmann (35) 2
Pseudo-random numbers 2
Zeroes 2
Wiping Free Disk Space 29
Wiping free disk space on a single disk

29
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